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1. level0 (6441)

R0'¢

<ignore_js_op>.<ignore_js_op>

ZIEHE i TIHello WorldfAMBHTT FiT] = WahihfE 27 EsystemTIHK
<ignore_js_op>

M B EARIEW, 7Eread B HE S N\ KA % B 8278 535 R [5] Ho ik Ay system ik #5 B AT

FEIDAFRIAE 2], buffEEHEBPH0X80, {HRXARZ64ALIIFEFF, —AEBP f8bytes, #4payload:

[AppleScript] 4ixAEE HHIHY
?

1 payload ="'a' *0x80+ 'a' *8 (ebpHIHhll ) + p 32 ( systemR b )
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<ignore_js_op>
IR RERNAE ] shell
<ignore_js_op>

2. levell

0x00 A5
main 7] B
<ignore_js _op>
vulnerable function7] Bl
<ignore_js_op>
E AL FIbuf e (& Z2He0x88= JB-FEFHHC B TE x* a’ *0x88+ a’ *4 + EBP - +ift [ 23§
0x01 5% —Fh g%

% Apwntool 52 R i AR B checksec IR IR AR Hi R ) = ZFFYENX disabled= [EAABT#UFHE S5 B HUE Y AL &AL T2 #198 T)
R ER

BRI VLB FRRE:  https://blog.csdn.net/nibiru_holmes/article/details/61209297

YEANSER x IBE printf4J] “buf QBRI = FR A4 [E 44 B8 70 i Bl ZE B0\ IR B buf IS B 2 = BasmiR IS 5B ERIE = BF
ZHepwntool s5H KRN
ZRIFEZ x

[AppleScript] 4ixA&EE & HIRG
?

1 asm ( shellcraft.sh () )

REGLMEE AL ] = BLANTIAL IS ZE SRS i M BB buf RO B ZE 3K = 8l pwntool sETR
<ignore_js_op>

o JR% T HIbuf_addr” BHFHIEL int16IBFIHHE ( int (buf, 16) ) = IR Ap32EEEA Z i

Bt S BE BN x
<ignore_js_op>
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<ignore_js_op>
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dynelffE I i1 26 . HREEH . BRI K (gets. puts. read. write) . TPIE{RY

iR 5T B\ PHEEHRIB ] = 1leak J]system 7] BiAS Zs ¥ 43k B ~\ 71 B
<ignore_js_op>

1R$ #eleak JIBILHT JJ1ibc YR = 4B HP Libeditik i system 7] RS 253K
W Aread IS bss[EE R E /\/bin/sh 5 H = b iH A systendiilshell
<ignore_js_op>

o B¢ %A egdbiSvmmap ez ¥0 I [H BB = 12 28 M i MBI E 16 2 714

<ignore_js_op>

3. level2
mainZ7] B
<ignore_js_op>
vulnerable functionZ]B
<ignore_js_op>
SICHRI ] = RV EALRT U A system 7Bl = FE4 358 HEEALZFEM/bin/shZ 58 AL
<ignore_js_op>
S x I ] H i A HRERE  systemT] B =M = BB\ /bin/shZ 5 L
TEBUHRAS I P R x
<ignore_js_op>

Wynth % BREA x
<ignore_js_op>
payload = "a’ *0x88 + “a’*4 + p32(system_addr) + p32(1) + p32(bin_addr)

o p32(D BB E AN = B¢ thift FAEsystenTIHUBR — = TAKBFE ALK
o iBE ZAelfesearchFZ ALIEME F I = next FZ EHIFH 7 EFEFHIKZH A

IB§ HELFIFZ [EALBANUI SRR\ D1t 4 got R 8F IR A 253 = 1B & ZE BT IR B ) —
https://blog.csdn.net/weixin_41400278/article/details/78819950
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B ZIE A4 read 7) OB [E BB\ /bin/sh# 5 A = A ERMHE R 1 Aread 7 HE\ %5 = K Mhih [\ TIH= #0HHM
B )\ systemZIB = IRBBITIAE/bin/shZ 5 FISBEZ A ITIRS BLEMTET A=
<ignore_js_op>

4. level3

(IR)'S
<ignore_js_op>
<ignore_js_op>

iB% Btiread ¥ writeZ7Ibik= fikBEIE Misystem7Ipi = IBFUEL —1ibc/li = RIZRFIBIE % B REM B got RIAF system TIPS 15
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Zfkgetshell
<ignore_js_op>
B x ZAwrite JIWE  got R dbwriteBEHUE B = W ApIt R I iewriteJIM = KB H T systemT] BT R I IE 14
= JBAET] "systemZ] BAS FRAZEW = BT B I E
+1- Y% AELFTIB3E Zplt ¥ got RIG AN
<ignore_js_op>
(2) . Mipayload
<ignore_js_op>

H\iB§ Beplt_writef®ZEIHBEY jmpPE 48 )\ bRk = MBS )\ =5+ XH= BRAA\ ZFAFHRE Bipop G BK + 1% AROPgadget
= roplFZ o7 H% -
https://blog.csdn.net/weixin_40850881/article/details/80216764

o qiradh Byt i i BB IR AR A

<ignore_js_op>

+3 - 4R BwriteJIMIT1ibc/i 5F Fe 18 218 HI P8 2SR
<ignore_js_op>

write7JBRIS B = WS x
Ff% A 1ddMi A #p ) Libei R T 2
<ignore_js_op>

BNt B reade 1 £HFIZ ¥ ] TIBRIS J& 7 18 AR R

<ignore_js_op>

+4 - S8 systen ] BLh i A

payloadl x payload = * 0x88 + % 4 + p32(plt_write) + p32(main_addr) + p32(1) + p32(elf [ D+
p32(4)

ZIBWR R Awrite (1, writeZIBRZE, 4) = 57 F NWGEERERRIIRIEHT] = MERBUICHI = 55 B A IR BT
T = 8 Bt Ik T\ T B = A IR O\ VA B sy stem T BRAE MR E

RleakJJwrite TIPS 1ibc M = AFRITH JI1ibcIEZEM = sendlineZK M3 [\ 7] B
<ignore_js_op>

<ignore_js_op>
leak J]system7] B 2
<ignore_js _op>

BB AR x
<ignore_js_op>

1o input# )\ M i A system 7] B

payloadZ = * 0x88 + * 4 + p32(system_addr) + p32(1) + p32(binsh_addr)
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P H/bin/shiClibe/ii SRR + MEISIES BRMEEIN - = [EXICIDASRITIII 6] = ZEALR SR IER searchFiZ
<ignore_js_op>
<ignore_js_op>

MRIE1ibc YR A = fEH il system TS 2 = /bin/sh# 2 A& Z M = sendline J]payload 4 MhjE % Hl sy stem 7] B
<ignore_js_op>

o iR§ Wt Asleep JIBEMKT H



IR RE M getshell
<ignore_js_op>

0x03 level4
LIRS
<ignore_js_op>
<ignore_js_op>

LS xBFIEEBMR level 3TF7 #= IR EEFTRALZ T 1ibe = BILIES Z B Epwntool sk B %)% #DynELF= B 73
DynELF AR EALIH TE system T A 223 = B fibssiRE /\”/bin/sh” 5 A= Ml iH A systemTI B

BRELZBHESE x
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R systemik £ i H bk

<ignore_js_op>

R BRI E B = BIEREZ I Rleak TJwrite 7J B 21K

<ignore_js_op>

I ewriteZSH x 0xfF76da900

<ignore_js_op>

1% B leakiFiZ M T systemJJ S 25tk = BEIANAZ A github™ HEJE B Libe)m
<ignore_js_op>
system7]BS I x 0xf75a2e70

<ignore_js_op>
W Aread 7) B bssi B 70 /bin/shFEH = iBE \ L/RBER S AL
<ignore_js_op>
BE AT + TUIBRERIC S - EFipop™S F X = EiE/\reade 5 E XM x 0= /bin/shFHFAE )\ K E
= 8+ /bin/shie = KR\ \x00
T B U A system 7Bl = 48 )\ B\ /bin/shZ 5 AT W = Z#payloadKMl= sendline[AfE5\."/bin/sh" & A

R REA B shell
<ignore_js_op>
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