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public MainActivity() {

super();

this.p = 8;

this.num = 8;

this.ttt = leeeeee,;

this.tt = this.ttt;

this.jping = new com.geekerchina.pingpongmachine.MainActivity$1(this);
this.jpong = new com.geekerchina.pingpongmachine.MainActivity$2(this);

¥

protected void onCreate(Bundle argd) {
super.onCreate(argd);
this.setContentView(@x7F@4801B);
this.findViewById(@x7F@B@@57).setOnClicklListener(this.jping);
this.findViewById(@x7F@BO@58).setOnClicklListenar(this.jpong);
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public boolean onCreateOptionsMenu(Menu arg3) {
this.getMenulnflater().inflate(@x7FeDO0BO, arg3);
return 1;
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public boolean onOptionsItemSelected(MenuTltem arg3) {
boolean vl = arg3.getItemId() == @x7F@B@@7@ ? true : super.onOptionsItemSelected(arg3);
return vl;
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public native int ping(int argl, int arg2) {
¥

public native int pong(int argl, int arg2) {
+
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import frida, sys

def on_message(message, data):
if message[ 'type'] 'send':
print("[*] {0}".format(message[ 'payload']))
else:
print(message)

jscode

setImmediate(function () {

Java.perform(function () {
console.log("start");
//soZhook
//SHEH
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//var exports = Module.enumerateExportsSync("libpp.so");
//for(var i=@;i<exports.length;i++){
// send("name: "+exports[i].name+" address:"+exports[i].address);

//}
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Process.enumerateModules ({
onMatch: function (exp) {
if (exp.name == 'libpp.so') {
send('enumerateModules find');

send(exp.name + + exp.base + + exp.size + + exp.path);
send(exp);

return ‘stop’;

Ts
onComplete: function () {
send('enumerateModules stop');
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var soAddr = Module.findBaseAddress("libpp.so");
send("soAddr:" + soAddr);

var aping=0x1308+1
var apong=0x1564+1
//  hook S m¥ LKA

var fping=Module.findExportByName("libpp.so", "Java_com_geekerchina_pingpongmachine_MainActivity ping")
send("findExportByName ping():" +fping );

fping=new NativePointer(soAddr).add(aping);

//NativePointer fijEptr

send("findExportByName ping():" +fping );

var ping=new NativeFunction(fping, "int", ['pointer', 'pointer','int', 'int']);

//send("findExportByName edit():"+Module.findExportByName("libpp.so", "_ZL4editP7_INIEnvP8_jobjecti"))
// Interceptor.attach(fping, {

// onEnter: function (args) {

// send("ping() began p:
// s

// onLeave: function (retval) {

+ args[2] + ", num:

+ args[3] );

// send("ping() return:
//
/1)

+ retval);

//  hookFHiE# EidEHEZ
var fpong=Module.findExportByName("libpp.so", "Java_com_geekerchina_pingpongmachine_MainActivity_pong")

send("findExportByName pong():" +fpong );
fpong=new NativePointer(soAddr).add(apong);
send("findExportByName pong():" +fpong );
var pong=new NativeFunction(fpong, "int", ['pointer', 'pointer','int', 'int']);
//send("findExportByName edit():"+Module.findExportByName("libpp.so", "_ZL4editP7_INIEnvP8_jobjecti"))
// Interceptor.attach(fpong, {

// onEnter: function (args) {

// send("pong() began p:
// s

// onLeave: function (retval) {

+ args[2] + ", num:" + args[3] );

// send("pong() return:" + retval);




/1°});
var env = Java.vm.getEnv();
var obj=ptr(0);
var check = 1000000;
var beFlag = 0;
var num = 0;
while (true) { // FHEXEHHRES% https://blog.csdn.net/jasalee/article/details/70242837
if (check % 2 == 1) {
--check;
beFlag = pong(env,obj,beFlag,num);
++num;
if(num >= 7) {
num = 9;
}
} else {
--check;
beFlag = ping(env,obj,beFlag,num);
++num;
if(num >= 7){
num = 9;

}

if (check == 0) {
send("check:"+check+" num:"+num)
send("FLAG : "+"BCTF{MagicNum" + beFlag+ "}");
break;

frida.get_usb_device().attach('com.geekerchina.pingpongmachine")
process.create_script(jscode)

script.on('message', on_message)

print('[*] Running test')

script.load()

sys.stdin.read()

[*] Running test

start

[*] enumerateModules find

[*] libpp.so|@xd4c48000|24576|/data/app/com.geekerchina.pingpongmachine-6gshbHpfeBmTBFRYBxQpNg==/1ib/arm/libpp.s
o

[*] {'name': 'libpp.so', 'base': '©Oxd4c48000', 'size': 24576, 'path': '/data/app/com.geekerchina.pingpongmachine
-6gshbHpfeBmTBFRYBxQpNg==/1ib/arm/1libpp.so'}

[*] enumerateModules stop

soAddr:0xd4c48000

findExportByName ping():0xd34c9309

findExportByName ping():0xd4c49309

*
*
*

*] findExportByName pong():0xd4c49565

*] check:0 num:1

[*]
[*]
[*]
[*] findExportByName pong():0xd34c9565
[*]
[*]
[*]

*] FLAG : BCTF{MagicNum4500009}
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