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BRPHPRA M A FRIFHIES HEAWE ~LFAFHRAESHLZEMERB I WordPress[fi st _E gt i Blid 1
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WWREBLEZ .
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[% lecalhost X

&« C | @© localhost

1.0000000000001

1

2016.9999999999
2017

;

0
8.8817841970013E-16

CAE I RE RS B RS A B 0 0.1 2K 0.7, Bt £ /0 REERAS ReAk P SR B 8 1) — ERDIS R, BRIEA
BEEANE R — KRR ERE O TRy —#HH g XRSERRBELRISR: B, floor((0.1+0.7)*10) EH
£IR[E 7 TARBHEK 8, EAZERAMAIIRRHIREM 7.9999999999999991118....
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LR

i) S AF2017 2R B M _E1R Zwrite-up BB 2 E FH B R Bwrite-up, MNMNBRIE IE Fwrite-upH M A3 B
CHEEERR.

LE Hik

&« £y | (@ sec2.hdu.edu.cn/84cdc/6cabf41bd/7c961f6ab12f117/d8/

Can you tell me what year is this?
Year is not true.

FBHS R, hRAIE2017XAME LA RS2 .

%52 I PHP SR W

write-up

what year is this?t LASE — R 82 2 B 4 yearS BUR (B H2017:?year=2017
IR S

< C | @® sec2.hdu.edu.cn/84cdc/6cabf41bd/c961f6ab12f117/d8/?year=2017

Can you tell me what year is this?
Yes this year is 2017, but you can't input 7 in fact.

FRRT, HHyearZNSHRNK, HE2017HATUHIN7, XKEWRA T EphptEEHIE, HE~A2017
BEAT B A i oeid  (H R X B S th BEAT IR T

&« & | @ sec2.hdu.edu.cn/84cdc7bcabf41bd7c961f6ab12f117d8/?year=0x8215

Can you tell me what year is this?
Oh, | forgot to tell you that you can't input like Ox... or Ob... or ......

Pt LA 8% J5 — P AT Be Bt 2 ) F PHP#E B2k 581 - 7year=2016.99999999999

< C | @ sec2.hdu.edu.cn/84cdc76cabf41bd7c961f6ab12f117d8/?year=2016.99999999999

Can you tell me what year is this?
Congratulations!
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PHP# 4t Tis_numerice& #, FIRZEBHAW R E R T . PHPIERALES K —Metk, A—NEBM—AHALR
RTINS SEIEH AR Rintvalfi L LE.



S

is_numeric()FH T AW 2 5 25T, @S HEA .
RHRIG<?php

error_reporting(0);

$flag = 'flag{1S_numeric_Not_S4fe}’

$id = $_GET[id;
is_numeric($id)?die("Sorry...."):NULL;

if($id>665)

echo $flag;

}

?>
%5 i PHPR R BRI
write-up

ST NS E X GET 77 RIRZ M S HidHE RTINS . id@idis_numericl BUR AW 2 & AEF, R AT
H11E, GG. RN REFHIE, M5BT HLEL, idiI{E KT 665k i ikt Hiflag.

ERELEFBATRIXE, ERMRMEPHPIERANE S I— Mk, A— BB —AHAMBRAT LB
IR, S AR intvalBrF b Bt . XAMFERER T LAMRIFRISIE . http://localhost/?id=666gg

[4 localhost/?id=666gg %

& C @ localhost/?id=666g9

flag{1S_numerlc_Not_S4fe}
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phptb BAHSE KIS AT AR, — MR AF R, B—MRRELLER. MRME AT MR8 8E gy
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7 £% et

sa==Sh FET TRUE, INRZERFRF Sa FT sb.

Sa===5b &% TRUE, 2N SaET Sb, HEENMARDIER.

Sal=Sb FF TRUE, SNERZAELIRT Sa 7FT Sb.

Sa<>Sh  AF TRUE, SNREEEG Sa TET 3b.

Sal==%b F2F TRUE, 2N Sa 7FT Sb, ®mEENMERTRE.

Sa<sh 5 TRUE, 308 Sa 745/ ]vT Sb.

sa=Sh AT TRUE, 3NE Sa P45ATF Sh.

$a<=%b TET TRUE, 2N Sa/|"TFeEZT Sb.

Sa>=Sh ATFT TRUE, BN Sa ATEEET ob-

Sa<=>Sh ATMEET (HE HéahF. FF. AT 5BER—MNF. FF. AT 0Rinteger &,
PCEERE) PHP7FH 3R 1.

$a725h  NULL BFHBER MWERRE—MFIEER A nuL RIEEL. R EREEEY BT A e, R

2?7 8¢ [ NULL. PHP7FFI43R1E.

FEAs BT M LT, SEHIWTR A PR KRB R S, BHHR. === /2%
I== lIA&%
8L ===
TRUE FALSE 1 0 -1 " "0" 1" NULL array() "php”
TRUE TRUE FALSE  FALSE FALSE  FALSE FALSE  FALSE  FALSE FALSE  FALSE FALSE  FALSE
FALSE FALSE  TRUE FALSE FALSE  FALSE FALSE  FALSE  FALSE FALSE  FALSE FALSE  FALSE
1 FALSE  FALSE  TRUE FALSE  FALSE FALSE  FALSE  FALSE FALSE  FALSE FALSE  FALSE
0 FALSE  FALSE  FALSE  TRUE FALSE FALSE  FALSE  FALSE FALSE  FALSE FALSE  FALSE
-1 FALSE  FALSE  FALSE FALSE  TRUE FALSE  FALSE  FALSE FALSE  FALSE FALSE  FALSE
" FALSE  FALSE  FALSE FALSE  FALSE  TRUE FALSE  FALSE FALSE  FALSE FALSE  FALSE
"0" FALSE  FALSE  FALSE FALSE  FALSE FALSE  TRUE FALSE FALSE  FALSE FALSE  FALSE
5 FALSE  FALSE  FALSE FALSE  FALSE FALSE  FALSE  TRUE FALSE  FALSE FALSE  FALSE
NULL FALSE  FALSE  FALSE FALSE  FALSE FALSE  FALSE  FALSE  TRUE FALSE FALSE  FALSE
array() FALSE  FALSE  FALSE FALSE  FALSE FALSE  FALSE  FALSE FALSE  TRUE FALSE  FALSE
"php" FALSE  FALSE  FALSE FALSE  FALSE FALSE  FALSE  FALSE FALSE  FALSE TRUE FALSE
FALSE  FALSE  FALSE FALSE  FALSE FALSE  FALSE  FALSE FALSE  FALSE FALSE  TRUE

PR LB AT AR T LA

I= /|5

SRR TR RBERBAR, BHR. ==/%FT



FARKELE: ==

TRUE FALSE 1 0 -1 " 0" 1 NULL array() "php"
TRUE TRUE FALSE  TRUE FALSE  TRUE TRUE FALSE  TRUE FALSE FALSE TRUE FALSE
FALSE FALSE  TRUE FALSE  TRUE FALSE FALSE  TRUE FALSE  TRUE TRUE FALSE  TRUE
1 TRUE FALSE  TRUE FALSE  FALSE  TRUE FALSE  FALSE FALSE FALSE FALSE FALSE
0 FALSE  TRUE FALSE  TRUE FALSE FALSE  TRUE FALSE  TRUE FALSE TRUE TRUE
-1 TRUE FALSE FALSE FALSE  TRUE FALSE FALSE  TRUE FALSE FALSE FALSE FALSE
e TRUE FALSE  TRUE FALSE  FALSE  TRUE FALSE  FALSE FALSE FALSE FALSE FALSE
0" FALSE  TRUE FALSE  TRUE FALSE FALSE  TRUE FALSE FALSE FALSE FALSE FALSE
1 TRUE FALSE FALSE FALSE  TRUE FALSE FALSE  TRUE FALSE FALSE FALSE FALSE
NULL FALSE  TRUE FALSE  TRUE FALSE FALSE FALSE  FALSE  TRUE TRUE FALSE  TRUE
array() FALSE  TRUE FALSE FALSE  FALSE FALSE FALSE  FALSE  TRUE TRUE FALSE FALSE
“php" TRUE FALSE FALSE  TRUE FALSE FALSE FALSE  FALSE FALSE FALSE TRUE FALSE
FALSE  TRUE FALSE  TRUE FALSE FALSE FALSE  FALSE  TRUE FALSE FALSE  TRUE

PHP &RIEAZBNE, BINTEREHRBANEHKBIER . X—[MC M C++ BLE Java ZEKKIEFHEA
Fl. BRXPEPHPE TR R, (ERFEZMREN &R — 22 2 i i

— M B 7 <?php
$a = null;

$b = false;

echo $a==%b;

echo "

So=""

$d = 0;

echo $c==%d

7>

HI Tphpxt A2 & B 3 HaRrE, XEHEKSa==%b 5 $c==8d HHE
Jir A TR T i O 45 2RO

/ [ localhost X
=

&« C | @ localhost

1
1

— MR BT



<?php

(1 uggw) . [% lecalhost X
"<br>"; &« | (@ localhost

oy . bool(true)
- (J“. 99"); bool(false)
<br>"; bool(false)
bool(true)
(1--"gg"); bool(false)
"<br>"; bool(true)
bool(false)

(1--"1gg™");

"<br>";

(1-="gg1");
"<brs";

("@el123" "@e456");
"<br>";

("@el123" "@eabc");

TH 4 A PHP A% M LB SR Ia R T 2 — si:var_dump(0=="gg"); //true

var_dump(1=="gg"); //false05 ggit AT A BV I TeMs Lhist, Koo EiE, mili%H, BT ggkFFF
B, B RZ0,FTLL i true

05 ggBkAT ™ PRI A= M LR, X B HIggRFAFH R, MIntRAKOAHE, Frilf false

05 ggit T MBI R A AR UL, SRrgo i A BUE, B, BT ogRF/HH, HUNERZ0AET
1, FrlA%id falsevar_dump(1=="1gg"); //true

var_dump(1=="gg1"); /ffalse15 1ggi T FABUME B A 2% UL, 31X B 1 go 5 1) 3% 3 R int R 2Y B gk 2 2 7%
B — R FRR BRI T AT S 3, X199 — LR, FriliX BAgghki#h1, Friliit true

15991347 4% YRR =M LU, FRSRgg IS — AR T, FrLlEmb 4 om0, B i
falsevar_dump("0e123" == "0e456"); //true

var_dump("0e123" == "Oeabc"); //flase

X BB RR, FRBHHIT0e, PHPFMAFEM T 2L — TR B UE—ANBUEREUE, HE5RMER
TR ZFHFRERELY e EF AR BUEEEERNTEEZ N
ZFRT B EInCREVE, HALFTA 1B LT B8 AE float R EXE,
GBI RE T ERIME, WRZTFA R U BETT G, WERZEE, SUHERN0. 061235

0e456H B A= #EM: B LL B IR 1%, &% 0eiX R FE /7B R ANRHERARERN B F 0N ERZ /D IR T H2ZE, Bt
&5 true

0e12350eabCHI ELHEAT AP 1R HOBLROR %, ALK ORIX 7 R AR HOR VRO B0 (BRI B 0 Oe
JR B 0 Reabe, J 2% R B SR SR FT LA & 8. LUK B o6 o LR R0 TT 3k, LR T f9abe)
AREAFIEBIRIOAE, FT DA R false

KBk



md55eizt (Hash Bt 52 5B ) R 5 IR H K 22 X 48 BB | 5 °F & — 18 L& 8 9md5 collision@, ¢ TiXiE & B 1)
WriteUp® LR %, {H2EIERADHTHID2Z X ~~

78 B $#i& <?php

$md51 = md5(QNKCDZO);
$a=@$_GET[a];

$md52 = @md5($a);
if(isset($a))

if ($a = 'QNKCDZO' && $md51 == $md52) {
EChO "NGH(F**#x*kssskesss
}else {

echo "false!!l"™;

}

}

else{

echo "please input a";

}

?>

52 i f] B [ PHP AR B 1
PHP35 2 ffjHash L B sk By
write-up

MIEE AT AR —NafI S BN ZR R, ad %A% TQNKCDZOJ: Hafsmd5SME 415 T QNKCDZOHN % J5 K
md5fE. E—FHFEATRFEXHENE, HEA2XEQNKCDZONME & #imd5E N
0e830400451993494058024219903391 iX B & 0eJF 3k H), E#MATEH T HEHIN iR, PHPIEE A/ERZiTE
%, OMEWRSDRITHRF. Frax BA A _EmEK 55K LRI SRIE REAT R ?a=s155964671a

http:/fchinalover.sinaapp x4

{ C ﬂ & - @-"|ttp:ffchinaImrer.sinaapp.comfweblgf?a=515596463"151

netfimds _collision is easy)

T R B0 T mA5 I 0excoc i) 7 4F B (s 2 10t il 05 ) 51 R 74 B
mdSQNKCDZ00e830400451993494058024219903391

2406107080e462097431906509019562988736854
aabg7XSs0e087386482136013740957780965295
aabC9RqS0e041022518165728065344349536299

$878926199a0e545993274517709034328855841020



1. sha1() md5()in% & HoR i St Fe

it

md5()Fishat () — N E kAT hn 25 Kz ] NULL
SRR

Boston Key Party CTF 2015: Prudential

8 H #ii&1 dont think sha1 isbroken.Prove me wrong.

BHEST — A ERIE:

% %2 mishal ()& Ho I S b
write-up
BEARBESHIT:

level
require flag.php’;

if (isset($_GET['name") and isset($_GET['password")) {

if ($_GET['name'] == $_GET['password')

print "Your password can not be your name.;

else if (sha1($_GET['name") === sha1($_GET['password'))
die('Flag: '.$flag);

else

print '

Invalid password.

)

>

Level 1

S — T OEFRE I TF:if ($_GET['name'] == $_GET['password])
print "Your password can not be your name.”;

else if (sha1($_GET['name']) === sha1($_GET['password?))


file:///C:/Users/ADMINI~1.ZB-/AppData/Local/Temp/index.txt

die('Flag: '.$flag);
GETRR A T HA FBnamefpassword, 3R#EflagE R4 /F7: name != password
sha1(name) == sha1(password)

XANEFBRXZATREN, (H21XEFFHshat()s SrE b2 50 18 % B T TovE AL B K R FINULL AT BLgesd if i
FIRISAE, if& ALK R Bflag. & TE A 40 T :?name[]=a&password[]=b

XEHFE T 20N E R flaghi % afrhZTb
nameflipassword il T2 %4, Zitshal()FEEL 5 #R BINULL
ZZlflag: | think_that_| just broke sha1

hREG

S WIE, MUshal()RETIELEEH, X Emd5() KA FRER R E, ELBEBHKRR, #ERE
NULL

WXAAD 40 T :<?php

error_reporting(0);

$flag = 'flag{l_think_that_| just broke md5}';

if (isset($_GET['username']) and isset($_GET['password)) {

if (5_GET['username'] == $_GET['password'])

print 'Your password can not be your username.’;

else if (md5($_GET['username']) === sha1($_GET['password'))
die($flag);

else

print 'Invalid password';

}

2>

X B KR AR S 40 T if (§_GET['username’] == $_GET['password'])

I BASH 2

if (md5($_GET['username']) === sha1($_GET['password'))

[ 4% ) F md 5 () iR $5 TGV AL B B X ANIRTR, M getid Sk & 2llflag: 2username[]=a&password[]=b

[4 lecalhost/?username[]- x

&« (& |® localhost/?username[]=a&password[]=h

flag{l_think_that_I_just_broke_md5}

iy T E A 2 R B TR R B



H it stremp() R0 LB AN 4/ 5 (K 20 KN E).
FH¥: 40 7F zint stremp ( string $str1 , string $str2 )
HAK AR T S48 str S — N7/ 8.
SH S22 B A TR

R “str1” NT Cstr2” R\ < 07

ek “str1” KT “str2” &\ >0
IRPIEME, &E O,

BAREERZ B T A ERE, BlinfARR, Rk R AEHIR. HEAES3ZAMphpH, B TRENE S
fERJE, Hreturn O M Wt R BARIR T4, EHMARHMET . ereg()i%h: FHFEH ENILA.

strpos()ERi#: BRFRHEAER —FRBHE - REANWLE, XR/NGHK.
X2 R B R AR B R B ), (HEREAABAES G H R EINULL,
KRR

Boston Key Party CTF 2015: Northeastern Univ

EUEE ipa

Of course, a timing attack might be the answer, but Im quite sure that you can do better than that. B H% T —

AN B P AE:

F 52 TR R b B BR B0 T BB
write-up
g MRS I TR

level3
require flag.php’;

if (isset($_GET[passwordT)) {

if (strcmp($_GET['password], $flag) == 0)
die('Flag: " $flag);

else

print

Invalid password.



}

>

Level 3

AT — T %0 B RIS 4 T :if (stremp($_GET['password’], $flag) == 0)

XEMFH T ==mER T $flagfilid GET 7 iR Kpassword I1E, WRBEZLKE, EFflag. XEHKR==
PABUEE R I EL RS, BRI A7 B A BB R & iRk, 7E5.3Z Bl fiphpH, B/R TN ELEERE)E, Kretun
0. P X E ¥ passwordZ#i5 E& AEA, F H & Hlk iR £ 2lflag:

€« — C N [152.10.107.64:8003/?password[]=abc
Flag: Still better than the dQuble equals

R B4

B& T stremp()e&i 4, ereg()fistrpos() ik F7E AL B A BT E B & 78, IREINULL. AR 41T :<?php
error_reporting(0);

$flag = 'flag{P@sswOrd_1s_nOt_s4fe By dOuble_Equ4ls}'

if (isset ($_GET['password1)) {

if (ereg ("Na-zA-Z0-9]+$", $_GET[password’]) === FALSE)

echo "You password must be alphanumeric';

else if (strpos ($_GET[password], '--') == FALSE)

die($flag);

else

echo 'Invalid password';

Y
?7>
¥ 2 Hpasswordlt 5 — ML i#dE % http://localhost/?password[]=gg

ereg() R AL ZRFER, HABAEBIREINULL, NULLFI FALSE, RAEZ(===)1, 2B —MNf%H;
Tistrpos() Bk H 2 B FAF R I, A ASAEIREINULL, NULL!==FALSE, # 2%, =Zlflag:

[4 localhost/?password[]- %

&« & |® localhost/?password[]=gg

flag{P@sswOrd_1s_n0t_sdfe By dOuble Equdls}

75~ parse_strif #2587 55 A
Hip

parse_strik # I /E Bt 2 T F4F B HEMBE R, EEMTREZITASKIELIIZERRFE, TULEEE
HH A E. void parse_str ( string $str [, array &$arr ] )


file:///C:/Users/ADMINI~1.ZB-/AppData/Local/Temp/index.txt

str A K FRF .

arr MRBE THE -AZE arr, REHSUBHATROBAFAZZNMEA, ERER.
S

MAARG:<?php

error_reporting(0);

$flag = 'flag{VV4ridble_M4y Be_COverEd}’;

if (empty($_GET[bT)) {

show_source(_FILE_ );

die();

lelse{

$a = "www.sqlsec.com”;

$b=$_GET[bT;

@parse_str($b);

if ($a[0] !="QNKCDZO' && md5($a[0]) == md5(QNKCDZ0")) {
echo $flag;

else{

exit("your answer is wrong~");

}

}

7>

%52 pparse_strs B 55 B4

write-up

2% ORI @parse_str($b);

XEAEH T parse_stri HokAZEbHI R BE

if ($a[0] = 'QNKCDZO' && md5($a[0]) == md5('QNKCDZO'))
X B 292 SCE B AR Rimd5() BR Bk B

B hiX LA B T parse_strifi #ok &b, iffiEA K &4 ESa[0 R LER, FRAXENZRBaECE=R
& & 1 T :$a = "www.sqlsec.com”;

XEELRRERN M ~~ A EAEE. BERBEESERNATE, HEFHZERE &R E 6 FEX B ] A
a2 AT EHRAE, 5 R RifE A B A AR SR T 4 2 Fmd5 () BB Bk e 4T Seid http://localhost/?
b=a[0]=240610708



[ localhost/?b=a[0]=240 x

((— C ‘ @ localhost/?b=a[0]=240610708

‘ flag{V4ridble M4y Be COverEd}

SR
*ACAEE: B, #EiEEHFreeBuf. COM
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