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1 B Burp Suite Professional ¥1.5.18 - licensed to Larrylau - O x §
i} Burp Intruder Repeater Window Help C
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Request Response
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GET /web/PHF/index.php |; HTTF/1.1 200 OK N
WMHTTP/ 1.1 Date: Tues, 19 Dec Z0L17 10:54:20 GHT P

Host: ctfS.shivanbar.com Serwver: Apache/2.4.18 (Win3Z) Open33L/1.0.Ze PHF/5.2.17
Y lUser-Agent: Mozilla/S.0 ¥-Powered-By: PHP/5.2.17
-4 (Windows NT 10.0; Wing4d; hint: 6c525af4059bh4feTdBc3i3a.cxt
A xEdr rvi57.0) Content-Length: 12
A Gecko/20100101 Firefox/57.0 Feep-Alive: timeout=5, max=100
| Accept: Connection: Keep-Alive
‘Btext/html, application/xhtml+x Content-Type: text/html
Hml, application/xml;g=0.9, */*;

cq=0.8 have a fun!!
fAccept—Language:
W zh-CN, zh;q=0.8, zh-TW;q=0.7,zh 4
T -HE:;q=0.5,en-U3;q=0.3,en;g=0.

Accept-Encoding: gzip,

deflate

Referer:

http://www.shivanbar.com/ctf/

ooz

Cookie:

Hm lvt_34dEf7353ab05l5adc5ale |y Ff

? < + = rrr | 0 matches ? < + = Type a search ferm 0 matches

| Done 286 bytes | 1,018 millis |-
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<?php

o

Sinfo =
Sreq = [1;

§flag="xxuxxuxxax’

ini_set("display_error”, false):
error_reporting (0) ;

if(lisset (§_POSTL[ number’ 1)) {
header ("hint:6c525af4059b4fe7d8c33a. tut”) ;

die("have a fun!!”);

}

foreach([$_POST] as $slobal_var) |
foreach($global_var as Skey => $value) {
$value = trim($value) ;
is_string($value) && Sreq[Skey] = addslashes($value);

function is_palindrome_number ($Snumber) {
$number = strval ($number) ;
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if(is_numeric($_REQUEST['number’)X

$info="sorry, you cann't input a number!";
Jelseif($req['number!=strval(intval($req['number)){ /%= Hl#rintval(number)& %% F & Enumber &
$info = "number must be equal to it's integer!! ";

else{

$value1 = intval($req["number"]);

$value2 = intval(strrev($req["number"));

if($value1!=$value2){ /% =: FIWiEl%% 5 number)E R BH%E

$info="no, this is not a palindrome number!";

lelse{

if(is_palindrome_number($req["number"])){ /244U, #l¥inumber & A Bl 37 FF &
$info = "nice! {$value1} is a palindrome number!";

lelse{

Sinfo=$flag;



}

}

echo $info;
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number2 = trim(number)

intval(number2) = number2

intval(number2) = intval(strrev(number2))

trim(number) A~ & [8] 32
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POST fweb/PHP/index. php HTTR/1.1 A HTTP/1.1 200 0K

Host: ctfa shiyanbar.com r Date: Thu, 09 Aug 2018 0B:37:13 GMT

User-Agent: Mozilla/s.0 (Windows NT 6.1; WinB4; x64; rv61.0) Geckof20100101 Firsfox/E1.0 Server: Apache/2.4.18 (Win32) OpenSSL1.0.28 PHP/S.3.29
Accept: text/html,application/xhtml+xml applicationfxml;q=0.9 */*,q=0.8 X-Powered-By: PHP/5.3.29

Accept-Language: zh-CN,zh;q=0.8 zh-TW;q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2 Content-Length: 26

Accept-Encoding: gzip, deflate Connection: close

Referer: http:ffwww. shiyanbar. com/ctfi2008 Content-Type: text/html

Cookie: Hm_ht_34d6{7353ab0915a4 c582e4516dfflc3=1533695436 1533695476,1533780203 1533784383;

Hm_cv_34d67353ab0315a4c582e4516dfbc3="1"visitor*112303%2CnickName %3Awz; FLAG{2dd8711082fe24c19ae8}

Hm_Ipvt_34d6f7353ab0315a4c582:4516dfbc3=1533784413
Connection: close

Upgrade-Insecure-Requests: 1

Content-Length: 12

Content-Type: application/x-www-form-urlencoded

numbe=-0%00
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