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error_reporting(0);

$flag = 'flag{1S_numer1c_Not_S4fe};
$id = $_GET[id";
is_numeric($id)?die("Sorry...."):NULL;
if($id>665){ echo $flag;

}
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$d=0; echo $c==$d?>
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$md51 = md5(QNKCDZO');

$a = @$_GET[a;

$md52 = @md5($a);  if(isset($a)X if ($a !="'QNKCDZO' && $md51 == $md52) { €Cho "NCtf{x*Hsmr.
}else { echo "false!!!";
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y2>

252 5 L PHPARRS B i

PHP§5 32 ftyHash HL L Bk B

write-up

MIERG AT LSS — N al S BN R, aB %A% T QNKCDZOJ: Hafdmd5(H % 1% T QNKCDZOM# jF I mdS(E .  /F—FIF G e AF/EIXFIN{E, 521X EQNKCDZOMm
J& KImd5{E 90e830400451993494058024219903391 ix B /20eJT ki, FEBEATSF T HLEIMIR %, PHPIEE L/ERIE 0%, OMEREDRITHRE. Frilx BRI M LEK X
RUF b B BRI SR AT AR RE:  Pa=s155964671a

TR B N 5 md 59 0@x000x 7 447 8 (xel 2 103 i B0 ) 51 2%



FHFH#md5
QNKCDZ00e830400451993494058024219903391
2406107080e462097431906509019562988736854
aabg7XSs0e087386482136013740957780965295
aabC9RqS0e041022518165728065344349536299
$878926199a0e545993274517709034328855841020
+ sha1() md5() 2 e Hoiks i 5k

Hip

md5()Fishat ()% —AN SR AT i Z K iR [E] NULL
EE

Boston Key Party CTF 2015: Prudential

J8 H #i3&1 dont think sha1 isbroken.Prove me wrong.

BH % T —ANBRIE:

%% pishal () s B BRI

write-up

BRI BT

level1<?phprequire

'flag.php;if (isset($_GET[name']) and isset($_GET[password'])){ if (5_GET[name']==$_GET[password]) print'Your password can not be your name.’; else if (sha1($_GET[name’]) === sha1($_GET
print'

Invalid password.
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$flag = 'flag{|_think_that_| just_broke_md5}';if (isset($_GET['username’]) and isset($_GET[password?])) { if (_GET['username]l == $§_GET['password]) print "'Your password
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level3<?phprequire 'flag.php';if (isset($_GET[password')){ if (strcmp($_GET[password'], $flag) == 0) die(Flag: '$flag); else
print'

Invalid password.
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error_reporting(0);

$flag = 'flag{P@sswOrd_1s_nOt_s4fe_By_dOuble_Equd4ls}; if (isset ($_GET[password?)) {

if (ereg ("Na-zA-Z0-9]+$", $_GET['password']) === FALSE)

echo "You password must be alphanumeric’;

else if (strpos ($_GET['password], '--') == FALSE)

die($flag);

else

echo 'Invalid password';

}
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$flag = 'flag{V4ridble M4y Be_ COverEd};if (empty($_GET[bT)) {
show_source(__FILE__); die();
Jelse{
$a = "www.sqlsec.com”;
$b=$_GET[b;
@parse_str($b); if ($a[0] !='QNKCDZO' && md5($a[0]) == md5('QNKCDZ0")) { echo $flag;
Jelse{ exit('your answer is wrong~');
}
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