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For those who don’t know, the OWASP Top Ten is a list of common (web) application security concerns that
are frequently referenced within the infosec community. If you're applying for a position in the industry, more
often than not, one of the requirements listed on the job posting will be “familiarity with the OWASP Top Ten,”
and you can expect to be quizzed on them during a job interview.
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| started out wanting to write this article as an accessible primer featuring clear examples of the Top Ten.
While doing research and reviewing the list, | found | didn’t necessarily concur with their breakdown and
organization of vulnerabilities and thought it could perhaps be streamlined and modernized.
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Specifically, | saw some redundancy between points #2, #3, #5, and #6; some that maybe didn’t deserve a
dedicated spot ,such as #4 (XML External Entities); plus some things that appeared to be missing or
understated. It seemed like there was some room for a different take on things, at least.
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So instead of writing a primer, I've produced my own version of the list in the form of three high-level areas to
cover, each with a list of specific threats and steps for mitigation underneath them.
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| believe this approach is a practical and accessible one that acts as a checklist to ensure one’s bases are
covered. Even if you won’t be asked the trivia-type question of listing them off during a job interview, they’'ll
help you give a more holistic answer about how you'd secure a site when asked what your approach would be.
Maybe you can impress your interviewer by saying, “Sure, | know the Top Ten, but have you heard of Dawe’s
Three?” (working title). One can dream.
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Let's assess some threats.
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1. % &% A (1. Malicious Input)
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BRM44? (Whatis it?)

This is a broad category — it covers OWASP #1, #4, #7, #8, plus some additional concerns. Input comes in
many forms (including literal form submission) and is the primary way in which users interact with your
application. Malicious user input, often in the form of code injection or file interaction, is likely the most often
exploited attack vector when it comes to web apps.
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There are many types of attacks that fall under this heading, but they all follow the same pattern: unsanitized,
unexpected, or mishandled inputs result in a system doing something that it wasn’t intended to, with negative
results. Here’s a list of common concerns, which can act as a jumping-off point for further research (just
Google the cited item of interest):
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8 B ¥ 7 (Simple attacks)

Input provided into obvious sections of an application, such as input elements, forms, and URL parameters —
GET and POST variables — that contain snippets of malicious code that’s then executed on the target system
or by clients using the service.
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SQL injection: Database queries are manipulated through user-supplied input to extract or tamper with a
site’s database
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Cross-site scripting (XSS) family: Client-side code (such as HTML elements and JavaScript) gets
added to a site that’s then executed by visitors, often to directly steal their information or trick them into
giving it up — or to trigger operations on their behalf
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B 3K ¥ it (Complex attacks)

These are easy to overlook because the exploitation path is less obvious. Instead of providing a simple
malicious input to a site, the attacks are embedded in things like markup, encoded data, or other more obscure
areas of interaction. These types of attacks can lead to lower-level compromises of the underlying system
since the involved operations are often more trusted than simple user inputs, and code executed as a result
can be very damaging.
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(Un)serialization: Complex (non-primitive) data passed between the client and server or between
services is often serialized (“packed” and “unpacked”) to facilitate the ease of transmission. Because the
data, especially in its serialized form, is unreadable to humans, it's often overlooked as a potential attack
vector. Malicious inputs and instructions can be hidden in serialized data that then are processed and
executed upon deserialization.
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XML/JSON attacks: Similar to the above point, XML and JSON (the language of the web) can be
manipulated by attackers to achieve their goals. Capabilities of the formats can also be exploited in
unintended ways — they’re not just dumb data wrappers. OWASP dedicates an entire point (#4) to XML-
related XXE attacks, which personally | find to be a very fringe consideration not necessarily worthy of a
dedicated spot, but as a whole, these types of attacks must be considered. Beware of what may be lurking
in this data.
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Cookies, session data, and HTTP headers: These are all forms of input that get processed by clients
and servers and thus act as an additional attack vector, albeit an obscure and rarely fruitful one. Keep it
in mind during parsing.
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PASC R I B (Filecentric attacks)

Files (and file access requests) are another type of input that can pose a significant threat to an application.
Abusing storage and retrieval functions can lead to a total compromise of a system or disclosure of its
contents.
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Directory traversal: In an app that provides file retrieval, especially from the underlying file system (and
not a database), the filename, path, and related parameters are vectors for malicious input. If you have
a script that downloads a file of a given name from a fixed directory, providing
../../../../secret.txt can be a way for attackers to access things they shouldn’t. Some
misconfigured webservers can also expose this type of threat in a generic sense — i.e., without specifically
relating to file-retrieval logic.
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Uploading scripts and files: Like above, attackers may target files for replacement when given the ability
to upload things to a server. Alternatively, they may upload malicious scripts (such as web shells) to a
location above the webroot which they can then run through their browser. Watch those extensions and
MIME types!

EBRMARNCM: B EE—A, WREGEE W CR SO BBk SAS, W T DOR SO B O B AR
B, AR UK R R A (B nWeb Shell) - #: EWebroot 175 AL E, AR JEARATAT LU Ytz
ITRHAE. WERLY RAEZMMMERR !

Zip bomb: A malicious ZIP file that extracts to a near-infinite size which can cause denial-of-service and
resource-exhaustion type attacks

ZipfEs: EREZIPXXH, REIEIEGETRKIR/, 768 SBUE 480 5 M R IR R R

Zip slip: A malicious ZIP file that replaces files elsewhere on the system during extraction, relying on
similar principles to directory-transversal attacks
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ey B 5 3% Z 35\ (How to protect against malicious input)

Repeat after me: Sanitize your inputs. Sanitize all your inputs. Don’t trust them. Get paranoid. Put on a tinfoil
hat.

ERZGELE: BEENRAN. BEAFRMN. AEMAGEMI. B8 mHT. BLGHEET.

I've given you a list to work from, and researching specific vectors will yield advice on mitigation — just make
sure you're considering everything that applies to your system. Put yourself in the hacker’s shoes, and think of
ways in which input could possibly be abused — then compensate for it.
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It's important to remember, anything that’s passed to the server counts as user input, even if there’s no section
on the front end for it and it's processed behind the scenes. Out of sight shouldn’t mean out of mind — one
quick look at the network panel reveals a wealth of potential attack vectors not immediately obvious when
practicing defensive security.
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Once you're screening your inputs like an overzealous TSA worker, it’s time to move on to shoring up the next
core function of your system.
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2.5 R #EHIA 2 (2. Insufficient Access Control)
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BRH4? (Whatis it?)

Trust is a difficult and fragile thing to achieve over the web — and this challenge scales as more moving parts
and systems get involved.
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In an ecosystem populated by SaaS products, third-party APls, cross-domain traffic, shared authentication
providers, and mixed devices and platforms, there’s a lot of room for a missing authentication check or rule in
the mix. You have to ensure each resource is only accessible by whoever should be accessing it, and that the
communication channels themselves are also secure. This section roughly covers OWASP #2, #3, #5, and #6.
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PHEM BB (Standards and threats)

It's all about how users are allowed to interact with your system. Any point of interaction, if not properly
controlled, is a potential source of information disclosure or unauthorized operations.
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Protocol security: The obvious stuff — and really a precursor to this category. Communications need to
be secured using a modern TLS configuration. Your site redirects HTTP to HTTPS appropriately, and
there isn’'t room for SSL-strip type attacks. Cookies should use the secure flag where applicable. Without
this, attackers can intercept and manipulate your traffic, and efforts taken to enforce authentication and
access control will be in vain.
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Authentication and access control: The core concept of the category from which specific threats extend
from. Users should be authenticated and resources protected by an appropriate ruleset — basically, if
established identity x requests resource y, determine if they’re permitted access it. An oversight here can
lead to information disclosure or worse.
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Lack of server-side checks: Attackers can make calls to your server without using your client (web,
mobile, etc). This means auth and AC has to be done on the server. A user may have permission to update
their bio, but what happens if they post {*admin”: true} as part of their update submission, even if
there’s no “admin” checkbox displayed client-side? All endpoints and actions need to be secured (and
sanitized, re: malicious inputs) as if the client doesn’t exist.
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Scraping: Modern APlIs are very semantically consistent and don’t rely on security by obscurity. Because
of this, it's easy for someone to write a script to request /record/1, /record/2, ... Ifan attacker can
guess or infer the URL for sensitive information or iterate/brute-force their way to it, you're at risk for
information disclosure.
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Bot mitigations: A source of brute-force and credential stuffing attacks, as well as spam. Use captchas
and IP blacklisting where appropriate, like on login and submission forms.
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Cross-site request forgery (CSRF): Imagine you have an endpoint
https://example.com/user/1/delete to delete a user — what happens if one of your users is
tricked into clicking that link through another website or other source? Any action that can be directly called
in this manner is at risk of being exploited by attackers working outside your system. Tokenized operations
are one way to mitigate this.
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Cross-origin resource sharing (CORS) and cross-domain attacks: Browsers and apps can make
resource requests behind the scenes. When these requests are to a different site (between subdomains or
domains, to an AP, etc.), certain security rules apply. A misconfiguration of these rules can mean when
one of your users visits a malicious site, that site can automatically trigger a request to your own site using
your user’s permissions. These rules are tricky to configure, so it's tempting to make them extremely
permissive — to your peril. They should be as restrictive as possible while still allowing your application to
function. Also look into implementing x-Frame-Options if you haven't already.
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Unnecessary exposure: Anything that doesn’t need to be publicly accessible shouldn’t be. This can
include admin panels, testing files and folders, directory indexing, robots . txt entries for uncrawlable
sections, internal services, testing or internal sites and subdomains, and so forth. For hackers performing
reconnaissance, the more information, sites, and resources they can glean, the better. Use IP whitelists
and password protection on any sensitive internals that are public-facing but need to remain exposed, and
get rid of everything else.

ABEHRE: AFEATFHREMATHANAFE. X VEEEHER, WESHmeHk, B
5], AAlrobots.txt#AMrobots. txt2kH, WEIRS, WIKSA SN FHRE, S TFHTHE
RIRZRYL, MATATEERER, R MRERS L. R F A AR(E T EZ RS A TR IR 5 H AT
A 8 BT BUR S AA B, FRIPE 2 S AEERY

o] R 0 45 1 R 45 A % 98 (How to secure your services and resources)
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After considering the above, ask yourself the following questions:

EB ERRERE, B EDPAT .

1. Are all necessary sections of your application restricted to authenticated users only?

BN ARERFRPTE LER SRS R T a1 e ?

2. Are all actions and resources properly restricted to the appropriate users/roles/origins?

R TR T R A A B YR 4 2 R A 8 2 O R P A R UR A ?

3. Are your endpoints secured independently of the client-side logic?

I R R R BT & P 2 4R ?

4. Are your communication channels encrypted and secured against eavesdropping, and do your servers enforce proper
protocol use?

BREGBERTETMEMZERY ARGV, H R S58% 2 75 55 68 F IEA B ph il ?

5. Are you exposing resources to the public internet that you shouldn’t be?

RBLE R AL I ATF AR H B ?

It's about reviewing your system, spotting gaps, addressing them, and then repeating. Think about how
information flow is controlled from the protocol level up for all involved systems and resources. When possible,
actually simulate testing the threats versus looking at code and configurations — something may be behaving
differently than expected.

RERXTHRERS, RIWEHR, BREEREERFE. 58— T Ao 2 6] Brd < R G 5 R
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It's a lot to cover, and making your system airtight is an art. One must also consider what happens when an
item is overlooked and things go wrong.

BLRIRZ, HRGFEWMR—TIER. ATELAE 8 S i 4 200 HL B E) i & Rk A4 .
3.8 1E KW (3. Operations Failures)
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XERH4? (What are they?)

Under the broad umbrella of ops — DevOps, sysadmin, policies, and procedures — bad practices and lack of
coverage can lead to disaster or make a disaster worse. Every moving part and its (proper or improper)
implementation is a potential source of threat, and the plans and practices put into place by an organization
serve to mitigate and handle such threats should the need arise. This is where you prepare for success or
failure.

FEOPSH) iz 4=- DevOpsH, RAEHE R, BERMEF-A RMBIEME R A LT RSB RES L&
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B 511k (Threats and concerns)

This will cover OWASP #9 and #10 — if you're keeping track, those were the two remaining points. It also
includes some of the softer considerations around policies and practices that are often underserved when
discussing the security of a system. Neglected best practices develop into latent then active dangers to an
organization.
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Dependency count: Can you list all the dependencies and technologies your product uses? Having a
high number is neither inherently good or bad, but I'm of the opinion that they should be minimized when
possible and within reason. What’s more important is that they're identified and their risks considered
through a security lens. For example, If you're using WordPress — a ubiquitous, useful, and regularly-
targeted CMS — it (and its plugins) needs regular attention to be made and kept secure.
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Patching: Using out-of-date software with known vulnerabilities is one of the easiest ways to get
compromised. Apply your patches! Automatically is preferred, but for production systems, if you're taking
the manual approach, don'’t let anything slip through the cracks. Stay up to date on security bulletins for
technology in use throughout your organization.
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Securing software and services: Lack of firewall/IDS/IPS coverage and access control gives hackers
extra opportunities to breach your systems. Internal and public systems should be isolated or put into a
DMZ (when applicable), in case of a partial breach. Lock down anything that doesn’t need to be publicly
accessible, and secure what does.
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Logging: A lack of proper logging means two things: the inability to detect potential threats and patterns of
malicious actors and the inability to properly respond to a security incident. Logging should be robust,
centralized, regularly reviewed, and available when needed to help trace problems.
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Backups (and RAID): An obvious one. You need a copy, in fact, multiple copies (follow the 3—2—1 rule) of
your important data — otherwise, you face potential data loss, which can be devastating to an
organization. Offline backups are a must. Be prepared for physical disasters, hardware failure, accidental
deletion, intentional deletion, corruption, ransomware and cryptolocker attacks, and so on. Backups must
be routinely verified, and the restoration process practiced so you’re prepared should the time come.
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https://owasp.org/www-project-top-ten/OWASP_Top_Ten_2017/Top_10-2017_A9-Using_Components_with_Known_Vulnerabilities
https://owasp.org/www-project-top-ten/OWASP_Top_Ten_2017/Top_10-2017_A10-Insufficient_Logging%25252526Monitoring
https://medium.com/@KevinDawe/how-to-protect-your-organization-from-the-growing-threat-of-ransomware-attacks-d2fd6588c92a
https://medium.com/@KevinDawe/how-to-protect-your-organization-from-the-growing-threat-of-ransomware-attacks-d2fd6588c92a

Disaster recovery plan (DRP): Have you considered what'd happen if there’s a fire in your office, your
production server gets hacked, your database is leaked to the public, or all your systems get locked down
in a ransomware attack? Thinking about and discussing such threats helps you mitigate them before they
happen. Having a documented plan means you're able to respond quickly and efficiently during an
emerging crisis when time is of the essence. Creating and regularly maintaining this document is key for
organizational security (and make sure you can access it when systems are down).
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8 7 Z 1 (Doing the needful)

Secure systems, apply patches, and keep and monitor backups and logs. Put policies into place to ensure this
is being done. Brainstorm potential threats and disasters to help develop a DRP, and treat it as a living
document. Get creative — ask as many “what happens if ...” questions as possible. Also, ask “is [this
technology] safe to use?” and “are we following best practices?” out of habit.
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For routine maintenance, such as checking logs and applying patches, simply using a repeating calendar

event and shared reporting document can make sure nothing is left to slide. Assign responsibility to an
individual, and follow up with them to ensure things are being done.
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Due diligence and thoughtful preparation will provide security and peace of mind in your organization.
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5] 5 (Recap)

As you can see, there are a lot of bases to cover. At a high level, three things need to be done to ensure an
app is secure:
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1. Inputs must be sanitized and securely handled.
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2. Communications and resource access must be appropriately implemented and secured.

8 7 AN SRV ) 0 A5 B 3 = SEREA RS

3. Best practices for operating a system of technologies need to be followed.
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Those get broken down into the related steps and considerations documented above. This by no means an
exhaustive list — but rather a framework to get you thinking about securing an application from the most
common threats. Given the complexity and interplay of technologies in use today, it's impossible to cover all
the potential ways a system may be exploited.
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When securing your application, in particular, think about what you’re doing that isn’t standard, and in that
difference, if there are any unique dangers that you may face.
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4 (Conclusion)

Relating this back to OWASP, I've covered all the individual points in the Top Ten, plus some additional areas.
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| think three high-level points, each with significant detail underneath, may be an easier-to-remember and more
practical framework in comparison.
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| do believe the way I've presented this may serve as a more comprehensive checklist-style approach to
actually securing an application, versus a simple catalog of certain threats. Ultimately, | think this should act as
a useful reference for someone who'’s found themselves responsible for securing an application/system — it's
built from my experience in doing just that for over 10 years, put to paper.
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And if you liked this writeup, | also produced a ransomware-focused mitigation guide for organizations earlier
this year.
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#1% 8 https://medium.com/better-programming/a-3-point-alternative-to-owasps-top-10-security-risks-4e659d1b7b80
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