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import qgrcode

import random

import os

from PIL import Image
from flag import FLAG

def vss22_gen(img):
m, n img.size
sharel, share2 Image.new( , (2*m, 2*n)), Image.new( , (2*m, 2*n))
image data = img.getdata()
flipped_coins [ (bit) for bit in (random.getrandbits(m*n))[2:].zfill(m*n) ]
for idx, pixel in (image_data):
i, J idx//n, idx n
colord = 0 if flipped_coins[idx] else 255
colorl 255 if flipped_coins[idx] else ©
if pixel:
sharel.putpixel((2*j, 2*i), color®)
sharel.putpixel((2*j, 2*i+1), color®)
sharel.putpixel((2*j+1, 2*i), colorl)
sharel.putpixel((2*j+1, 2*i+1), colorl)

share2.putpixel j, 2*i), colore)
share2.putpixel j, 2*i+1l), colore)
share2.putpixel j+1, 2*i), colorl)
share2.putpixel j+1, 2*i+1), colorl)
else:

sharel.putpixel((2*j, 2*i), color®)
sharel.putpixel((2*j, 2*i+l1l), color®)
sharel.putpixel((2*j+1, 2*i), colorl)
sharel.putpixel((2*j+1, 2*i+1l), colorl)




share2.putpixel((2*j, 2*i), colorl)

share2.putpixel((2*j, 2*i+l1l), colorl)

share2.putpixel((2*j+1, 2*i), color®)

share2.putpixel((2*j+1, 2*i+1l), color®)
sharel.save( )

share2.save( )

vss22 superposition():

sharel Image. ( )

share2 Image. ( )

res Image.new( , sharel.size, 255)

sharel _data sharel.getdata()

share2_data share2.getdata()

res.putdata([pl p2 for pl, p2 in (sharel_data, share2_data)])

res.save( )

main():

gr = grcode.QRCode(
version=1,
error_correction=qrcode.constants.ERROR_CORRECT_L,
box_size=12,
border=4,

)

gr.add_data(FLAG)

gr.make(fit=True)

img = gr.make_image(fill color , back_color

vss22_gen(img._img)

img.save( )

vss22 superposition()
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from PIL import Image
from randcrack import RandCrack
import random
share Image. (
width share.size[0]//2
res Image.new( , (width, width))
bits
for idx in (width*width-624%32, width*width):
i, j idx//width, idx width
if share.getpixel((2*j, 2*i)) 255:
bits
else:
bits
le RandCrack()
for i in ( (bits), @, -32):
rc.submit( (bits[i-32:1i], 2))

flipped coins [ (bit) for bit in (rc.predict_getrandbits(width*width-624%32))[2:].zfill(width*width-624%3
(map(int, bits))

idx in (width*width):
i, j = idx//width, idx % width
if share.getpixel((2*j, 2*i)) 255:
data.append(@ if flipped_coins[idx] else 255)
else:
data.append(255 if flipped_coins[idx] else 9)

.putdata(data)

.save(
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from Crypto.Util.number import *
import numpy as np

mark = 3**66

def get random_prime():
total = ©
for i in range(5):
total += mark**i * getRandomNBitInteger(32)
fac = str(factor(total)).split("™ * ")
return int(fac[-1])
factorRE XM fac[-1]RBULH — N4, EIRAE R 2 HUN T R BUR K

def get B(size):
np.random.normal(®, 16, size)
return np.rint(x)
.random.normal: [ IE& 424G ] (https://blog.csdn.net/qq_21763381/article/details/95914372)
crint: P94 A NEUE

get_random_prime()
get_random_prime()
P*q

127

-Flag = b"NlCTF{************************************}"

secret = np.array(list(flag))

Hnp.array: [F=4$4H ] (https://blog.csdn.net/sinat_28576553/article/details/89047893#1.1%20%E5%87%BD%E6%95%BO%E 5%BD)|
6A2%E5%BC%SF )

upper = 152989197224467
np.random.randint(281474976710655, size=(e, 43))

B = get B(size=e).astype(np.int64)

linear = (A.dot(secret) + B) % upper

# astype: B RAVEEH

result = []

for 1 in linear:

result.append(pow(l, e, N))
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from hashlib import sha256

from Crypto.Cipher import AES

from Crypto.Util.number import long_to_bytes, bytes_to_long
from Crypto.Util.Padding import pad, unpad

import base64

from secret import flag

RECEIVER_NUM 7

def generate_safecurve():
while True:
p = random_prime(2 ~ 256-1, False, 2 ~ 255)
a randint(-p, p)
b randint(-p, p)

if 4*a”3 27%b"2

continue
E EllipticCurve(GF(p), [a, b])

fac (factor(E.order()))

if fac[-1][0] 1 80:

continue

for k in (1, 20):
if (p ~ k - 1) fac[-1][9]
break
else:
return E

class Sender:
def _init_ (self, curves, receivers):
self.secret randint(1 254, 1 255)
self.curves curves
self.receivers receivers

self.shared_secrets [None for _ in ¢ (receivers))]




def setup _connections(self):
for idx, receiver in (self.receivers):

curve self.curves[idx]
print(f
g self.curves[idx].gens()[9]
print(f
receiver.set_curve(curve, g)
public self.secret g
print(f )
yours receiver.key_ exchange(public)
print(f )

self.shared _secrets[idx] yours self.secret

def send_secret(self):

msg b flag

for idx, receiver in (self.receivers):
px self.shared_secrets[idx].xy()[0]
_hash = sha256(long_to_bytes(px)).digest()
key = _hash[:16]
iv = _hash[16:]
encrypted_msg = base64.b64encode(AES.new(key, AES.MODE_CBC, iv).encrypt(pad(msg, 16)))
print(f )

receiver.receive(encrypted_msg)

class Receiver:
def __init_ (self):
self.secret randint(1 254, 1 255)
self.curve None
self.g = None
self.shared_secret None

set_curve(self, curve, g):
self.curve curve

self.g = g

key exchange(self, yours):
self.shared_secret = yours self.secret
return self.g self.secret

receive(self, encrypted msg):

px = self.shared_secret.xy()[0]

_hash = sha256(long_to_bytes(px)).digest()

key = _hash[:16]

iv = _hash[16:]

msg = AES.new(key, AES.MODE_CBC, iv).decrypt(base64.b64decode(encrypted msg))
msg = unpad(msg, 16)

assert msg.startswith(b

[Receiver() for _ in (RECEIVER_NUM)]
[generate_safecurve() for _ in (RECEIVER_NUM) ]

Sender(curves, receivers)

A.setup_connections()

A.send_secret()
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