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/l database gets cleared every 5 min

[

CREATE TABLE "users’ (

‘username’ varchar(64) DEFAULT NULL,

‘password’ varchar(64) DEFAULT NULL //iX R & s, F P &MELHAEEe4N T
);

*/

function checkCredentials($link,$usr,$pass){

1% LR 7 44 VB TS vh B RFBR 215, Bl LbsqliEA
$user=mysql_real_escape_string($usr);
$password=mysq|_real_escape_string($pass);

$query = "SELECT username from users where username="$user' and password="$password' ";

$res = mysql_query($query, $link);
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if(mysql_num_rows($res) > O) /% & #I H R EA K TO0, WIKIEF & 4 /%5 52
return True;

}

return False;

}

function validUser($link,$usry
Suser=mysql_real_escape_string($usr);
$query = "SELECT * from users where username='$user";

$res = mysql_query($query, $link);

if($res) {

if(mysgl_num_rows($res) > 0) {

return True;

}

}

return False;

}

function dumpData($link,$usr){

$user=mysql_real_escape_string($usr);

$query = "SELECT * from users where username="$user";

$res = mysql_query($query, $link);

if($res) {

if(mysgl_num_rows($res) > 0) {

while ($row = mysql_fetch_assoc($res)) { //mysqli_fetch_assoc() &% M 45 B4 B — 1T RSB E 4 .
/I thanks to Gobo for reporting this bug!

/Ireturn print_r($row);

return print_r($row,true);

}

}

}

return False;

}



function createUser($link, $usr, $pass){

$user=mysql_real_escape_string($usr);

$password=mysql_real_escape_string($pass);

$Squery = "INSERT INTO users (username,password) values (‘$user','$password’)";

$res = mysql_query($query, $link);

if(mysql_affected_rows() > 0)X{ //mysqli_affected_rows() e&#i& 8157 — & MySQL #1EFriZm fic F 178
return True;

}

return False;

}

/1784 EH#jusername G177

if(array_key_exists("username”, $ REQUEST) and array_key_exists("password", $ REQUEST)) {
$link = mysql_connect('localhost', 'natas27', ");

mysql_select_db('natas27', $link); //mysql_select_db() & ¥ ¥ B &30 MySQL $¥8 .
if(validUser($link,5 REQUEST["username"])) {

/luser exists, check creds

if(checkCredentials($link,$ REQUEST["username"],$_REQUEST["password"]))}{

echo "Welcome " . htmlentities($_REQUEST["username"]) . "!
" IIhtmlentities() BRI FFFHE#Ho8 HTML S244k.

echo "Here is your data:

$data=dumpData($link,5_REQUEST["username"));
print htmlentities($data);

}

elsef

echo "Wrong password for user: " . htmlentities($_REQUEST["username"]) . "

}
}

else {
/luser doesn't exist

if(createUser($link,$ REQUEST["username"],$ REQUEST["password"])}{



echo "User " . htmlentities($_REQUEST["username"]) . " was created!";
}

}

mysql_close($link);

} else {?>

Username:
Password:

7>
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