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apt-get install steghide

root@kali: ~

File Actions Edit View Help

root@kali: ~ 3

:~# apt-get install steghide

Reading package lists ... Done
Building dependency tree
Reading state information ... Done
The following packages were automatically installed and are no longer requi
red:

libayatana-ido3-@.4-@ libbfiol libhogweed#4 libnettle6 python-asnlcrypto

python-netaddr python3-attr
Use "apt autoremove' to remove them.
The following NEW packages will be installed:

steghide
® upgraded, 1 newly installed, @ to remove and 228 not upgraded.
Need to get @ B/142 kB of archives.
After this operation, 476 kB of additional disk space will be used.
Selecting previously unselected package steghide.
(Reading database ... 277564 files and directories currently installed.)
Preparing to unpack .../steghide_8.5.1-14_amd64.deb ...
Unpacking steghide (8.5.1-14) ...
Setting up steghide (@.5.1-14) ...
Processing triggers for man-db (2.9.1-1) ...
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mkdir steghide
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root@kali: ~

File Actions Edit View
root@kali: ~

:~# mkdir steghidel]
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CD Steghide
root@kali: ~[steghide
File Actions Edit View Help
root@kali: ~/steghide (x|

:~# cd steghide
- # I
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echo“# KA 7Y B 33X B”> secret.txt



root@kali: ~[steghide

File Actions Edit View Help

root@kali: ~/steghide

# echo "Your Secret Message Goes Here" > secret.txt
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root@kali: ~[steghide
File Actions Edit View Help
root@kali: ~/steghide

# echo "Your Secret Message Goes Here" > secret.txt
# 1s

secret.txt
L |
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steghide embed -cfonymous.jpg -ef secret.txt
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root@kali: ~[steghide
File Actions Edit View Help
root@kali: ~/steghide

# steghide embed -cf anonymous.jpg -ef secret.txt

Enter passphrase:
Re-Enter passphrase:
embedding "secret.txt" in “"anonymous.jpg" ... done
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steghide extract -sfonymous.jpg

root@kali: ~[steghide
File Actions Edit V Help

root@kali: ~/steghide

z # steghide extract -sf anonymous.jpg
Enter passphrase: |
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root@kali: ~[steghide
File Actions Edit View Help

root@kali: ~/steghide

# steghide extract -sf anonymous.]pg

Enter passphrase:
the file "secret.txt" does already exist. overwrite ? (y/n) y

wrote extracted data to "secret.txt".
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cat secret.txt

root@kali: ~[steghide
File Actions Edit View Help
root@kali: ~/steghide

# cat secret.txt

Your Secret Message Goes Here
. # I
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steghide info onymous.jpg



root@kali: ~fsteghide

Help

File Actions Edit
root@kali: ~/steghide

Z # steghide info anonymous.jpg
"anonymous.jpg":
format: jpeg
capacity: 3.5 KB
Try to get information about embedded data ? (y/n) y
Enter passphrase:
embedded file "secret.txt":
size: 30.0 Byte
encrypted: rijndael-128, cbc
compressed: yes
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