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2% sudo apt-get update && sudo apt-get install z3 python-pip -y
$ python -m pip install -U pip

2.%Z%manticore1

2$ git clone https://github.comvtrailofbits/manticore.git && cd manticore
$ sudo pip install .

36151

2% cd examples/linux

$ make

WAITLR: 1
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5% manticore basic

$ cat mcore_8PZ_Lo/test 00000001.stdin| ./basic
Message: It is less than or equal to 0x41

$ cat mcore_8PZ_Lo/test 00000002.stdin| ./basic
Message: It is greater than 0x41

Manticore API: 1

2

3% cd ../script

python count_instructions.py ../linux/helloworld
Executed 6897 instructions.

LI BT

F 2 multiple-stylesEwriteup.

FHIDAR I 4w multiple-styles i main & # i T -



Jqint  ecdecl main(int arge, const char *¥argy, const char *¥enwvp)
{
int result; /f/ eaxli3
1 unsigned inted wd; // rax@s
| inted w5: fF roxB7
| dint i; // [Sp+28h] [bp-5Sh]l1
| char buf[32]: 7/ [sp+30h] [bp-S0h]E1
| char wa[18]: // [=p+50h] [bp-30h]AE1
l intéd canary; /S [=p+ech] [bp-18h]lE1

canary = *ME FP( F3 . 40LL);
read (0LL, butf, 17LL);

stropy (vE, Mmywnvsuowsxsivnk: o
: for ( 1 = 0; ; ++1 )
i {

i LODWORD (w13 = strlen(va)

' if [ 1 »= wd )

i bhreak:

! if [ wE[i] 'Y= buifl[i]l + 10 )

l {
puts("sounds fake but ok™):
result = 1;
goto LABEL 7:
¥
h
puts ("you got it !'™);
result = 0;
LAEEL ":
I who= *MKE FP({ F3 ., 40LL) * panary;
I return result:
.k

% B2 /7 7T B % i ”sounds fake but ok”8%"you got it!”, FMEH L IEMRMAGE RS R. RIEZHEILEHE, B
i) /& X manticore s — M1 T i

W R BATIAT v 4 manticore multiple-styles, manticore & F1 46 B 3h 44t 3 HI3CF, BASB/HIAEHRER
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28from manticore import Manticore
m = Manticore("./multiple-styles')

m.context['flag’] = ™" # #fEmanticoreffjcontextZ #t H | —Mlagsk B, X B iFfEflag, 7 LAEAR R HThookZ [8]
Vi i)

# T —Lhook, hook#:iFmanticorefE AT 15 i HbE K118 -& Z BT EEEEARFF, SEATBATHIAARD, M54k
AT

def (state):

cpu = state.cpu

m.context['flag"] += chr(cpu.AL - 10) # flag )18 77 £ EAXHI B K 7 F AL
@m.hook(0x400a3e)

def hook2(state):

cpu = state.cpu



cpu.ZF = True # ¥ Bzero flaghTrue, HHREFHFREILEELER T —5
# T B hook R 2T Eiflag

@m.hook(0x400a40)

def hookf(state):

print("Failed")

m.terminate()

@m.hook(0x400a6c¢)

def hooks(state):

print("Success!")

print(m.context['flag’)

m.terminate()

# & Bm.concrete_data N 17T HIIETE, 1£ Astdin

m.concrete_data = "12345678" * 2 + "n"

3% python concrete.py
Success!
coldlikeminisodas
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17from manticore import Manticore
m = Manticore('./multiple-styles')
m.context['flag] = "™

@m.hook(0x400a6¢) # successH it

def (state):

cpu = state.cpu

transform_base = cpu.RBP - 0x50

for i in range(17):

solved = state.solve_one(cpu.read_int(transform_base + i, 8))
print(solved)

m.context['flag'] += chr(solved)

print(m.context['flag'])

m.terminate()

m.run()

X PR R J5 1 I manticoredi £ —AN B ik, REH ERB A RER B, @B 3, B4 Mstdinii
18 247 FRBP-0x50/buffer, FHATIHIX A bt fRF7EZ Etransform_based . 2R )5 buffer & 1&g —/NF7,
FHiFmanticore A XN F R E|—AME, BELRMBE Larthit. KRBGE— NI Blflags . 1

2

3python symbolic.py

coldlikeminisodas

BAME T A2 R 28 — £ Fl manticore, BMIEHRFTLLE A H4E. il wmanticoretrichook #1844
success’iR#Zs, state.solve one¥:fEffFHZ3RMRIRH]. REIMEBLRBIRERFRRL S, REFEHEAEN
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